Final Report

The following describes our research achievements from October 1rst, 2001 to September 30, 2002 (Year 2). During this period of time:

1. A panel of experts reviewed the work performed in Year 1. The experts were Prof. J. Dugan, Prof. A. Mosleh, Dr. W. Farr and Ms. D. R. Wallace. The experts helped better define the scope of analysis and critically reviewed the failure mode taxonomy proposed.  For instance, it was decided that uncertainty analysis should be kept outside the scope of this preliminary study and pursued in later research developments. It was also decided that specific modeling and quantification approaches should be defined to a point where analysts can easily apply them, find the relevant data, etc. It was also suggested that a screening approach be proposed to restrict the analysis to important software risk contributors. 

2. Based on the experts’ comments, the failure mode taxonomy was extended to encompass possibilities of multiple interactions between software, hardware and humans. It was also extended to encompass mismatches in data types. The taxonomy was redefined formally. This was performed in Year 2.

3. We also settled on a three-layer representation of software and its interactions with other subsystems. At the current time, the representation is fault tree-based (see Figure 1). We are currently working on quantification approaches for the three layers. The first approach pursued is based on past operational failures. It relies on public information on flights. The information publicly available is such that only quantification of the first layer can be performed. It is anticipated that PRA analysts would use this information to quantify the probability of software failure when no specific information is available on the software system itself. The second approach pursued targets quantification of the second layer using expert opinion elicitation. The expert opinion elicitation approach is designed to identify the causal factors that influence probabilities P1, P2, P3 and P4 and to quantify the relationship between such factors and P1, P2, P3 and P4. It is expected that once such a causal network is built, analysts who have knowledge of the environment in which the software is developed would be able to assess the values taken by these causal factors and hence quantify the unknown probabilities P1, P2, P3 and P4. The expert opinion elicitation study is scheduled for completion by the end of Year 2.

For Year 3 of this CSIP, we are planning the pursue the following objectives:

1. Complete the expert opinion elicitation.

2. A third approach to quantification based on pure project data was envisioned but could not be carried out during Year 2 due to the lack of relevant project data.  We have identified the Next Generation Space Telescope project and will now be in a position to perform the quantification. This will allow us to determine whether or not the third layer can be quantified based on project data. It will also allow us to assess whether or not one can easily classify faults found into the failure modes. We will determine whether or not the failure modes cover the entire spectrum of faults found. We will also determine whether or not the two previous quantitative estimates of P1, P2, P3 and P4 (based on public data and on expert opinion) are close approximations of the estimates provided by real project data. This will be performed in Year 3.  

3. As explained in 3, the three-layer representation used is fault tree-based. Fault trees as the basis for a software representation in PRA were questioned by the expert panel although accepted as a valid first approximation of the software representation. This step is designed to investigate how the software failures or interface (input/output) failures propagate to adjacent components and thus the whole system and to determine a more appropriate representation of software if need be. This research will be performed during Year 3.  We will restrict ourselves to a small-scale problem. The system envisioned for this study is PACS (Personal Access Control System). This system was developed for DOD in C++ and counts about 800 lines of code. A safety scenario involving PACS will be developed and the modeling with fault tree representation studied to verify its credibility. If need be an alternate representation will be developed.

4. During Year 3, it is also expected that the research will transition to the field (i.e. the PRA community) through the development of a Procedure to account for contributions of software in the current PRA.  IV&V and software assurance practitioners on NGST software will test these guidelines by applying them to selected software on the Critical Functions List (CFL).  IV&V and software assurance practitioners will include Science Applications International Corporation (SAIC) staff currently active in providing software assurance support to the NGST project.  This will be performed during Year 3.

5. At the end of Year 3, conclusion of the project, the PRA procedure shall be reviewed by 2 PRA experts and two software engineering experts. The PRA experts may be selected from the following list: Prof. J. Dugan, Prof. A. Mosleh, Prof. M. Modarres, Dr. M. Stamatelatos. The two software engineering experts may be selected from the following list: Dr. J. Voas, Prof. M. Shooman, Prof. K. Trivedi. Comments should be provided in written form to the principal investigator.
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Figure 1: The Three Layer Representation

SAIC IV&V practitioners under contract to the NASA IV&V Facility and currently working on NGST will provide the research team with access to NGST data, data analysis, and historic data maintained by the IV&V Facility libraries.  
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