Requirement/high level conceptual design (Draft)

Interactive Software Fault Analysis Tool for Operational Anomaly Resolution

Introduction


The purpose of this software tool is to allow the user the ability to input a software anomaly and to trace it to the cause of the problem, which would be the source code.  In order to fulfill this objective, the tool must consist of several search engines. First, the tool must have a search engine that will extract keywords from a Problem Report (PR) or a Change Request (CR).  Second, the tool must have a search engine that will extract software requirements, which are related to the fault, from a Software Requirements Specification (SRS) document.  Third, the tool must have a search engine that will find the associated test procedures, which test the code that implements the chosen requirements.  The final search engine will extract the ICD component that is associated with the requirement.  In order to establish a connection among these entities, it is necessary that the user provide a requirements traceability matrix or that the tool build one based on user interaction and input.  Once a direct relationship is established between the original fault and a corresponding test procedure through the traceability matrix, the tool will feed the test procedures and source code into a test coverage analysis tool.  The test coverage tool will perform dynamic code slicing to determine which section of the source code the test covers.  This will highlight the source code that is related to the software anomaly.  An alternate route for code identification is through the ICD.  A Software ICD will be used to do a static search for the software that is related to the fault.  This information will assist in determining the associated module name and possibly the source code.

Fault Keyword Search


To begin this process, the first search must occur within the PR/CR.  If the PR/CR is stored locally, the system will display a list of which ones are available.  If the PR/CR is not available locally, the user must provide the path of the PR/CR site.  The system will then go to the site.  If the user knows the PR/CR number, then they will enter it into the system.  If not, the user will then scan the list of PR/CRs and select the precise number.  In the case where the PR is not stored locally, the system will then import the document to the local environment.  Now the document is ready for processing.  The system will extract the PR/CR system and subsystem names.  The system will search for a list of possible keywords in the PR/CR and store this list into a keyword library.  The keyword library will be displayed to the user.  The keyword library will serve as a parameter to the SRS search engine.

SRS Requirements Search


If the SRS is stored locally, the user will browse to the document, and the system will pull it from the local hard drive.  With the PR/CR System and Subsystem information, the system will have the ability to verify the document.  If the SRS is not available locally, the user must provide the path to the SRS site.  The system will then highlight the SRS using the system and subsystem information as keywords.  The system will then electronically transfer the SRS into the local environment.  Using the keyword library compiled with the PR/CR search engine, the system will search for requirements associated to the software fault in the SRS.  After viewing the results of the search, the user will select the relevant requirements.

Traceability Matrix Lookup


A requirements traceability matrix contains several pieces of information.  It is a table with the one-to-one relationship between a requirement, test procedure, and ICD.  The user may already have a traceability matrix that they can load into the system.  Each selected requirement will serve as the input to this feature of the tool.  The system will search the requirements traceability matrix for the requirement and its associated test procedure and ICD.  The test procedure and/or ICD will then be parsed out from the matrix for further processing.

Traceability Matrix Build


If the user does not have a requirements traceability matrix, the system must interactively build one.  However, the sequence of processes occurs differently in this situation.  Now, the test procedure and ICD search must both occur before the matrix can be created.  The system should already contain a requirements traceability matrix template.  Once the SRS search is complete, the user selects the relevant requirements, and those requirements are loaded into the template.  Once the test procedure search is complete, the user selects the relevant tests, and those test procedure names are loaded into the template.  Once the ICD search is complete, the user selects the relevant ICD, and it is loaded into the template.

Test Procedure Search


The user must load the test procedures into the system.  During this process, the user will enter the test file name and specify the individual function names within the file, as well as a very brief description of that function’s capabilities.  The description is a necessity, especially when a requirements traceability matrix does not exist.  The test procedure information is stored within the system.  Using keywords, either from the PR/CR search or from the requirements, the system searches the test procedures for one that is related to the requirement at hand.  After the search results are displayed, the user selects the relevant test procedures according to their description.  When a requirements traceability matrix does not exist, the user matches the test procedures to the requirements.  These test procedures are loaded into the matrix template.

ICD Search


In some cases, the ICD will be embedded in the SRS document.  For this type of situation, the tool needs a feature that will separate requirements from ICD components.  If the ICD is a separate document, a search similar to the test procedure search will occur in this portion.  Using keywords from either the PR/CR or extracted requirements, the system will search the ICD for components related to the requirement at hand.  The search results are loaded into the requirements traceability matrix template.

Fault Analysis and Module/Code Identification


There are two routes that can be taken to complete this procedure.  At this point, the system has identified which test procedures and ICD components are associated with which requirements, which in turn are related to the original fault.  In order to perform dynamic software fault analysis, this system must be linked with a test coverage analysis tool.  As input, this type of tool requires test procedures and source code.  With this information, the tool will distinguish the parts of the source code that are connected to each test procedure; therefore, tracing the original software fault to the possible cause of the problem – the source code.  The other route is static software fault analysis.  This method uses the results of the ICD search to locate the software associated with the fault.

