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Abstract

There are two complementary components to return on investment (ROI) of independent verification and validation (IV&V). Direct ROI, which was defined and quantified in Phase I of this study, denotes direct reduction in development cost resulting from early issue detection by IV&V. Another component consists of the many indirect benefits of IV&V. These are the more intangible benefits such as increased confidence or improved rigor from the developer. Some of these are quantifiable and some may never be quantified. This report identifies 26 indirect benefits, with a potential quantification method, and provides an assessment of that list in terms of universality, practicality, potential value and credibility of quantification. The quantification methods for the top four indirect benefits are analyzed in detail and tested using sample data as appropriate. The purpose of this research was solely to identify quantification methods. Application of these methods to actual IV&V projects is a future activity to be accomplished on request.
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1 Introduction

A standard management measure for determining the worth of an endeavor is return on investment (ROI). There are many benefits that arise from application of software independent verification and validation (IV&V). These benefits can be categorized as direct (reduced development cost) and indirect (for example, increased confidence in the final product, improved quality, reduced risk, and improved safety). Unfortunately, all of these indirect benefits are difficult to measure. In Phase I of the IV&V ROI study [DB03], a methodology was developed to compute the direct ROI of IV&V. This report provides the results of the ROI study Phase IIA, which identified indirect benefits, categorized and prioritized those benefits, defined the top level quantification method, scored each benefit, and analyzed in detail the top four benefits.

2 Approach

Phase IIA of the IV&V ROI study consisted of three tasks. The first task was to identify the contributions of value arising through IV&V. These are listed as indirect benefits of IV&V (see Section 3.2). The second task was to determine the quantifiable characteristics of those benefits. The third task was to define credible methods to perform quantification of as many of the benefits as possible. This section presents an overview of the approach and key sub-tasks.

2.1 Benefits of Value

The purpose of this task was to identify and understand the many indirect benefits and perform a preliminary assessment of the quantifiability of each benefit. The major steps in this task were as follows:

· Identify all benefits contributing to IV&V value. Examples of these benefits include issues identified by the developer as a consequence of test case issues identified by IV&V, enhanced product confidence, increased developer diligence, and reduced issue leakage. The list of benefits was generated by a combination of brainstorming, literature search, and interviews with IV&V analysts and project managers.

· Define required objective evidence for each benefit. This sub-task was intended to verify that each of the perceived benefits could be substantiated with tangible data. 

· Define the quantifiability for each benefit. The purpose of this sub-task was to determine whether a method for quantification could be envisioned for each benefit.

· Identify quantification for as many benefits as feasible. This sub-task analyzed the means to quantify (available data, published research results, knowledge of typical IV&V and developer problem reports, etc.) for each benefit deemed quantifiable.

· Associate tangible measures with less-measurable benefits. The goal of this task was to review the non-quantifiable benefits to determine the feasibility of taking them into consideration by associating them with quantifiable characteristics.

2.2 Quantifiable Characteristics

This task entailed determining which of the quantifiable benefits should be pursued further, development of techniques to achieve the quantification, and testing with sample data. The key elements of the task were:

· Determine which benefits will be quantified. This subtask was accomplished by developing a scoring system that took into account universality, practicality, potential value, and credibility. The scoring method is described in Section 3.2.

· Develop a method to convert the quantifiable characteristics into a consistent measure such as dollars or equivalent person months (EPM) or define how the method modifies the direct ROI calculations.

· Identify means to augment direct ROI [DB03] with the measures of indirect benefit.

2.3 Quantification methods

A potential quantification method was identified for each of the IV&V benefits in the refined list. This method provides a top-level procedure to assign value to instances of the benefit. The method is unique for each benefit item and includes a definition of the data needed. The method is refined and tested with an example for the top-scoring benefits. 

3 Overall Results

Phase IIA of the IV&V ROI study produced a large list of candidate benefits and, via successive refinement steps, resulted in a list of four benefits that appear to be well-suited for incorporation into a comprehensive IV&V ROI model. This section provides detail on the preparation of the list of benefits and the results of the refinement process.

3.1 Candidate Benefit List

A candidate list of 84 indirect IV&V benefits was developed via a combination of brainstorming, literature search [DS97], [KSM81], [JS01], [LLSE99], and interviews with IV&V analysts and project managers. The presentation of Sturges [JS01], which identifies characteristics of the ROI of process improvements, was particularly useful.

The list of benefits was then refined and clarified. First, benefits were grouped in categories to clarify relationships among them and identify duplicates. Next, for each benefit, the following analysis was performed:

· Identified measures needed to quantify the benefit

· Identified one or more methods to collect the data and perform quantification

The process of identifying measures and quantification clarified the list, and facilitated distillation of the list to a set of 26 unique benefits.

3.2 Refined List

The benefits in the refined list were prioritized in terms of four characteristics and scored high (3 points), medium (2 points), or low (1 point) for each characteristic. The characteristics and the multiplicative weight applied to each score were

· Universality – This is a measure of how universal the benefit is to the various IV&V projects. Benefits that are limited to certain projects are less desirable than more commonly applicable benefits because they weaken ROI comparisons among projects. (weight = 1)

· Practicality – This is a measure of the difficulty of data collection or assessment for the benefit. (weight = 3)

· Potential value – This is a measure of the potential contribution to ROI. The reasoning behind this element is that the potential return associated with the different benefits may vary widely. Focusing attention on those benefits with the highest potential value should result in more accurately capturing the total return. (weight = 4)

· Credibility – It is important that the strong foundation that exists for direct ROI not be weakened by including indirect benefits that invite controversy. Therefore, the credibility of each benefit included in the model must be assessed carefully. (weight = 5)

The total score for each benefit is the sum of the weighted scores for the four characteristics. Therefore, the possible range of scores was 13 to 39. The refined benefit list, sorted by total score, is shown in spreadsheet form in the link below. The columns of the spreadsheet are as follows:

· ID number – serial benefit number from full list

· Measures – description of means and/or data needed to quantify the benefit

· Measure comments – additional comments on the measures

· Potential method to be used – brief description of method to obtain quantification

· Method comments – additional comments on method

· Universality – score high (H), medium (M), low (L)

· Practicality – score H, M, L

· Potential value – score H, M, L

· Credibility – score H, M, L

· Priority ranking – combined weighted score, ranging from 13 to 39

· Derivative order – notional assessment of amount of data needed to obtain the desired measure. First-order benefits can be measured directly. Second-order benefits are measured from trends and therefore require more data.

The spreadsheet showing the benefits list can be viewed by clicking the link below. This spreadsheet shows the result of the analytical activities to determine the indirect value added benefits of IV&V.
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4 Top Four Benefits

Based on the benefit scoring, the top four benefits were analyzed in more detail. This analysis consisted in general of literature review, analysis of available (current and projected) project data, and preliminary validation with actual project data. This section discusses the analysis of each of the top four indirect benefits in detail

4.1 Improved Testing

Project schedules and budget constraints late in the development phase will often motivate the developer to streamline or abbreviate the test program. IV&V analysis of the test program will identify various testing deficiencies, such as:

· Inadequate traceability to requirements

· Incomplete or incorrect testing of requirements 

· Insufficient off-nominal or “stress” testing

IV&V feedback to the program regarding test deficiencies may result in additional tests executed by the developer. If this testing identifies design or code defects that would otherwise have gone undetected by the developer’s baseline tests, the identification of this defect is the result of executing IV&V on the program.

4.1.1 Determination of Value

The primary value of this benefit is finding requirements, design, or code errors that would not otherwise be found by the developer. When such errors are found by the developer as a result of testing instigated by IV&V, those errors should be credited to IV&V. Their value can be determined using the Direct ROI model. 

The secondary value of this benefit can be defined at two levels, depending on the severity of the defect. First, for defects at any severity level, the value of this benefit is quantified as the difference between correcting the defect in the test vs. operational phase. Section 4.4 addresses a method for determining the value of detecting a defect that would otherwise have “leaked” through the developer’s baseline testing to the operational phase. Second, for high-severity defects that may have resulted in catastrophic consequences if undetected, the value associated with identifying the defect prior to deployment takes on an additional consideration. In this case, an undetected defect may have otherwise resulted in the loss of mission objective or critical resources, or (for manned missions) compromised the safety of the crew. Consequently, the value of identifying the defect during IV&V-advocated testing is not only the reduced cost of correcting the defect prior to deployment, but also some portion of the overall cost of the mission. Section 4.2 addresses a method for determining the value of detecting a high-severity defect that might otherwise have some probability of causing catastrophic system losses. 

4.1.2 Method Parts

This section defines the process that will be used to identify instances of this type of defect and collect the necessary data to determine the associated ROI value. This method has seven intermediate steps:

1. Identify database (or databases) that document IV&V recommendations and subsequent developer action. These databases can be IV&V-maintained repositories if resolution chronology entries are adequate. Alternately (or additionally), they can be developer-maintained repositories if IV&V has been granted adequate access privileges.

2. Identify IV&V recommendations that have resulted in the developer configuring additional test cases to close out the IV&V issue.

3. From test results, identify defects uncovered by IV&V instigated testing.

4. Incorporate these defects in the Direct ROI model as IV&V discovered defects.

5. Review defect and plans for subsequent testing to determine the likelihood that it would have been uncovered in remaining baseline developer testing. For defects deemed unlikely to have been caught elsewhere, perform method in Section 4.4 to determine the leakage to operations value.

6. Review defect severity – for high-severity defect, perform method in Section 4.2 to determine the ROI value for this benefit.

7. Combine results from Steps 4, 5 and 6 to determine overall value of defect identification.

4.1.3 Example of Method

Sections 4.2 and 4.4 provide examples of the calculations of the expected value for these defects. These calculations are not repeated here. What is demonstrated here, however, is that adequate sources of information exist to support the method outlined in the previous section.

The IV&V Facility performed detailed analysis of a second-generation software system designed to upgrade the ground-system software of a large launch-vehicle program. The IV&V Team performing this analysis found that – for the portion of the system responsible for managing system redundancy – only 45% of the software requirements were validated by the developer using code inspection alone. The IV&V team generated a technical issue report that documented the finding, and recommended that the developer implement additional validation methods for these requirements. As part of this recommendation, the IV&V team identified 61 requirements that were of a higher priority to be validated by test. The developer accepted this recommendation and developed a test procedure targeting these requirements.

While executing the dry run of this procedure, the development team uncovered a serious flaw in the operation of state machine used to manage the redundancy rules, which resulted in the developer opening a high-severity issue against the system. This defect prevented the system from sending a command error message that would normally be displayed on a system message viewer to indicate the problem to a ground system operator and would trigger an event code that the software would use to reconfigure the system. By preventing the sending of this message, the state machine defect would effectively mask the identification of a fault and prevent some level of automated response. 

This defect would have been very difficult to locate by code inspection alone, and the development lead for the Computer Software Component (CSC) expressed that the further testing had indeed paid off. Discussions with the IV&V team verified that there was no additional testing targeting this CSC-level testing, and therefore it was very doubtful that the baseline developer testing would have found the issue prior to deployment. Further fault-propagation analysis is necessary to determine when and where this fault would have surfaced after deployment and to identify potential consequences. 

Table 4.1-1 summarizes the status of this example against the seven-step method outlined above. Additional analysis is necessary to extract system data necessary to support the Section 4.2 and 4.4 value calculations, and to evaluate the severity of the fault-scenarios avoided by detecting this defect prior to the operational phase of the system. Based on discussions with members of the IV&V team, it is anticipated that this data is available from IV&V archives of project data.

Table 4.1-1 Method Summary for Improved Testing Sample Defect

	Step
	Description
	Status/Source

	1
	Identify database containing

· IV&V Findings

· Developer Response

· Test Results
	Available

· IV&V Issue Archive

· IV&V Issue Archive

· Developer Issue Documentation

	2
	Identify IV&V recommendations that have resulted in the developer configuring additional test cases to close out the IV&V issue.
	Available

· IV&V Issue Archive

	3
	From test results, identify defects uncovered by testing.
	Available

· Developer Issue Documentation

	4
	Incorporate into Direct ROI calculations.
	The method is the same as that used for Phase I using data available from IV&V project archives.

	5
	For defects deemed unlikely to have been caught elsewhere, perform method in Section 4.4 to determine leakage to operations value. 
	The method is an extension of that done for Phase I using data available from IV&V project archives. See Section 4.4 for a description of the extension. 

	6
	Review defect severity – for high-severity defect, perform method in Section 4.2 to determine ROI value for this benefit.
	See the example in Section 4.2.

Supporting data is expected to be available from project archives.

	7
	Combine results from Steps 4, 5 and 6 to determine overall value of defect identification.
	


4.2 Reduced High-Criticality Errors

IV&V, through the Criticality and Risk Analysis (CARA) process, focuses attention on the highest risk and criticality portions of a software system. Consequently, IV&V tends to locate and remove high-criticality errors. The overall increment to ROI achieved by removing these defects can be much greater than the direct ROI alone because the potential cost impact of high-criticality errors can be very high.

This section describes a method to determine the value associated with the severity of an issue discovered by IV&V. The severity used should be that assigned by the project if possible. If the project does not assign severity, that assignment could be done by IV&V with consistently applied criteria and with concurrence from the project. The value determined by this method is limited to tangible components (e.g., value of the mission, cost of vehicle, etc.). This method does not consider the more intangible values associated with high severity errors, such as loss of life or national prestige. Reduction in likelihood of these errors is real and should be considered as value added by IV&V but the contribution cannot be quantified.

4.2.1 Components of the Calculation

The problem report describing the issues in this category should provide a good description of the error sufficient to determine the consequence and likelihood of occurrence. Frequently this will be a part of the problem report contained in the project database. If not, there needs to be sufficient detail about the problem and its cause-effect relationship such that a credible derivation of consequence and likelihood can be performed. The following sections define the approach to assigning value. The calculation for this benefit has three components. First, a determination must be made to define the likelihood that the developer would find and correct the error before the project moved into the operations phase. Second, a determination must be made to define the likelihood that the error would be manifested and the consequence suffered in operations. This second probability represents the likelihood that the defect would impact operations if the defect was, in fact, present in the delivered system. Third, a determination must be made to define the value of the consequence when the error is manifested. The possibilities for this value include: value of the mission, cost of the vehicle, cost of the project, etc. 

4.2.2 Method Parts

The method for quantification of value for this benefit has three parts:  

1) Define likelihood that the developer would find the error before operations with IV&V not present – There may be several ways of doing this depending on the nature of the issue found. For example, if the error was found as a result of the developer performing a test in response to an IV&V issue, then the developer would not have found that error since they would not have done the test. In that case, the likelihood of phase leakage is 100%. In other cases, use the method defined for the leakage model in Section 4.4 to get a probability that the error would leak all the way to operations.

2) Define likelihood that error would be manifested in operations – This can be obtained from reliability numbers related to the failures that are associated with the error detected. This could come from a probabilistic risk analysis. 

3) Determine the value of consequence – Determine appropriate value (mission, vehicle, etc.) based on the consequence. This can include the value of the science that would have been performed by the mission or parts of the mission that cannot be accomplished due to the error. That value should be available in the concept papers originally justifying the project.  In some cases, there are multiple outcomes resulting from the error manifestation. When that is the case, list the value of the possible and certain outcomes and assign a likelihood string to each. Each outcome listed should be an independent end to the result of the error manifestation.

Then to obtain a total value of the error found multiply the value of the consequence by the probability that the developer would not find the error until operations and multiply again by the probability that the error would be manifested in operations

4.2.3 Proposed Method 

An expected value model will be used to quantify the value associated with the criticality of an error. The following sections describe how expected value is determined and the characteristics of that calculation.

4.2.3.1 Expected Value Model

The probabilities of independent events leading to an outcome are multiplied to find the probability of the outcome. So the probability of a single outcome is:
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The expected value of a series of outcomes is computed as the sum of the probability of each outcome multiplied by the value of that outcome.
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The expected value is analogous to the sample mean but applies to probabilities rather than data. It does not have to be a particular value of a random variable. The expected value indicates an average or central value. It is therefore conservative, staying away from the extremes but remaining representative.

4.2.3.2 Example of Method

An example of the application of this method comes from one of the IV&V projects. Specifically, it is a problem report related to loss of attitude control ending in potential catastrophic results. This PR was categorized as severity 1 by the software acquirer board held to rule on disposition of software defects discovered. The consequences of a severity 1 defect are stated in the program-sanctioned definition of severities
 for that project. The problem occurs when the central computer fails to mode guidance navigation and control (GN&C) to user data generation (UDG) mode (in this mode the GN&C performs all the normal calculations and generates data but does not output any commands; it is not exercising control) after an internal thermal control system (ITCS) main thermal loop shutdown. When that happens, the central computer is supposed to power down the GN&C computer and, after detecting power down has happened, the central computer should hand over control of the vehicle to the backup GN&C. The error found is that the central computer did not correctly detect that the GN&C had been powered down and therefore did not hand over control to the backup GN&C even though the primary GN&C had actually been shut down. Moreover, the nature of the failure left the attitude control system fault detection and recovery algorithm stuck in a loop (so there was no correction for any further failures) and the crew/ground did not get any indication of a failure. The problem that occurred then was that the vehicle would be in free drift until ground or crew happened to notice that fact and commanded the backup GN&C to take over. Free drift would result in loss of power and thermal control. Since loss of cooling is a precedent failure, free drift is likely to lead to vehicle damage.

 Application of the method described in Section 4.2.2 and 4.2.3.1 is as follows:

1) First, the likelihood that the error would have leaked to operations is defined. In this case, it was discovered that this error had been found in formal qualification testing (FQT) but a problem report was never written. Since the test had passed, it would not be executed again and the error would not have been found. Therefore, the likelihood that the developer would not have corrected this error prior to operations is 1. If this had not been the case, the method described in Section 4.4 for leakage to operations would have been used.

2) Second, the nature of the failures associated with the error must be examined. In this case, there are two failures that lead to manifestation of the error. These are ITCS main thermal loop shutdown and failure to mode primary GNC to UDG. The likelihood of these failures needs to be obtained from review of reliability numbers for that equipment. For the purpose of this example, it is assumed that the probability of each failure is 0.1. The above two failures plus the error was all that the project software review board needed to declare this a severity 1 error. However, to add further conservatism, a third failure could be added which would be that neither ground nor crew noticed free drift until damage had occurred or that free drift had occurred sufficiently long such that uplink had been disrupted. That probability may be determined through a survey of the safety personnel who concurred with the severity 1 rating. For the purpose of this example, it will be set to .001.

3) Third, the value of the consequence must be determined. There are multiple outcomes resulting from this error. In looking at the list of consequences associated with severity 1, several are possible. One is inability to detect or annunciate an emergency, warning or caution. The value associated with that consequence could be obtained through survey with the crew. For the purpose of this example, the value will be considered equal to the cost of a redundant alarm system, which is assumed to be $4M. Another possible consequence is loss of the vehicle. That value can be obtained from project cost accounts. For the purpose of this example the value is considered to be $40B. Another possible consequence is inability to complete a mission. This value can be obtained from the accounting records. For the purpose of this example, it is assumed to be $4B. Then calculation of the value associated with this error proceeds as follows:
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The value of this indirect benefit is additive with the direct ROI. The direct ROI value was estimated to be about $3100 based on hours to fix. Thus the total contribution of this defect discovered by IV&V is the direct ROI value plus the indirect value, or $483,100.

4.3 Requirements Clarification

IV&V detection and removal of ambiguous requirements avoids errors later in the development cycle and reduces maintenance costs. IV&V issues that are assessed as “documentation only” are frequently associated with ambiguous requirements and are resolved by correcting the ambiguity. One type of requirements ambiguity arises when a requirement is worded such that it could be easily misinterpreted. A second type of requirements ambiguity arises when a single requirement is documented in two different forms in the same requirements document. For example, the requirement can be expressed textually and in block diagram notation. In some cases, there is disagreement between the text and graphical representations. Even though one or the other representation may be the “official” documentation of the requirement, the inconsistency can result in implementation error. The inconsistency can also significantly increase the workload and probability of error in subsequent maintenance of the software. Separate methods can be used to capture the ROI due to reduced likelihood of implementation and test errors and reduced maintenance cost.

4.3.1 Reduced Development Cost

In order to estimate the reduced development cost resulting from removing requirements ambiguities, it is necessary to know the probability that design, code, and test errors will result from an ambiguous requirement. Once the error probabilities are known, the direct ROI methodology can be used. An extensive literature search located no references in which this effect was quantified or in which the required probabilities were measured. Furthermore, the error probabilities are dependent on various project factors. Therefore, the error probabilities must be estimated using project data.

A reasonable estimate of the probability that a design, code, or test error will result from an unclear requirement is the actual error rates that result from requirements ambiguities still present in each phase. For example, the probability 
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The incremental cost (in terms of SLOC) attributable to a requirement ambiguity discovered in the requirements phase is 
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where 
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represents the SLOC reduction factor [DB03] for a requirements defect identified in phase i, and 
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 (shown below, where rd is the number of requirement ambiguities discovered in the design phase) is the ambiguous requirement removal rate for phase i. 
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The increment to SLOC (rework cost avoided) can be added to the total SLOC for the without-IV&V case using the direct ROI methodology [DB03].

4.3.2 Example of Requirements Clarification Method for Development

To illustrate the computation, suppose that for a particular CSCI, the total defects attributable to requirements ambiguities for the design, code, and test phase are 3, 10, and 4 respectively, and the total numbers of such ambiguities discovered (by IV&V and the developer) are 4, 15, and 5, respectively. Table 4.3-1 illustrates the computation of 
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Table 4.3-1: Example rework ESLOC avoided

	Phase (i)
	
[image: image30.wmf]i

e


	
[image: image31.wmf]i

r


	
[image: image32.wmf]i

p


	
[image: image33.wmf]i

d



	Design
	3
	4
	0.125
	0.167

	Code
	10
	15
	0.5
	0.625

	Test
	4
	5
	0.8
	0.208


Then, we compute 
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 for a particular requirement.
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4.3.3 Reduced Maintenance Cost

COCOMO-II provides a means to estimate the reduction in maintenance cost resulting from elimination of ambiguous requirements. Subsequent releases of a software system typically use the previous release as a baseline, and therefore the previous baseline of the system is treated as reused software in the COCOMO-II model. The COCOMO-II reuse model includes a term SU that indicates the understandability of the reused software. Removing ambiguous requirements increases understandability. The value of SU ranges from 10 for very high understandability to 50 for low understandability. The first step in computing effective SLOC for reused software is to compute a term AAF defined as
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where 
[image: image38.wmf]DM

is the percentage of the design that is modified, 
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is the percentage of code modified, and 
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is the percentage of interfaces modified as a result of reuse. The adaptation adjustment modifier term AAM is
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where AA is the assessment and assimilation increment in the range 0 to 8 and UNFM is the unfamiliarity factor that ranges from 0.0 for completely familiar to 1.0 for completely unfamiliar. UNFM refers to the familiarity of the development team with the software system. Then, the equivalent reused lines of code ESLOC, assuming no automatically translated code, is
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where ASLOC is the raw number of lines of reused code. To determine the sensitivity of ESLOC to changes in SU, we compute the partial derivative of ESLOC with respect to SU,


[image: image44.wmf]50

,

0002

.

0

£

×

×

×

=

¶

¶

AAF

UNFM

AAF

ASLOC

SU

ESLOC



[image: image45.wmf]50

,

01

.

0

>

×

×

=

¶

¶

AAF

UNFM

ASLOC

SU

ESLOC


Next, to estimate SU, we can assume that if there are no requirements ambiguities, the software system is maximally understandable (SU = 10), and if every requirement is ambiguous, the software system is minimally understandable (SU = 50). We can therefore estimate the increment to understandability resulting from correction of requirements ambiguities as 
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where 
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 represents the adjusted function points associated with ambiguous requirements and 
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 represents total adjusted function points [FPUG00]. Finally, the increment to ESLOC is 
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The cost savings associated with this reduction in ESLOC for the next release can be computed using the direct ROI methodology.

4.3.4 Example of Requirements Clarification Method for Maintenance

To illustrate the computation, suppose a CSCI consisting of 30KSLOC of C code is expected to require revision of 10% of the design, 15% of SLOC, and 5% of interfaces in the next release. We assume UNFM = 0.4 and a total of 50 adjusted function points [FPUG00] are associated with ambiguous requirements identified by IV&V. Then
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Using the value of 
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The increment to understandability is
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and finally, the increment to ESLOC (for the next release) is
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4.4 Reduced Error Leakage to Operations

The Direct ROI model calculates cost savings that result from IV&V analysts finding defects in software products earlier in the lifecycle than the developers would have found them. However, the Direct ROI model assumes that the developers would have found all of the issue found by IV&V, only later in the lifecycle. Also, the current Direct ROI model assumes no leakage to operations (this will be revised as a part of Phase IIB). These assumptions cause the Direct ROI calculations to be low because it is highly unlikely that developers would find all issues found by IV&V, especially given the real leakage known to occur.

The benefit associated with reduced error leakage to operations is the avoidance of the higher costs required to fix defects when discovered during operations. The Direct ROI model tracks leakage across four lifecycle phases: requirements, design, code, and test. On many projects, IV&V is also involved in the integration test phase. The model for ROI due to leakage avoided should account for leakage from development to both integration and operations phases. This section provides a method for determining the value associated with defect leakage avoided.

4.4.1 Components of the Calculation

To determine the ROI for IV&V efforts with regard to leakage avoided, two components of the model are necessary: 1) a determination of the leakage rates with and without IV&V, 2) and the relative cost of fixing defects during the integration and operations phases. Because the cost to fix escalation depends on the defect type, leakage rates are required per defect type. Since all systems are suspected to contain some quantity of undetected defects, absolute leakage rates are difficult to determine reliably. Nevertheless, ROI for IV&V is primarily dependent upon the difference between defects detected with and without IV&V present. Therefore, depending upon the model chosen, the number of defects that remain undetected, even with IV&V present, is a second order factor.

The cost impact of software defects leaked to operations consists, not only of the cost to fix the defects, but also increased cost of the operation of the system. Such costs include loss of functional capability due to system degradation or down time, and the extra effort required for operational workarounds. Loss of system capability can have indirect costs such as loss of science and missed targets of opportunity, which can be as high as the cost of the entire mission. The method for assessing a high criticality error is described under section 4.2 of this report. Operational workarounds include extra effort to design and test the workaround, potentially additional operations staff, and additional training costs. The leakage models considered here do not include impacts to cost of operations.

Defects on test products do not leak into operations, as they are not part of the operational system. However, software defects identified by developer tests that were driven or corrected as a result of IV&V analysis have the same impact as software defects identified by IV&V. Such defects are highly likely to leak to operations where the cost to fix rises significantly. Methods for identifying and accounting for defects discovered by developer testing that was driven by IV&V are described under 4.1 of this report. All such defects identified shall be input into the leakage model as if they were direct IV&V finds.

4.4.2 Leakage Rate Determination 

The proposed method for determining leakage rates to operations is an extension of the Phase I ROI Study Direct ROI Model. In the extended model, cost escalation for defects that leak to operations is added, and the test phase is split to account for the Formal Qualification Test and the Integration Test phases.

Other defect leakage models considered under this study include COQUALMO, Closed Loop Defect Removal Model, and an Exponential Decay Curve Fit.

COQUALMO was not selected for the leakage model because it does not account for phase specific defect removal rates [SC99]. Delineating the phased removal of defects is critical to calculating ROI resulting from phase containment.

The Closed Loop Defect Removal Model was considered [JKP00]. However, it relies on estimates of defect introduction rates per phase and does not treat the defect types separately. There is not enough data available for the projects examined thus far to reliably determine the defect introduction rates per phase.

An exponential decay curve fit was considered. However, the assumption that defect removal rates are constant with respect to defects present is built into this model. Actual project data does not support this assumption.

A Variable Rate Defect Removal Model was considered, but it relies on an estimate of defects introduced, and was thus not readily usable. Capture-Recapture models [BEFL00] were also considered as a means to estimate the total number of defects introduced. While it was determined that the data to support these models is not currently available, there is the potential that these or other techniques may provide useful refinements to the defect leakage model.

4.4.3 Direct ROI Model Extended to Operations Phase

This model is an extension of the apportioning of issues found by IV&V to later phases used in the direct ROI model [DB03]. Under the Direct ROI model, ROI is calculated as
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Two of the three elements of the equation are based on actual data. Only the Cost without IV&V must be calculated. 
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The Projected Cost to Fix IV&V Issues Found Later is based on the COCOMO II term BRAK that calculates the cost of rework in terms of SLOC, which can be translated to effort using the COCOMO II cost estimation formula.
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where

FP  =
function point count for the software product defects

Kw  =
the function point weights per function point type

KL  =
the language-specific conversion factor from function points to SLOC

Ks  =
SLOC reduction factor for the defect type and phase found

This formula is applied for each defect type and phase at which defects are discovered. Ks is based on published values for the relative cost to fix defects per lifecycle phase.

Table 4.4-1: Relative Cost to Fix Defects

	Phase Found

Defect Type
	Requirement
	Design
	Code
	Test
	Integration
	Operations

	Requirement
	1
	5
	10
	30
	70
	200

	Design
	
	1
	2
	6
	14
	40

	Code
	
	
	1
	3
	7
	20

	Test
	
	
	
	1
	2.3
	6.7

	Integration
	
	
	
	
	1
	2.9


It may seem inappropriate to carry a cost escalation for the leakage of test defects since test products are not incorporated in the operational system. However, test defects discovered post-phase are subject to increased costs associated with scheduling and reconfiguring test beds. If a project chooses not to address such test deficiencies, they would not be counted in the ROI model. Only the issues that are accepted and acted upon by the project are included in the ROI model. A similar rationale applies to integration defects.

Ks is calculated from the relative cost to fix values in Table 4.4-1 by dividing by the cost escalation of a requirement defect found in integration (value of “70” in the Table 4.4‑1). The reason that the escalation value for requirements defects found in the integration phase serves as the reference point for calculating Ks is that the transition from requirements through the integration phase captures the full cost of development. The cost calculations in the ROI model are based on the COCOMO II model calibrated using the total project development cost.

Table 4.4-2: Ks – SLOC Reduction Factors

	Phase Found

Defect Type
	Requirement
	Design
	Code
	Test
	Integration
	Operations

	Requirement
	0.014
	0.071
	0.143
	0.429
	1
	2.857

	Design
	
	0.014
	0.029
	0.086
	0.2
	0.571

	Code
	
	
	0.014
	0.043
	0.1
	0.286

	Test
	
	
	
	0.014
	0.033
	0.096

	Integration
	
	
	
	
	0.014
	0.041


While the formula for BRAK with Ks calculates the cost to fix defects as they are discovered, projecting the cost to fix IV&V issues without IV&V present requires that Ks be replaced with a new factor. KsD is calculated as a weighted average of the Ks values for subsequent phases, where the weights are derived from the developer issue discovery rates for the phases after the phase in which the defect was found.
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where

x   =
Defect Type – requirements, design, or code issue (1-3 respectively)

y   =
Phase Found – requirements, design, code, test, integration, or operations phase (1-6 respectively)

Dp =
Developer Defect Count – number of developer identified issues by defect type and phase found

When KsD is substituted for Ks in the formula for BRAK, it calculates the projected cost of fixing IV&V identified defects when discovered later by the project. Phase leakage rates are based on the project’s own defect discovery effectiveness rates.

The data required to perform this calculation is no more difficult to obtain than the data sets acquired under the Phase I ROI Study. Defects detected during the integration and operational phases are additional data sets that would need to be collected. 

Under this model projection of leakage to operations is dependent on observation of detected defects. Actual leakage may be greater due to undetected defects. However, actual leakage has little impact on the results of this model because ROI is only interested in defect leakage avoided due to IV&V efforts. 

Nevertheless, this model may be impacted by its dependence on observed defects. Problems arise in this calculation when observed quantities in certain categories are small, too small for statistical averaging. In an extreme case, if the number of requirements defects found in integration and operations are zero, the terms for apportioning the number of requirements defects found in the test phase to these later phases become indeterminate. A simple solution for this case is to simply distribute defects found evenly. 

Since the technique chosen for this benefit is an extension of the technique used in Phase I of this study, abundant examples exist for that phase. Therefore, no example calculation of this technique is provided in this section. The technique is well established, however, determination of the specific values to use for escalation factors is a part of Phase IIB of this study.

Tables 4.4-3 and 4.4-4 illustrate the issue discovery rates from the actual with-IV&V case to the projection of the without-IV&V case.

Table 4.4-3: Actual Issue Detection Observed with IV&V

	Phase Found 
Issue Type
	Requirement
	Design
	Code
	Test
	Integration
	Operations

	Requirements
	RR = RRp + RRi
	RD = RDp + RDi
	RC = RCp + RCi
	RT = RTp + RTi
	RI = RIp + RIi
	RO = ROp + ROi

	Design
	
	DD = DDp + DDi
	DC = DCp + DCi
	DT = DTp + DTi
	DI = DIp + DIi
	DO = DOp + DOi

	Code
	
	
	CC = CCp + CCi
	CT = CTp + CTi
	CI = CIp + CIi
	CO = COp + COi

	Test
	
	
	
	TT = TTp + TTi
	TI = TIp + TIi
	TO = TOp + TOi

	Integration
	
	
	
	
	II = IIp + IIi
	IO = IOp + IOi


Nomenclature:  
first letter designates issue type, second letter designates phase found, subscript designates by what group




For example:

RR means requirements defects found in the requirements phase




DCp means design defects found in the code phase by the project



 
CTi means code issues found in the test phase by IV&V

Table 4.4-4: Projected Issue Detection without IV&V

	Phase Found 
Issue Type
	Requirement
	Design
	Code
	Test
	Integration
	Operations

	Requirements
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5 Conclusions

The IV&V ROI Phase IIA study identified 84 indirect benefits of IV&V. These are contributions to the projects from IV&V that are difficult or impossible to measure yet are real and recognized. These benefits include items such as increased confidence due to extensive off-nominal testing without finding errors, increased rigor from the developer due to IV&V presence, and improved verification due to IV&V review of testing. This list was consolidated to 26 benefits, which were then prioritized based on universality, practicality, value, and credibility. A top-level method of quantification was identified for each quantifiable benefit. This list provides an indication of the high value contributed by IV&V and a potential means of measuring that value. The top four scoring indirect benefits (improved testing, reduced high criticality errors, reduced maintenance cost, and reduced leakage to operations) were then analyzed in more detail and experimentally validated. The results of this analysis are promising; it appears that enhancing the successful direct ROI model with indirect benefits is feasible, defensible, and useful. Therefore, we recommend continuation of the study, leading to the development of a production quality predictive ROI model. Application of the quantification methods to actual IV&V projects such as those used for the Direct ROI case studies can be accomplished on request.
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� A failure that could result in the loss of a safety critical software function. A safety critical software function 1) exercises direct command and control over the condition or state of hardware components or software functions and, if not performed or performed out of sequence or incorrectly, could result in control function loss or error which could cause a hazard, 2) monitors the condition or state of hardware components and, if monitoring is not performed or is performed incorrectly, could provide data which results in erroneous operator or companion system decisions which could cause a hazard or 3) exercises direct command and control over the condition or state of hardware components or software functions and, if not performed, performed out of sequence or incorrectly in conjunction with human error or hardware failure, could cause a hazard. 


Examples of some error consequences which could be considered a Severity 1 are:  


 loss of vehicle 


 loss of habitable environment 


 loss of flight or ground personnel 


 disabling injury 


 inability to perform rendezvous and docking operations 


 inability to complete a mission 


 inability to detect or annunciate an emergency, warning or caution 


 a characteristic of the software that results in random behavior 


 loss of all instances of CSCI functionality  





� The Direct ROI model only included requirement, design, code, and test phases. For this model, the test phase has been split into two phases, test and integration, and an operations phase has been added. The cost escalation figures are provided as an example. Escalation factors are derived from published data. Analysis and definition of these numbers is a part of Phase IIB of the ROI Study.
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Sheet1

		ID
number		Category		Benefit		Measures		Measure Comments		Potential method to be used		Method comments		Universality, Weight = 1		Practicality, Weight = 3		Potential value, Weight = 4		Credibility, 
Weight = 5		Priority rating/Ranking
 Range is 13 to 39		Derivative order

		32		Reliability		Improved testing -
IV&V typically causes more complete and correct testing than would otherwise be done by developer; effect is finding errors and higher confidence ; benefits are increased expected value of mission success and reduction in cost of errors leaked to operations		Error rates on IV&V advocated (instigated) tests, issues IV&V writes on test cases that uncover any code error, if so then that error would have leaked to operations because developer would not have found problem in test case they intended to use;		May find that IV&V test advocacy is not well documented		1) List all tests developer would not have done with out IV&V advocacy.  2) Search database to find any errors found by those tests.  3) Attribute those errors to IV&V and do a direct ROI on them, assume error would have leaked to operations.  4) Assess criticality of errors. 5) Perform item 51 analysis on any high criticality errors.  6)  Add that result to direct ROI		If database proves association of error detected with IV&V instigated test, this is very credible		M		H; high only if a good database exists showing test cases used for each test result		M		H		34		First

		51		Reduce high-criticality errors		Reduced high criticality errors -
Determine expected value based on severity and likelihood		Expected value algorithm with probability of consequence and likelihood. Use value of property, cost of program, worth of mission - this item has potential for high value and does occur, although infrequently, on all projects; use error database to estimate probability that error would leak to operations, could determine value in terms of range based on level of uncertainty

compute expected value, use conditional probability; criticality and severity, FP to SLOC, p(error to operations), Could use measure of program cost, program benefit; investigate whether there is a better measure of utility (rational decision) than dollars;
have to estimate the probability that error would leak to operations (without IV&V) and likelihood that error would be manifested during the mission		Cost model dealing with time to fix affecting downtime (could raise cost due to mission delay or domino in resource scheduling).  Could drive cost of workaround (that cost could last into the mission life),  boil these into opportunity cost, cost avoided =  p(error)p(manifested)value(impacted item).		1) Determine most credible value to associate with the error (cost of program, worth of mission, cost of property).  2) Define expected value algorithm using consequence and conditional probability of occurring during mission and likelihood that someone else might have found same problem.		Reasonable expected value algorithm will give this high credibility.		H		L; assignment of probabilities of no detection by developer and manifestation in operations will be difficult		H		H; easy to believe that high severity error has high value, conservative method for actual value assignment is key		33		Second

		16		Product quality improved		Requirements clarification -
IV&V detection and subsequent removal of ambiguous requirements avoids errors later in development cycle ; Better and more understandable requirements, design, and test documentation; results in beneficial effect on maintenance		Estimate design code and test errors avoided by projection based on existing developer error rate, then do direct ROI on projection, also include maintenance error avoidance resulting from better requirements
The requirement correction will be in the direct ROI but this benefit is measuring value of downstream error avoidance resulting from requirement correction ;
this is a case where issue might have led to error.  Rate of occurrence of errors due to ambiguous requirements, E{delta on direct ROI}		This one falls in a class of ESLOC related benefits.		1) Use developer database to identify design, code and test errors discovered with root source due to bad requirement.  2) Determine probability function of requirement errors resulting in later phase errors.  3) Apply probability function to IV&V requirements errors found. 4) Do direct ROI model on errors avoided; 
Another method, determine probability that this would result in maintenance error.		Moderate credibility on projection of errors avoided, use of widely acclaimed model will help.		H		M		M		H; assuming the ESLOC method works out this will have high credibility since it is based on COCOMO		32		Second

		26		Reliability; More comprehensive regression test assets (procedures and scripts); Critical testing not lost if test program reduced in scope		Reduced error leakage to operations -
Fewer operational errors (less leakage) 
Scenario analysis reveals errors not found in testing ; Independent testing emphasizes off-nominal to a greater extent than developer normally does
More comprehensive regression test assets (procedures and scripts); Critical testing not lost if test program reduced in scope		Multi-CSCI projects with some CSCIs in the operations phase may show effects of with and without IV&V; need to be able to show project characteristics amomg CSCIs did not affect rate difference or have a way to account for it ; show increased error detection from improved test set, extrapolate to error density expected in subsequent releases, use direct ROI model to determine value of errors caught earlier
with/without rates similar projects; Estimate leakage with error model, expected value algorithm ; 
Logs; reports of incidents, This item is one of the activities that leads to fewer operations errors;  
find code errors found by improved test procedure, this is error that definitely would be leaked to operations if IV&V had not found the test error.		Leakage results in both operations and maintenance costs. Maintenance costs include cost to fix errors and redeploy new release. Maintenance cost can also include cost to provide users diagnostic/troubleshooting support and corrections. Operational costs can include reduced system capability (value of impaired capability/cost of system development). Operational costs can also include the extra labor and or materials required by operational workarounds.  
Leakage reduction benefits would be projected reduction in these costs. It may be difficult to credibly projecting operational cost avoidance.; 
Consider this a maintenance benefit that has a reduction in leakage effect.  Count errors detected in subsequent release as a result of improved regression test suite( measure is rate of occurrence); Reduction in leakage of operationally costly errors.		1) Use multi-CSCI project data to determine operations error rate occurrence for set of CSCIs with and another set without IV&V.  2) Determine a statistically meaningful difference in the rate.  3) Factor out the difference in project characteristics, 4) Claim the rate difference as operational errors avoided on IV&V project.  5) Do direct ROI on errors avoided with inclusion of operations phase.		Key is assessing project characteristic difference between CSCIs and being able to factor that out of this calculation.  If that can be done this one might subsume other benefits including the watchdog set but this includes operations leakage.  Need to incorporate likelihood that issue would leak and also that it would cause operational problem.  look in COQUALMO (defect introduction).		L		L; could be M if different CSCI developer organizations are very similar making it relatively easy to factor out project characteristics		H		H; reduction in leakage to operations is intuitive, method is key to eliminate interdependencies		31		Second;
but also has first order facets

		20		Product quality improved		Accepted IV&V suggestions cause software to perform better - (e.g., less memory or faster)		Show association of IV&V issue with reduction in memory requirement that results in allowing full or partial mission fulfillment, Use value of mission or part of it or use avoidance of hardware cost change;  unrequired loop, faster ISR; in event that project needs spare provided by improving these areas then value is gain from not having to buy new hardware, applies to above also;  include data bus traffic and possibly use of telemetry bandwidth
Metric would be memory size or other constraint at limit;		Operations cost benefit - 
could be in category of project specific benefits such as #20, #11, & #13:  If there are documented instances on any project where an IV&V input led to (a) averting an expensive hardware upgrade, (b) averting an expensive hardware failure, or (c) enhanced operational (mission) capabilities, then all three of these benefits have high credibility.  It may be very easy to determine if there are instances where these payoffs have occurred, and if so, whether including these benefits would be credible.		1) Use value of not changing HW (includes cost of new hardware and changeout cost plus cost of project delay for the change).		Key is proving no other alternative existed.  Also, this would likely be a severity 1 issue so value should be picked up in that assessment method (see line 51), could also result in mission enhancement, then method would be similar to line 11.		L		M		H; assuming association with high value item such as partial mission		M; difficulty in associating IV&V issue with desired consequence		29		First; but a tenuous first

		11		Product quality improved		IV&V systems engineering leads to improved operations concepts that lead to improved mission capabilities; Improved design could lead to reduction in operational constraints		If mission is scientific, use literature to assign value to whole mission, estimate portion of whole that comes from new capabilities achieved by IV&V suggestion, assign value. If value can not be assigned to mission use cost of project and apportion it;  measure dollar value of mission enhancement;  use survey, use project commendations ; identify relationship to mission objectives then treat same as item 12;  might use Project Manager and/or Systems/Software Manager surveys, project commendations
will likely need cost model tailored to particular instance,  could find the project data to determine value based on cost of project, dollar value of mission enhancement ; 
 estimate cost reduction		Operational benefits should be accounted separately from development cost benefits;  
Depends on fix required. If initiating error is the only one requiring a fix (fixing it eliminates potential for other errors to occur) then Direct ROI would be sufficient.		1) Attribute IV&V issue to mission enhancement.  2) Assign mission value portion to the enhancement using project papers justifying project (should be some identification of mission value in those).
Could also use survey of developer to confirm IV&V issue association with mission enhancement		Basis for assigning mission value to a portion is key to credibility.  That may be very clear or very obscure for different projects. This could be a credible assignment for some specific instances, but usually not.		L		L; difficulty in obtaining documented evidence that isn't commingled with other contributors		M;  difficulty in credibly assigning appropriate value to mission portion enhanced, otherwise could be H		H;  this probably toggles inversely between H and M with the potential value score		27		Second

		13		Product quality improved		IV&V systems engineering identifies hardware problems that would have caused failure		Identify probability of failure from program documents, use FMEA to determine effects, estimate result in terms of mission or property, define expected value function (delta cost), could extend to operations				1) Identify cost to fix the HW problem.  2) Perform remainder in same fashion as SW direct ROI using the assumption that developer would find in next phase approach, use cost to fix ratio data from system studies, 3) If there are SW changes avoided, then do FP on changes eliminated and take credit for that value.		If hardware fix can be credibly associated with IV&V issue, the rest is very credible.		L		L; identification of the direct association of IV&V issue with hardware change may be difficult because it may require hardware expertise and access to documentation normally not in IV&V hands plus research normally not done by SW IV&V		M		H; we would only use this benefit if there was a direct association of IV&V issue with hardware change, therefore credibility should be automatically high		27		Second

		12		Product quality improved		IV&V knowledge of past project lessons learned; identify a risk and support program in tracking  the mitigation such that the risk is not manifested during the mission		Identify lesson learned adopted by project with WAR, CCB minutes etc.  Show association of lesson learned adopted with error avoidance. Do this with change in error history from this project or conceivably also from project that originated the lesson learned, do direct ROI on errors avoided using project error distribution;  Change requests motivated by IV&V input, historical data of related errors before/after inputs; value is a function of the worth of the mission, factor with probability of that risk being manifested; measure is consequence and likelihood of risk.				Use method of item 8; use survey to identify IV&V impact;  for risk identification do: 1) Associate IV&V issue with risk adopted by program.  2) Define consequence of risk if manifested. 3) Associate consequence with impact on mission or property. 4) Use high criticality expected value function.		Key is association of errors avoided with the lesson learned. If that can be done and it is documented that developer adopted the lesson, then this is very credible. ; association of risk consequence with impact on mission may be debatable.		M		M		M		M		26		Second

		64		Identify development process improvements		IV&V suggestions on metrics improvement helped identify progress problems or error density factors that lead to avoidance of schedule hit or better tests		For error density metrics, if tests are re-focused attribute percentage of errors found by that testing to IV&V, determine percentage by TBD.  Do direct ROI on that percentage				1) Obtain evidence of developer test re-focus resulting from IV&V issue.  2)  If tests are re-focused attribute percentage of errors found by that testing to IV&V,  3) Determine percentage by coverage analysis of tests before IV&V issue,  4) Do direct ROI on that percentage.				L		M		M		M		25

		79		System engineering		Broad engineering background provides ideas on alternative designs to avoid errors occurring in developer design (e.g., command dispatcher on one project that would lock up because of misuse of priorities) ; Understand problems earlier - know when to punt sooner		Use error history before and after design change made, estimate errors that were avoided. Do direct ROI analysis on avoided errors; Anecdotes: DIVDT (expert system program that would not work, recommended to start over), use of autocode tools (CM problems with maintaining design in block diagrams and implementation in auto-generated code, inefficient autogenerated code, code was always hand tweaked); can define cost savings, this can be separate from group of management insight, given instance this could be done using some direct ROI measure but large FP/SLOC since could be whole project; relate to errors avoided		Direct ROI = reduction in development cost; assumes no leakage, yet real leakage occurs. Many of these benefits ==> reduction in leakage ==> reduction in operations and maintenance costs or a reduced probability of loss of system. Perhaps an operational cost model and maintenance cost model that have leakage probability as an input. IV&V factors can be collection on projects in terms that reduce leakage probability and cost benefit can be calculated in resulting O&M cost reductions as projected through those cost models.		1) Associate major design change with IV&V issue.  2) Use project database to associate errors with design before change.  3) Use database to define error rates before and after design change. 4) Use rate difference to estimate errors avoided.  5) Do direct ROI on errors avoided.		May be insufficient time after design change to collect significant data. May be difficult to dissociate other causes of error rate change. If errors avoided come from before/after analysis of project database, this should be very credible.		L		M		M		M; could be low if not good documentation of IV&V push for change in design		25		First

		8		Developer productivity improved		IV&V tends to increase skill level of developer by learning from what we find;  IV&V identification of class of errors (e.g., erroneous array indexing or type mixing) provokes developer to stop making that mistake avoiding a series of downstream errors ; IV&V awareness of COTS to be used leads to error avoidance - e.g., knowledge of RTOS can inform developer of special care to use in mutexes or stack save defaults on preemption		Identify the processes adopted by developer via WARs etc. Use Software Process Improvement (SPI) literature to assign ROI for specific process improvements. Key is attributing to IV&V;  estimate number of errors avoided. Could use established error history by developer if classified sufficiently. Do direct ROI on those; use concept of delta CMMI level even if partial step, use papers showing benefit of increasing level, may interpolate between levels, may require allocation to different components of full step,  use error recurrence rate per type (recidivism rate). Have to account for developer getting better on their own; use WARs to document info given to developer, define error types that should be avoided by that info, probability from developer error history to define errors that would have been made without the info, determine direct ROI for that error type, develop expected value function for that error type
survey;  see if particular error type rate reduces after IV&V has reported it.;  before/after; estimate cost/occurrence, (KW) Metrics - Error trends for class of errors - cost/error data for class of errors.		Unless it is measured by comparing rates of particular classes of error before and after IV&V raising visibility of such issues, this measure will be difficult to substantiate. However, statistically significant issue rates may be difficult to obtain. Striking the right balance between generality vs. specificity of the different issue classes may be difficult to do defensibly.		Focus on errors avoided by any of the mechanisms listed in the benefit column.  Then do the following: 1)  Use WARs to document info given to developer that caused a change by the developer resulting in change in error rate, 2) Define error types that should be avoided by that info, 3) Estimate probability from developer error history to define errors that would have been made without the info based on errors of particular type made before info given, 4) Determine direct ROI for those errors avoided.		Key is associating behavior change by developer with IV&V issue.  Low probability of being able to separate.  Second key is determining probability density of errors avoided using developer error data.  If that can be done, the value determination of errors avoided should be very credible.		M		L: difficulty in separating project characteristics, some projects may be structured to get this to a M but normally this is L		M		M; Establishing a "high" credibility for this would be difficult.  It would appear that IV&V is taking credit for averting all or most of the downstream occurrences of a "class" of errors - and making some assumptions as to when the developer would've found those errors if we hadn't raised the issue.  This implies that I&V would have some idea as to when/where the developer would've been inclined to make the same mistake again.  The credibility of this assertion might be difficult to support.		23		Second

		52		Reduce high-criticality errors		Consider factors other than value of property (e.g., national prestige, lives, effect on program, effect on NASA, effect on other programs that had planned to reuse)		This would be an addendum to item 51. There is no good method of value assignment.  These items are very intangible.  It is important to consider this separate from line 51.
may be able to use a utility function.				Use survey and attach as anecdotal evidence.		Very difficult to assign value.		H		L		H		L		23		Second

		62		Identify development process improvements		Identify process problems that would generate cost or schedule hits if not detected early - e.g., find a dependency in test operations that won't be met thus causing a schedule hit		Estimate schedule delay to correct the missed dependency, define test staff hours lost due to miss,  assign value to those hours
per instance. Could use hours not lost due to correcting dependency in time		Second-order benefit		1) Estimate schedule delay to correct the missed dependency, 2) Define test staff hours lost due to miss,  3) Assign value to those hours, 4) Determine ripple effect on downstream testing.		Data to justify the estimates for schedule delay or staff hours lost is largely not available to IV&V.		H		M		M		L		22		Second

		41		Maintainability		Identify via code analysis,  cases of constructs that would lead to maintenance problems		Example: unnecessarily complicated logic or use of globals that works correctly but prone to error introduction in maintenance; expected value of occurrence, use project database to see how often they make that kind of error.		This could be element of ESLOC class.		1) Identify specific type of maintenance problem defined by IV&V (e.g., logic or globals).  2) Use project database to determine rate of error of that type.  3) Identify count of constructs of that type.  4) Estimate number of maintenance activities on code surrounding those constructs (if this can not be obtained from data, could use industry papers),  5) Use 2, 3, and 4 to project errors avoided.  5) Do direct ROI on errors avoided.  6) Assess criticality probability on errors avoided (may be able to get rate from project database).  7) Apply line 51 to high criticality errors; may be able to use error rate history to determine rate of error insertion when fixing some other error, then apply that rate to measured number of potentially error prone constructs.		May be difficult to get count of constructs although tools should help.  Low credibility in estimating maintenance activities expected for particular area of code, low credibility in estimating that maintenance activity will cause code breakage, low credibility in criticality estimation. Look at National Software Quality Experiment.		H		M		M		L: error projection will meet resistance from developer		22		Second

		14		Product quality improved		Cascading series of errors found by developer as a result of single error found by IV&V		Define error relationship, assign cascaded errors to IV&V and determine incremental direct ROI;  S/W FMEA analysis - (implied by "cascading")
We find an error and then many others find same type of error.  Difficult to prove association, this is indirect cause leading to return computed with direct methodology.		Depends on fix required. If initiating error is the only one requiring a fix (fixing it eliminates potential for other errors to occur) then Direct ROI would be sufficient.		If association of subsequent errors can be done then 1) Take direct ROI credit for those errors found by the developer resulting from IV&V error found 2) May also be able to do a leak to operations calculation for those errors, 3) May be able to use survey to aid association of subsequent errors.		Key is credible association of subsequent errors with originating error.		H		M		M		L		22		First:
at best

		5		Watchdog effect		Better management attention to quality, process attention and enforcement as opposed to process change		Modifications to developer quality system motivated by IV&V feedback - may require developer management survey.  Need to have clear cut process improvement attributable to IV&V, may need a survey;  this one might flow into process improvement but watchdog effect is different

use metrics, process improvements, need to see evidence of attention to IV&V issues (maybe CCB minutes and risk comments)		Will need to measure the benefits of process improvements adopted to quantify this one. Management attention to IV&V issues does not itself generate measured benefit independent of the Direct IV&V ROI.		This is similar to item 4.  It's a process improvement but not a change in process, just doing it more by the book and getting a benefit from that.  If that change can be credibly attributed to IV&V, then can use SPI papers for value assignment but better method would be to measure before and after error rates and then do direct ROI on difference as errors avoided;.
 A second approach; interview developers to determine their process improvement and how it helped, ask them about ascribing value;  review all IV&V records, then identify any that relate to process.		Very difficult to assign error rate difference exclusively to the process change.		M;  need project with multiple CSCIs from similar development organization		M		M		L		21		Second plus

		4		Watchdog effect		Improved rigor in development process ;  Developer motivation to excel with no errors found by IV&V		Need to prove association with change in process;  other changes that happened at same time would have to be factorable (such that they can be removed from effect);  error rate change on same project before and after IV&V starts.  This data can likely be found in IV&V issue archives.  On multi-CSCI projects, may be able to compare CSCIs that have IV&V applied with some that don't.
Need error rates before/after, with/without; Process documents.  Must use developer issue databases 
use per phase data from project, issue rates and look for change; 
 Have to develop metric for cost/error - also difficult to separate IV&V benefit from increased developer experience as development progresses. ;
  use metrics, process improvements, need to see evidence of attention to IV&V issues (maybe CCB minutes and risk comments)		Couple of factors that will make it difficult to defensibly distinguish IV&V effect: before/after-projects can mature in their application of quality processes, especially as mid and low level managers gain experience with their team and get feedback from decisions to skirt quality. With/without - IV&V is applied to the more critical areas. Astute project managers will assign the more rigorous staff to those areas and pay more attention to them.  May need to combine this with first watchdog effects under measurement approach.		1) Use project CSCIs that have and do not have IV&V (either separate CSCIs or one CSCI that had IV&V applied in a late phase). 2) Be able to identify project characteristics between having and not having IV&V and factor out any characteristic that is not related to IV&V being there or not. 3) Measure error rate with and without IV&V and evaluate difference.  4) Factor out project characteristics. 5) do direct ROI value determination on error rate difference (assuming without IV&V rate is higher, those errors would have occurred on the with IV&V project and are thus errors avoided).		Will be very hard to identify and credibly factor out project characteristics that are not associated with IV&V being there or not; problem is that we are measuring indirectly.		M;  need project with multiple CSCIs from similar development org		M; project characteristics isolation will be difficult and unique for each application		M		L		21		Second plus

		29		Reliability		Software more robust – handles greater range of inputs		May be able to relate to improved mission characteristics and then do value analysis of that; need a capability measure (e.g., extra stars can be seen or time to see improved, measure value of increased science, 3 experiments instead of just 2)
Stress test error rates;  estimate delta input range change from issues, mission capability measure				1) Quantify improved mission characteristics.  2) Do as in item 11.		Key is association of change with mission enhancement.		L		M		M		L		20		Second

		30		Reliability		Confidence increase when errors not found after extensive search		Factor is there but may not be quantifiable
Rate of leakage with/without IV&V		May be able to project likelihood of leakage, somehow providing a bound on leakage. May be able to associate with reduction in maintenance costs.		Survey; ask NASA Project Offices why their confidence has increased.				H		L		M		L		19

		34		Maintainability		All those doc-only issues reduce maintenance cost - i. Reduce wild goose chases in DR/CR analysis ,  - ii. Reduce CR traffic later to fix documents ; - iii. Less time at boards to get approval to fix ; - iv. Reduce chance of later errors due to bad documents		May be able to find some SPI or other literature that associates error probability with document quality.  If that can be found, can then project errors avoided by document corrections, then use direct ROI on errors avoided
Function points associated with doc-only, need to show that effort has been spent on the wild goose chases, Function points associated with doc-only, use a combined k factor that scales it; size is FP to SLOC, worth using k to convert SLOC to account for effort estimate per doc error,  SLOC = AFP * k sub o * k sub l		Not absolutely necessary to show that effort has already been expended on wild geese. Each specification improvement contributes to the reduction of the probability of maintenance error. FP of doc issues could represent the base cost which is reduced by the fractional probability of maintenance on the function times the probability of developer mistake without correct spec(minus the probability of error with correct spec). Value added by doc issues corrected is the recapture of that probable future cost of error. (some difficult to credibly obtain probabilities) Note that probability of maintenance of function may be very high on incremental development efforts;  probability that developer would make error without correct spec;  may have development benefit as well as maintenance.		1) Find method to project errors avoided by document correction.  2) Do direct ROI on errors avoided;  if doc change does not affect errors avoided can consider these doc only changes, then value is associated with future maintenance, may use a model to predict maintenance costs, then measure (e.g., 'design points') something that defines total points in a document, then measure number of corrections to design points, that gives a percent of total which can then be used in maintenance model to measure the change in value, the difference in value is the contribution from this benefit;  
may be able to use ESLOC, need error bars with range of values.		Key is method for projection. Low chance of finding that;  major stumbling block in defining the new concept of a 'design point'.		H		L		M to L; kinds of problems being avoided are likely small, but may be large volume of them		L		19		First

		59		Management insight		Understand problems earlier - reallocate resources more efficiently		Project profiles, group this with previous; could use CM, measure rate of CM errors and impacts, could use root cause analysis of error database to ID errors resulting from CM problem, if imposed CM of testing finds a problem they were not finding then that error would have leaked to operations, if an error is not found (i.e., they were using right version but couldn't prove it) the benefit is not having to redo the testing on subsequent releases (value is a function of test effort)				Use activity network to show delivery date was improved.
This would need enthusiastic developer management to have chance of credibility.		Low probability of credibly  associating cause with meaningful effect.		M		L		M		L		18		Third

		44		Reusability		Better documented code more reusable ; Code standards enforced		Value is associated with being able to reuse a function. Development cost is the value less something for required mods and probability that it will be reused. Identify specific items that were enforced resulting from IV&V action.  Show  that lack of abiding by that standard would have resulted in specific errors, use historic database to do that.  
Count issues; measure rate of errors.  Need to identify probability of reuse, have to prove that quality of docs is better due to IV&V; use ESLOC factors, COCOMO II reuse, model has some related sensitivity, probability of reuse.		Fact that code has had IV&V applied to it gives  it a higher pedigree for reuse organization. May be able to do less testing and reduce IV&V on it in reuse environment.		Value is reduction in reuse cost of that piece of code in ESLOC sense;

used as potential value (begin another dimension to ROI).		Low credibility in determining that IV&V action was source of reusability, low credibility in estimation of probability that code will be reused.		M		L; this could go to M when code is reused		M		L; this could go to M when benefit is used as ancillary value, not added to current value		18		Second

		38		Maintainability		Enforcement of coding standards improves maintainability ; Improvement of coding standards improves maintainability and could avoid errors		Use SPI literature to identify industry ROI on coding standards. Another approach would be to associate errors avoided with standards and enforcement, then define a probability that errors would be made, then a direct ROI on predicted errors avoided.
Function points associated with doc-only; use FPs to compute ESLOC,  COCOMO has maintenance cost estimate, use terms in ESLOC calculation; may be able to apply for development cost avoidance also.				1) Use literature association of errors avoided by specific standards adherence.  2) Use database with before and after data to calibrate that with project.  3) Project errors avoided.  4) Do direct ROI on those errors.
 May be a term in ESLOC that reflects understandability and another about developer familiarity.		Low credibility in error avoidance projection.		M		L		M		L		18		Second

		63		Identify development process improvements		Process problems found by IV&V - possible SW errors that will never happen as a result of process improvement ; Configuration management errors that won't happen as a result of process improvements suggested by IV&V ; identify a risk and support program in tracking  the mitigation such that the risk is not manifested during the mission		Use SPI papers with ROI estimates. Identify errors that were avoided, use historical data and associate errors made before and after process change. Use delta to project what was avoided, then do direct ROI for avoided errors; wasted effort if wrong code is tested, error introduced if wrong code linked; value is a function of the worth of the mission, factor with probability of that risk being manifested. Measure is consequence and likelihood of risk;  trend analysis; low probability of occurrence but keep in bag of tricks; estimate CM error cost, CM error rates before/after. Direct ROI type cost estimate.		Predicting errors avoided will have credibility and practicality problems, and the number of occurrences of process improvements specifically attributable to IV&V may be low.  However, IV&V should start to measure projects for the indirect ROI benefits. Projects should probably leave the door open to accepting this kind of benefit when a project has them.  The credibility of a method for predicting errors avoided will depend on the specific process improvement.  Pursuit of a specific measurement can be judged when faced with a specific situation.		1) Associate errors avoided with the process change (can use literature).  2) Identify those errors in the project database.  3) Define before/after rates.  4) Define errors avoided.  5) Do direct ROI on errors avoided.
1) Associate IV&V issue with risk adopted by program.  2) Define consequence of risk if manifested. 3) Associate consequence with impact on mission or property. 4) Use high criticality expected value function.		Association of errors to process change is loose and subject to project characteristics; low credibility in defining association; association of risk consequence with impact on mission may be debatable.		M		M		L		L		17		Third

		53		Management insight		Understand progress, risks, and problems better, reducing manager time; Identify metrics they can use to see real progress; Less need for last minute testing and analysis ; Better communications saves time		Value associated with obtaining this info from other sources if IV&V not around (but then not independent), increased probability of success,  looking for ability of management to understand program; use commendations as measure; delta CMMI, some measure of benefit in literature; use partial step benefit.		May be possible to use CMMI literature, but low P sub k.		May be able to do a survey, ask project to define cases in which IV&V saved development effort, then measure the effort, could be attached as anecdotal evidence (try to capture project attitude toward IV&V); maybe look at failures.				M		L		L		L		14		Third

		22		Predictability (smaller dispersions, less contingency budget needed)		Schedule accuracy better   ;  Budget accuracy better		Connection with CMM levels
Project metrics; case comparisons; could get by with smaller reserves.  For this group if we had say 50 projects with and without IV&V could do a dispersion analysis; benefit is attainment of smaller variance so projects can book less contingency, delta schedule in percent;  Project metrics; case comparisons; sigma sub budget, cost overrun frequency.		Not sure what the measurable benefit is.  Increased confidence with project management to help avoid project cancellation.		Capture budget and schedule statistics for many CSCIs with and without IV&V, show higher likelihood of making budget and schedule with IV&V, can reduce pad, value is the pad reduction (opportunity cost avoidance).		High work level to do many CSCIs for statistical significance before knowing it is even worth while pursuing, difficulty in estimating pad reduction; may be third order; low credibility in assigning cause and effect relationship to changes in cost and schedule much less specific association with IV&V.		M		L		L		L		14		Second
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