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Verification of RaceConditions in Real-Time Systems

Real-timesystemsare computingsystemsthat mustreactwithin precisetime constraints to eventsin the environ-
ment. Thecorrectnessof thesesystemsis determinednot only by their functionalbehavior, but also by the their
temporal properties. A reactionthat occurs late could not only be useless,but also catastrophic. Real-timeem-
beddedsystemscanbedifferentiatedfromcomputation-intensiveapplicationsby their concurrentthreadsof control
andtime-dependentoperations.Thepresenceof concurrent threadsacteduponby differenteventarrival instances
makesthemhighlyvulnerableto raceconditions.Thepresenceof raceconditionsintroducesnon-determinismin the
systemandalters its temporal properties.Thus,leadingto potentialviolationof correctsystembehavior. Detection
of raceconditionsin real-timesystemsis thefocusof this report.

Thisreportpresentsa techniquefor detectionof raceconditionsbasedonmodelchecking. Theinter-processcommu-
nicationmechanismsin theVxWorksenvironmenthavebeendesignedandmodeledasnetworksof timedautomata
by utilizing UPPAAL- a real-timeverificationtool. Thevarioustemplatesfor thecommunicationmechanismshave
beenverifiedfor their correctnessby utilizing theTimedComputationTreeLogic (TCTL).A setof guidelineshave
beenproposedto mapany real-timesystemto its equivalenttimed-automatamodelin UPPAAL by utilizing our
templates.TCTLcanthenbeutilizedto verify theabsenceof raceconditions.Thereportalsopresentsa casestudy
andseveral examplesthat demonstrate thesuccessfulapplicationof theproposedtechniquetowardsverificationof
raceconditions.Thecasestudyaddressesthedesignandverificationof a real-timeapplicationthat readsa poten-
tiometer. Theexamplesmodela numberof inter-processcommunicationmechanism,andpresentTCTLexpressions
for their verification.
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1 Intr oduction

Real-timesystemsarecomputingsystemsthat mustreactwithin precisetime constraintsto eventsin theenviron-
ment. A reactionthatoccurslatecouldnot only beuselessbut alsocatastrophic.Thecorrectnessof thesesystems
is determinedby both their functionalandtemporalbehaviors. Real-timeembeddedsystemscanbedifferentiated
from computation-intensive applicationsby their concurrentthreadsof controlandtime-dependentoperations.The
presenceof concurrentthreadsacteduponby differenteventarrival instancesmakesthemhighly vulnerableto race
conditions.Thepresenceof raceconditionsintroducesnon-determinismin thesystemandaltersits temporalprop-
erties. Thus,leadingto potentialviolation of correctsystembehavior. This reportaddressesthedetectionof race
conditionsin real-timesystems.

Thereare two strategies to ensurethe safetyand reliability of the real-timesystem. One strategy is to employ
engineeringtechniqueslike structuredprogrammingprinciplesto minimizeimplementationerrors,andthenutilize
testingtechniquesto uncover the errorsin the implementation.The otherstrategy is to useformal analysisand
verification techniquesto ensurethat the implementedsystemsatisfiesthe safetyconstraintsunderall specified
conditions. The first approachcanonly increasethe confidencein the correctnessof the systembut the second
approachcanguaranteethat a verified systemalwayssatisfiesthe safetyproperties.We apply model-checking(a
formalanalysistechnique)for verificationof raceconditionsin real-timesystems.

Model checkingis a techniquefor formal verificationof finite-stateconcurrentsystems.Timedautomatais a finite-
stateautomatonextendedwith a finite setof real-valuedclock variablesto representtime. Timedautomatacanbe
utilized to modelthereal-timesystem.Realtimetemporallogic or TimedComputationTreeLogic(TCTL) canthen
beutilized to verify thecorrectnessof thesystem.Our goal is to determine,basedon modelchecking,whetheror
notagivenreal-timeapplicationis freefrom races.

Raceconditionsarecauseddueto non-determinismin theinter-processcommunicationmechanisms.In this report
we focuson theinter-processcommunicationmechanismsof theVxWorksreal-timeoperatingsystem.We present
timedautomatabasedmodelsfor thevariousinter-processcommunicationmechanismsin theUPPAAL environment
(a real-timeverificationtool). We discussTCTL basedformulaethat verify thecorrectnessof thecommunication
models.Wealsopresentguidelinesfor incorporationof thecommunicationmechanismtemplatestowardsmodeling
genericreal time applications.The applicationof themodelsandtheoverall techniqueis demonstratedby a case
studyandseveralexamples.

This reportis organizedasfollows: Section2 givesthenecessarybackgroundfor raceconditions,modelchecking,
timed automata,and timed computationaltree logic. It also introducesthe syntaxand semanticsof UPPAAL.
Section3 explainstheotherrelatedwork for raceconditiondetection.Section4 discussesthevariousinter-process
communicationmechanismsin VxWorks. Section5 explains the UPPAAL modelsthat we have designedand
developed.It alsodescribesa techniquefor modellingagenericrealtimeapplicationby utilizing our templates,and
its verification. Section6 presentsa casestudyof a real-timeapplication.Section7 presentsseveral examplesof
inter-processcommunicationmechanismsandtheirverificationfor raceconditions.Finally, Section8 concludesthe
report.

2 Background

This sectionbriefly discussesall the relevant conceptsinvolved in this report. Section2.1 gives an introduction
to raceconditionsand their classification.Section2.2 discussesthe conceptof modelcheckingandSection2.3
introducestheconceptof timedautomata.Section2.4 introducesTimedComputationTreeLogic andits notations.
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2.1 RaceConditions

A raceconditionis definedasasituationin whichmultiple threadsor processesreador write to ashareddataobject
and the final resultdependson the orderof execution[2]. Thereare threeconditionsthat mustoccur for a race
conditionto occur[3]:

� two or moreprocessingelementshave accessto thesamesharedvariable,

� at leastoneprocessingelementis writing to theshareddataitem,and

� thereis no mechanismin placeto guaranteethetemporalorderof theiraccessto thatvariable.

2.1.1 Classificationof RaceConditions

Raceconditionsareclassifiedin two differentways.

� Basedon their synchronizationprimitives,raceconditionscanbeclassifiedinto dataracesandgeneralraces.

– A dataraceis definedasaraceconditionin whichtheaccessesarenotorderedby systemvisiblesynchro-
nizationor programorder[4]. Explicit synchronizationis addedto shared-memoryparallelprogramsto
implementcritical sectionsthatareblocksof codeintendedto executeasif they wereatomic.Theatomic
executionof critical sectionscanbeguaranteedonly if thesharedvariablesthatarereadandmodifiedby
thecritical sectionarenot modifiedby any otherconcurrentlyexecutingsectionof code[5]. Dataraces
aremostlya resultof impropersynchronizationandcanberemovedby modifying thesynchronization.

Figure1 illustratesabrief exampleof adatarace.Thread1’saccessof thesharedvariablesbalanceand
interest is well protectedby thesemaphores.But in thread2, thesharedvariablesbalanceand interest
arenot protectedby any synchronizationmechanism.Hence,whenthe thread2 accessesandupdates
balance, thethread1 mayacquirethesemaphoremutex andupdatethebalance, andthenthread2 may
calculatethe interest. This certainlyconstitutesadatarace.

– A generalraceis a raceconditionin which theorderof accessesto thesharedresourceis not enforced
by theprogram’s synchronization[6]. In sucha case,thefinal outcomedependson theorderof access
to the sharedresourceby the tasksutilizing it. Sucha raceis moregeneralthana datarace. Sucha
raceconditioncanbe eliminatedby imposingan orderon the tasksin the way they accessthe shared
resource.

Figure2 givesa brief exampleof a generalrace.Onecanseefrom Figure2 thatalthoughtheatomicity
of the instructionsis preserved, the orderof accessesto thesharedresourceis not preserved. Though
theprogramcontainscritical sectionsthey canstill benondeterministic.Thesystemmayinterleave the
threadsin any order. That is, theorderof executionof thethreadscanbe1, 2, 3 or 2, 3, 1 or any other
combinationof threadsis a possibility. As a result, the arrayA[] canbe either

�
1, 2, 3 � or

�
2, 3, 1 �

basedon theorderof executionof thethreads.

� Basedon staticanddynamicanalysis,the raceconditionscanbeclassifiedasapparentraces,feasibleraces
andactualraces.

– An apparentraceis onethat appearspossibledueto the lack of propersynchronization(andnot pro-
gramsemantics).They areeasierto locate,but arenot a very accurateestimationof raceconditions.
Exhaustively locatingall apparentracesis still anNP-hardproblem.
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amount = read_amount();

balance = balance + amount;
interest = interest + rate*balance;

SemGive(mutex);

SemTake(mutex);

begin
{
                : amount = read_amount();

if(balance < amount)

else
{

}

balance = balance − amount;
interest = interest + rate*bakance;

        printf("No Funds");

  
Thread 1 Thread 2

}
 :

begin
{
                     :

 :

}

Figure1: ProgramSegmentillustratingDataRaces

SemTake(mutex);

i = read_value_i();

A[i] = i;

update_value_i;

SemGive(mutex);

static int A[] = {0,0,0};
static int i = 0;

begin
{

}

SemTake(mutex);

i = read_value_i();

A[i] = i;

update_value_i;

SemGive(mutex);

static int A[] = {0,0,0};
static int i = 0;

begin
{

}

SemTake(mutex);

i = read_value_i();

A[i] = i;

update_value_i;

SemGive(mutex);

static int A[] = {0,0,0};
static int i = 0;

begin
{

}

Thread 1 Thread 2 Thread 3

Figure2: ProgramSegmentillustratingGeneralRaces

value = oldValue

updated = False;

value = newValue

updated = True;

begin
{

:

:
}

begin
{

:

:
}

while(updated == false);

value = oldValue

begin
{

:

:
}

Initial State Thread 1 Thread 2

Figure3: ProgramSegmentillustratingActual,FeasibleandApparentRaces
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Theexamplein Figure3 shows theactual,feasibleandapparentraces.In Figure3 thereareno explicit
synchronizationmechanisms.A naive racedetectionalgorithmwill detecttwo differentraces,oneon
valueandtheotheronupdated. It is dueto thefactthattherearetwo sharedvariablesnamelyvalueand
updated, andthey arenotprotectedby any synchronizationor mutualexclusionmechanisms.Thesetwo
differentracesconstitutetheapparentraces.

– A feasibleraceis onethatdid notoccurnow (in thecurrentprogramexecution),but doesoccurin another
execution.It is basedonthepossiblebehavior of theprogram,thatis on thesemanticsof theprogram.It
requiresfull analysisof theprogramssemanticsto determineif theexecutioncouldhaveallowedaccess
to samesharedvariableto executeconcurrently.

Takingtheprogram’s semanticsinto accountonecansaythatonly oneraceconditioncanoccur, that is
on thevariablevalue. Thevariableupdatedis initialized to False. Hence,thread1hasto completeits
executionfor thread2to reachthestatement2 wherethevariablevalue is updated.Hence,thereis no
raceon thevariablevalue. Hence,thereis only onefeasibleracethatis on thevariableupdated.

– An actualraceis onethatactuallyoccurredin a particularexecution[7]. Theremaybemorethanone
feasibleracethat canoccurin a particularsystem,but not all of themwill occurin a particularrun of
thesystem.Theracewhich actuallyoccursin a particularrun of thesystemis known asanactualrace.
In the examplein Figure3, the raceon the variablevalue is an actualrace. It pertainsto a particular
executionrunof thesystem.

2.2 Model Checking

Modelcheckingis amethodfor formally verifying finite-stateconcurrentsystems.Thebasicideaof modelchecking
is to utilize algorithms,executedby computertools, to verify the correctnessof the system. The user inputs a
descriptionof a modelof thesystemanda descriptionof therequirementsspecification,andleavestheverification
to themachine.If anerror is recognized,thesystemgeneratesa counter-exampleshowing thecircumstancesunder
which theerrorhasoccurred.

The algorithmsfor model checkingare typically basedon an exhaustive statespacesearchof the model of the
system:for eachstateof themodelit is checkedwhetherit behavescorrectly, that is, whetherthestatesatisfiesthe
desiredproperty. In its mostsimpleform, this techniqueis known asreachabilityanalysis.For example,in order
to determinewhethera systemcanreacha statein which no further progressis possible(deadlock),it sufficesto
determineall reachablestatesandto determinewhetherthereexistsareachablestatefrom whichnofurtherprogress
canbemade.

In this report,we representtheconcurrentsystemasa finite-statemachineby utilizing timedautomata.Thespec-
ification or safetyassertionis expressedin temporallogic formulas. We can thencheckif the systemmeetsits
specificationsby utilizing analgorithmknown asthemodelchecker.

2.3 Timed Automata

Timed automatasupportsthe modelling of the finite-stateconcurrentsystemby utilizing a time domain. It has
constructsto specifythe timing parameterssuchasdeadlineandperiod. Hence,timedautomatais ideal to model
our system.

Thetheoryof timedautomatawasfirst introducedin [8], andhassincethenestablishedasa standardfor real-time
systems.A timedautomatais afinite-stateautomatonextendedwith afinite setof real-valuedvariablescalledclocks.
Eachnodeof thestatemachinerepresentsa location.A statein thetimedautomatonconsistsof thecurrentlocation

5



andthecurrentvaluesof theclockvariables.Clocksareinitially setto zerowhenthesystemstarts.Onceinitialized,
theclocksstartincrementingconstantlyuntil they arereset.Eachlocationof thetimedautomatonhasa condition
on theclock variablethatspecifiestheamountof time thatcanelapsein that location. It is known asan invariant.
Thetransitionsof timedautomatonarelabelledwith a guard.A guardspecifiesa conditioninvolving clocksor any
atomicpropositions,anactionandaclock reset.

� Thetransitionsarelabelledwith anactionif it is aninstantaneousswitchfrom thecurrentnodeto another.

� They are labelledwith a positive real number(time delay) if the automatonstaysin the samelocationby
allowing time to pass.

Oncea locationis reached,theprocesscanremainin thelocationaslong asits invariantis satisfied.Theedgewill
getactive only if theguardconditionspecifiedon it is satisfied.The transitionwill take theedgeonly if thatedge
is active. Oncea transitionis taken,theclock resetvariablesif any, arereset.Thesamelocationcanhave different
statesbasedon thevalueof changingclocks.

A modelchecker is a tool that takesasinput the modelof the systemalongwith its properties,andanalyzesthe
systemfor their correctness.Temporallogicssupporttheformulationof propertiesof systembehavior over time.

2.4 Timed Computation TreeLogic

Temporallogics like LinearTemporalLogic(LTL) andComputationalTreeLogic(CTL) facilitatethespecification
of propertiesthat focuson the temporalorderof the eventsof the automaton.The temporalorderingspecifiedin
LTL andCTL is a qualitative notation. Time is not consideredquantitatively in LTL or CTL. Timedcomputation
treelogic is anextensionof theCTL with a quantitative notionof time. TimedComputationTreeLogic or TCTL
allows thespecificationof time constraintsto theusualCTL. It is alsoknown asreal-timebranchingtemporaltree
logic or real-timetemporallogic.

TCTL is a mechanismto specify the propertiesof the timed automata.Time is supportedin TCTL throughthe
conceptof clocks. Thebasicideaof computationhereis that, the transitionfrom onestateto thenext stateoccurs
onasingletick of aclock. TCTL allowssimpletimeconstraintsasparametersof theusualCTL temporaloperators.

A discretenotion of time is consideredin TCTL. A continuoustime domaincould have beenchosento represent
time. However, themodelto becheckedwouldhave infinitely many states.For eachvalueof time,therewouldbea
state,andhencetherewouldbeinfinitely many states.Thiswould leadto astatespaceexplosion.Hence,themodel
checkingis doneby aconsideringadiscretetimedomain.

Thevariousoperatorsutilized in TCTL areshown below:

� X: X is thenext stateoperator, X � denotesthenext stateto thecurrentstate� .

� U: U is theuntil operator, it refersto all thefuturestatesuntil certainconditionbecomesvalid.

� F: F is theeventuallyor futureoperator, F � denotesthat � holdsatsomepoint in future.

F ��� true ���
� G: G is alwaysor globaloperator, G � denotesthat � is alwaystrue.

G ���
	 F 	��
� E � : E expressesapropertyover somepath.Thereexistsapathwherethe � holdstrue.
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� A � : A expressesapropertyover all thepaths.All pathssatisfytheproperty � .

Let M bea timedautomaton,AP bea setof atomicpropositionsandD(formulaeclocks)bea setof clocksthat is
disjoint from theclocks(C)of M .

For p � AP, z � D, and 
���� (C � D), thesetof TCTL formulaecanbewrittenas

� ::= p ��
���	������������ z in ��� E[ ����� ] � A[ ����� ]

In theformulaabove 
 is a clock constraintover formulaclocks,andclocksof thetimedautomaton.It allows, for
instance,thecomparisonof a formulaclock andanautomatonclock. Thebooleanoperatorsutilized aretrue,false,�

, � and � . Clock z in z in � is calleda freezeidentifier. Theconditionz in � is valid in states, if � holdsin s
whereclock zstartswith value0 in s. Variantsof thetemporaloperatorslike EF andAF arevalid in TCTL. EF � is
pronouncedas � holdspotentially, andAF � is pronouncedas � is inevitable.

EF ��� E[true ��� ]
AF ��� A[true ��� ]

Stateis the unit of considerationin TCTL. The location determinesthat propositionsare valid, while the clock
valuationdeterminesthe validity of the clock constraintsin the formula. Sinceclock constraintsmay containbe-
sidesclocksof automaton,formulaclocks,anadditionalclock valuationis utilized to determinethevalidity of the
statementsabouttheseclocks.

Thesemanticsof theTCTL is definedby asatisfactionrelation(� � ) thatrelatesa transitionsystemM, astate,aclock
valuationover formulaclocksoccurringin � , anda formula � .

Utilizing theconceptof clocksandtheoperatorsmentionedabove,aTCTL formulaecanbewritten as

AG[p � AF � � q]

Theabove formulaestatesthat,onall thepaths,atall times,if aneventp occurs,then,thereexistsaneventq, which
would occuron all thepathsin a futurestatewithin 6 time units. Theabove formulaespecifiesthat,themaximum
delaybetweenthetwo eventsp andq cannotbemorethan6 timeunits.

2.5 Intr oduction to UPPAAL

Real-timesystemsarecomputingsystemsthat mustreactwithin precisetime constraintsto eventsin theenviron-
ment. Timedautomata[8] introducedin 1990by Alur andDill is a well-establishedtimedextensionof finite-state
systems.It canbe utilized to representreal-timesystemsasnetworks of timed automataby utilizing UPPAAL.
UPPAAL [9] is anintegratedtool environmentfor modelling,validation(via graphicalsimulation)andverification
(via automaticmodel-checking)of real-timesystemsthataremodelledasnetworksof timedautomata.

UPPAAL containsasuiteof toolsfeaturingthefollowing:

� A graphicaluser-interfacefor specifyingnetworksof timedautomata.

� An automaticcompilationof the graphicaldefinition into a textual format,which is thebasicprogramming
languageof thetool for timedautomata.
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Private Declarations for B

int n;

Clock x;

Chan a;

const me;

Process Assignments

b1 := B(1);

b2 := B(2);

System Definition

system A, b1, b2;

Global Declarations

Parameters Passed to B

Figure4: DeclarationsandDefinitions

� A simulatorthatallows thestepby stepor randomsimulationof themodel. A tracedsimulationcanalsobe
done.

� A verifier modulethat allows for the verification of the TCTL logic formulaes. In caseverification of a
particularreal-timesystemfails,adiagnostictraceis automaticallyreportedby UPPAAL in orderto facilitate
debugging.

In short,UPPAAL consistsof threemainparts:agraphicaluserinterfaceto form thedesign,asimulatorto simulate
thesystembehavior, andamodelchecker to verify thecorrectnessof thesystem.Thegraphicaluserinterfaceallows
the modelingof the systembehavior in termsof networks of timed automataextendedwith datavariables. The
simulatorandthemodel-checker aredesignedfor theinteractive andautomatedanalysisof thesystembehavior by
manipulatingandsolvingconstraintsthat representthestatespaceof thesystemdescription.Prior to verification,
thesimulatorenablestheuserto examinethepossibledynamicbehavior of thesystemby its interactive simulation
mechanism.Theverifier is moreformal, it needsTCTL formulaeto verify aparticularsystembehavior.

UPPAAL is basedon timed automata,that is finite-statemachinewith clocks. Time is handledin UPPAAL by
utilizing theconceptof clocks.Timeis continuousandtheclocksmeasuretimeprogress.Eachtransitionis allowed
to testthevalueof aclockor to resetit. Timewill progressgloballyat thesamepacefor thewholesystem.A system
in UPPAAL is composedof concurrentprocesses,eachof themmodelledasanautomaton.Theautomatonhasaset
of locations. Transitionsareutilized to changelocation.To controlwhento fire a transition,it is possibleto have a
guardandasynchronization.

2.6 Modeling in UPPAAL

This sectiondescribesthe syntaxand semanticsof UPPAAL statements,it explains the guardconditions,reset
operations,channels,synchronization,urgency, andcommittedlocations.A real-timesystemis consideredto bea
network of non-deterministicsequentialprocessescommunicatingwith eachotherover channels[9].
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A0 A1

x<10

A2 A3

x:=0
a!

Figure5: SnapshotillustratingtheProcessA

B0 B1 B2 B3

a?

n:=0

n>=3

n:=n+1

Figure6: SnapshotillustratingtheProcessB

2.6.1 Syntax

As UPPAAL facilitatesthe modelling of real time systems,its modelling languageis targetedto be as closeas
possibleto ahigh level real-timeprogramminglanguage.

� Guards: Guardsexpressconditionson the valuesof clocksand integer variablesthat mustbe satisfiedin
orderfor the edgeto be taken. In Figure6, the transitionfrom B2 to B3 canoccuronly if the valueof the
correspondinginteger variablen is greaterthanor equalto 3. Guardsareconjunctionsof timing anddata
constraints.A timing constraintis of theform: x ! n or x - y ! n, wheren is anaturalnumberand !"� �$#

,%
, =, & , '(� a dataconstraintis of theform i ! j or i ) j ! k, with k beinganarbitraryinteger. Thedefault

guardof anedgeis true.

� Invariants: Invariantsspecifyhow longthetransitionstaysput in aparticularlocation.An invariantspecifies
a progresscondition.For examplein Figure5, theprocessis notallowedto stayin locationA1 for morethan
10 unitsof time.

� Reset-Operations: Whenthetransitionis takinganedge,thedataor theclock variablemaybesubjectto a
simplemanipulation.It mayberesetto anexpressionor a constant.A clock variablecanonly be resetto a
constant.Resetoperationonaclockvariableis basicallyof theform x:=n wherex is aclockvariableandn is
theconstantthat is appliedto it. In theFigure5, theedgefrom thelocationA0 to thelocationA1 hasgot the
clock resetoperationon clock variablex. A datavariablecanberesetto anexpression.In Figure6, thereis
a resetoperationon theintegervariablen whereit is assignedto 0. Similarly, thereis anotherresetoperation
on thelocationB2 wheretheintegervariablen is incrementedby 1.

� Channels, Synchronization, and Urgency: A UPPAAL model consistsof a network of timed automata.
Theseautomatacommunicatewith eachothervia globalintegervariablesor throughcommunicationchannels.
Theglobal integervariablesutilized aresimilar to sharedmemoryvariables.Figure4 shows thedeclaration
of thechannela. Thesynchronizationmechanismsareblockingin nature.They aredenotedby a! anda?. a!
is theinitiator of thesynchronization,anda? supportsit. If only theinitiator a! is availableor thesupporter
a? is available,thesystemdoesnotadvancetill theotheris available.Thetwo transitionsoccurtogether.
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In Figure6, theprocessB is blockedat B0 till theprocessreachesthelocationA1, whereit cando a a!. If a
channelis declaredto beurgent,thecommunicatingcomponentsdonottolerateany delay. Wheneverpossible,
they shouldbethenext onesto execute.Thecorrespondingedgesmaynothave any guardson clocks.

� Committed Locations:

A committedlocationis alocationthatmustbeleft immediately. If atimedautomatonhasreachedaparticular
locationthat is declaredto becommitted,thenext transitionin thesystemhasto befrom thelocationthat is
committed.If thetransitioninvolving thecommittedlocationis blocked,thesystemis blocked.

In Figure5, oncethesystemhasreachedthelocationA2, andthesystemin Figure6 bein any of thelocations,
thenext transactionhasto beA2-A3asA2 is acommittedlocation.

2.6.2 Semantics

A UPPAAL modeldeterminesthefollowing two typesof transitionsbetweenstates.

� Delay Transitions As long asnoneof theinvariantsof thecontrolnodesin thecurrentlocationareviolated,
time may progresswithout affecting the control nodevectorandall clock valuesare incrementedwith the
elapseddurationof time. In Figure5 andFigure6, timemayelapse9 timeunitsfrom theinitial state((A1,B0),
x = 0, n = 0) leadingto thestate((A1,B0), x = 9, n = 0). However, theclock cannotgo beyond 10, if so, it
would invalidatetheinvariantin thelocationA1.

� Action Transitions

– Two complimentarylabellededgesof two differentautomatoncansynchronizeandproceedto thenext
state.Thus,in thestate((A1, B0), x = 9, n = 0) theautomatoncanproceedto next stateto ((A2, B1), x
= 9, n = 0).

– If a componenthasaninternaledgeenabled,theedgecanbetakenwithout any synchronization.Thus,
in state((A2, B1), x = 9, n = 0), theprocessB canproceedto locationB2 to thestate((A2, B2), x = 9, n
= 0) withoutany synchronization.

2.6.3 PropertiesSpecification

TheUPPAAL modelchecker is designedto checkfor theinvariantandreachabilityproperties.It containsa verifier
thatcanbeutilized to verify certainpropertiesby utilizing TimedComputationTreeLogic (TCTL).

TheFigure7 specifiesthesemanticsof theUPPAAL requirementspecificationlanguage.TheUPPAAL requirement
specificationsupportsfive typesof propertiesasshown in theFigure7. TheoperatorsPossiblyandPotentiallyare
describedasfollows.

� Possibly:ThepropertyE &*' pevaluatesto truefor atimedtransitionsystemif andonly if thereis asequenceof
alternatingdelaytransitionsandactiontransitionss0+ s1+ ...+ sn,wheres0is theinitial stateandsnsatisfies
p.

� Potentially Always:The propertyE[] p evaluatesto true for a timed transitionsystemif andonly if thereis
a sequenceof alternatingdelayor actiontransitionss0+ s1+ ...+ si+ ... for which p holdsin all statessi and
whicheither:

– is infinite, or
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Invariantly                                   A[]    p                             not E<> not p

Potentially always                      E[]    p

Eventually                                   A<>  p                             not E[] not p

Leads to                                       p −−> q                           A[] (p imply A<>  q)

Name                                 Property                            Equivalent to 

Possibly                                       E<>  p

Figure7: Semanticsof UPPAAL

– endsin astate(Ln, vn) suchthateither
, for all d: (Ln, vn + d) satisfiesp andInvariant(Ln),or
, thereis no outgoingtransitionfrom (Ln, vn)

� State Properties: The statepropertiesspecify the propertiesthat arevalid on a particularstate. A stateis
representedas(L, v), whereL is thelocationandv is thevaluationof theclocksataparticularinstantof time.

– Location: Expressionsof theform P.l wherep is a processandl is a location,evaluateto truein a state
(L, v) if andonly if P.l is in locationL.

– Deadlocks:The statepropertydeadlockevaluatesto true for a state(L, v) if andonly if for all - %/.
thereis no actionsuccessorof (L, v+d.)

3 Previous Work

A numberof researchershave addressedtheproblemof verificationof raceconditions.Methodsfor theverification
of raceconditionscanbecategorizedasfollows [6].

� Staticanalysisof theprogram.

� Dynamicanalysis.

� Post-mortemanalysisof theprogramtraces.

3.1 Ahead-of-timeanalysis

Ahead-of-timeanalysisor staticanalysisof raceconditionsis usuallypreformedduring compiletime. It tries to
yield a high coverageby consideringthespaceof all possibleprogramexecutionsandidentifying raceconditions
that might occur in any of them. Static analysismethods[10], [11] report all the potential racesand many of
which may not really occur in real executions. Balasundaramet al. [10] describea graphicalapproachto model
the parallelprograminto a programexecutiongraphandthenobtaina co-graphandanalyzeit for races.Emrath
et al. [11] analyzethe sourceprogramandconstructa partial orderexecutiongraph. The partial orderexecution
graphis utilized to identify the conflicting accessesto memory. Boyapatiet al. [12] introducea new static type
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system,which is a variantof ownershiptypes,to detectbothdataracesanddeadlocks.Ownershiptypesprovide a
staticallyenforceablewayof specifyingobjectencapsulationsothatthelock protectinganobjectcanalsoprotectits
encapsulatedobjects.[13], [14] and[15] presentstatictechniquesto detectraceconditionsby utilizing theproperties
of object-orientedlanguages.Flanaganetal. [13], [14] designedandimplementedaraceconditionchecker rccjava,
and testedit on a variety of Java programs. rccjava was a static racedetectionanalysistechniquebasedon a
formal typesystemthat is capableof capturingmany commonsynchronizationpatterns.A staticsystemhasto be
instrumentedwith properannotationssothataspeciallydesignedcompilercanretrieve thenecessaryinformationit
needsto performtheanalysis.An annotationassistantcalledHoudini/rcc[14] wasdevelopedto reducetheburdenof
theprogrammer. Houdini/ccautomaticallyinsertsannotationsto analyzetheprograms.Thetypesystemintroduced
in [15] allowsprogrammersto specifytheprotectionmechanismfor eachobjectastheparametersof theobjectupon
theinstantiationof theobject.

Staticor ahead-of-timeraceconditiondetectioninvolvesa little overheadin termsof annotationcostandruntime
performance,and they areproneto report falseracesto the user. Many of the raceconditionsthat aredetected
staticallydo not take the actualsystemdynamicsinto consideration.Hence,many of the reportedracesdo not
actuallyoccurwhenthe systemis run. Staticanalysismay be too difficult to implementin practiceif thesystem
happensto betoohuge.Moreover, it is notalwayspossibleto gainaccessibilityto thesourcecodeof theprogramto
beanalyzed.However, someideasof thestaticanalysiscanbecombinedwith otherdynamicapproachesto inherit
thebestof bothtechniques.

3.2 Dynamic Analysis

While staticor ahead-of-timeraceconditiondetectionschemesconcentratedon exploringall thepossibleracesin a
system,thedynamicor on-the-flyraceconditiondetectiontechniquesareconcernedwith preciselylocatinga race
conditionwhenit occursduringaparticularexecutionof thesystem.Thetechniquespresentedin [7], [16] and[17]
presentdynamicracedetectiontechniquesby utilizing the Lamports”happen-before”relation [18] to construct
partial ordersbetweencritical eventsdistributed amongparallel processes,resultingin a partial order execution
graph(POEG).

Netzer, et al., addressthe problemof dynamically locating raceconditionsin the context of explicitly parallel
message-passingprograms[16]. They addresstheproblemof dynamicallylocatingraceconditionsutilizing a two-
passon-the-flyalgorithm.Its spacerequirementis independentof theexecutionslength.Eraser[3], anotherdynamic
raceconditiondetector, utilizes binary rewriting techniquesto monitor every shared-memoryreferenceandverify
that consistentlocking behavior is observed. It utilizes a Locksetalgorithmthat enablesitself to detectracecon-
ditions that arenot apparentfrom a particularexecution. Eraseralsomonitorssharedmemorylocationsdirectly
insteadof variablesdeclaredin programs,sothatit canhandledifferenttypesof programs,aslongasthemutex lock
synchronizationis utilized. [19] presentsanon-the-flymethod.For a certainclassof programs,a singleexecution
instanceis sufficient to determinetheexistenceof anaccessanomalyfor agiveninputwhentheproposedmethodis
utilized.

Themostsignificantproblemof theon-the-flydetectionof dataracesis that,they reportonly actualdataracesthat
occurin aparticularexecutionof theprogram,but, with anoverheadof spaceandtime. A typicalon-the-flymethod
incursanoverheadin therangeof 3x to 30x to theoriginal executiontime. In additionto theruntimeoverhead,the
detectionintrusionmayevencausetheprogramto behave in amannerdifferentfrom theoriginal execution.
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3.3 Post-Mortem Analysis

To avoid theseproblems,a seriesof post-mortemapproacheshave beendeveloped,which usuallycombineaneffi-
cientrecordphaseanda replayphasewhenthetime-consumingracedetectionis performed.Post-mortemanalysis
of theexecutiontracesdetectsjust thosedata-racesthatoccurduringa particularexecutionin which thetracewas
generated.They may be utilized whena racecannotbe verified statically. The sourceanalyzerutilized in [11] is
utilized to do thetraceanalysis.Incrementaltracing[20] canbedoneto generatea coarsetreeduringruntime,and
it canbeexpandedin replayfor adetailedtrace.

Choietal. combineboththestaticanddynamictechniquesto getthebestof bothmethodologies.ChoiandMin also
introducetheconceptof RaceFrontier[17], whichcanbeutilizedto limit thenumberof entriesin theaccesshistory
of eachsharedvariableandonly report the latestentriesinvolved in racecondition. Techniqueslike RecPlay[7]
areacombinationof record/replaywith automaticon-the-flydataracedetection.Thisenablesusto limit therecord
phaseto the moreefficient recordingof the synchronizationoperations,while deferringthe time-consumingdata
racedetectionto thereplayphase.

Themostsignificantproblemof on-the-flymethodsis the runtimeoverhead,in termsof time andspace.In order
for a dynamicapproachto be followed, one hasto instrumentthe codeand let this instrumentedcodeexecute
in its environment. But, instrumentinga real-timecodewould essentiallychangethe modeof executionof the
system. A real-timesystemcannottoleratesucha variation in its timing parameters.In addition to the runtime
overhead,the detectionintrusionmay even causethe programto behave in a mannerdifferent from the original
execution.Dynamicanalysisof thesystemcanonly reporttheraceconditionsthatoccurin thatparticularexecution
of thesystem.They do not exhaustively investigateall thepossiblederivationsof theprogramexecutioncausedby
differenteventarrival instances.

To alleviate this problemof run time overheadresearchershave developeda seriesof post-mortemapproaches,
which usuallycombineanefficient recordphaseanda replayphase.During thereplayphase,thetime-consuming
racedetectionis performed.Even in this caseonecanonly verify the raceconditionsthatoccurin thatparticular
executionof thesystem.They cannotverify all thepossibleraceconditions.Thoughtheproblemof intrusionis not
eliminated,but it is minimizedin thiscase.But it wouldnotstill giveacomprehensivesolutionto detectall theraces.

3.4 Comparison with our Approach

Wefollow thetimedautomatonapproachto detectall theracesthatarepresentin agivensystem.Thegivensystem
is initially modelledasastatemachine.

� In thisapproach,wedo instrumentthemodel,but it doesnoteffect thetiming parametersof thesystem,aswe
make surethattheinstrumentationcodedoesnot involve any clock variables.

� UPPAAL is designedto exhaustively analyzeall thepossibleevent interleavings,andverify thegiven timed
computationlogic. Sinceit exploresall thepossibleinterleavings, it canverify all thepossibleTCTL condi-
tionsthatareinput to theverifiermodule.

� Traceanalysiscanbe doneutilizing the tracesthat the tool generatesfor the TCTL conditionsthat arenot
satisfiedby themodel.

Oncethe systemis modelled,its propertiesareto be verified. The requirementsthat aregiven by the useror the
programmerof the real-timetasksarenow framedutilizing the real-timetemporallogic. The formulaearenow
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testedonthemodelledsystem.If themodelsatisfiestheformulaethenthesystemis verifiedfor theformulaeor else
theformulaeis not valid on thesystem.

4 Inter Task Communication Mechanismsin VxWorks

Vxworksis a multi-taskingreal-timeoperatingsystemthatsupportsinter-taskcommunications.A multitaskingen-
vironmentallows a real-timeapplicationto be constructedasa setof independenttasks,eachwith its own thread
of execution,andsetof systemresources.Theinter-taskcommunicationfacilitiesallow thesetasksto synchronize
andcommunicatein orderto coordinatetheir activity. In VxWorks, the inter-taskcommunicationfacilities range
from fastsemaphoresto messagequeuesandpipesto network-transparentsockets.WeconcentrateonVxworks,and
developUPPAAL modelsfor thevariousinter-processcommunicationmechanismspresentin it, andspecifyhow a
systemrunningonVxWorksplatformcanbeconvertedto UPPAAL model.

VxWorkssuppliesthefollowing setof inter-taskcommunicationmechanisms[21]:

� Sharedmemory, for simplesharingof data.

� Semaphores,for basicmutualexclusionandsynchronization.

� Messagequeuesandpipesfor inter-taskmessagepassingwithin aCPU.

� Socketsandremoteprocedurecalls,for network-transparentinter-processorcommunication.

� Signals,for exceptionhandling.

4.1 Shared memory

SharedMemoryasthenamesuggestsis themostobviousmechanismfor tasksto communicateby accessingshared
datastructures.All tasksin VxWorksexist in a singlelinearaddressspace,hencesharingdatastructuresbetween
tasksis trivial. Sharedmemoryincludesvariablesor datastructuresthataredeclaredin theglobalcontext. They can
bereferenceddirectly by coderunningin differentcontexts. Whensharedmemoryis utilized without any synchro-
nizationmechanismsit would resultin adataraceasin Figure1.

4.2 Mutual Exclusion

MutualExclusioncanbeachievedusinginterruptlocksandpreemptive locks.

� Interrupt Locks Themostpowerful methodavailablefor mutualexclusionis thedisablingof interrupts.Such
a lock guaranteesexclusive accessto the CPU.The interruptscanbe disabledusing intLock(), andenabled
backusingintUnlock() systemroutines.It is inappropriateasageneral-purposemutual-exclusionmethodfor
mostreal-timesystems,becauseit preventsthesystemfrom respondingto externaleventsfor thedurationof
theselocks. Interruptlatency is unacceptablewheneveranimmediateresponseto anexternaleventis required.
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critical section

     int lock = intLock();

intUnlock();

criticalSection

     taskLock();

     taskUnlock();

funcA
{

funcB
{

}
:

:

  }
:

:

Figure8: ProgramSegmentillustratingMutualExclusion

� PreemptiveLocks Usingpreemptive lockslike taskLock() andtaskUnlock() wecandisablepreemptionof the
currentexecutingtaskbut InterruptServiceRoutinesareableto execute.Tasksof higherpriority areunable
to executeuntil the locking task leaves the critical region, even thoughthe higher-priority task is not itself
involvedwith thecritical region.

Mutual exclusionusingtheabove primitivespreventsdataraces,but cannotprevent generalraces.Figure8 illus-
tratesanexampleof mutualexclusionusingtheabove mechanisms.

4.3 Semaphores

VxWorkssemaphoresarehighlyoptimized,andprovidethefastestinter-taskcommunicationmechanism.Semaphores
aretheprimarymeansfor addressingtherequirementsof bothmutualexclusionandtasksynchronization:

� For mutualexclusion,semaphoresinterlockaccessto sharedresources.

� For synchronization,semaphorescoordinatea tasksexecutionwith externalevents.

Therearethreetypesof semaphores,andeachaddressesadifferentclassof problems:

� Binary Semaphore The fastest,mostgeneral-purposesemaphore,optimizedfor synchronizationor mutual
exclusion.

Thegeneral-purposebinarysemaphoreis capableof addressingtherequirementsof bothformsof taskcoor-
dination:mutualexclusionandsynchronization.Thebinarysemaphorehastheleastoverheadassociatedwith
it, makingit particularlyapplicableto high-performancerequirements.

� Mutual Exclusion The mutual-exclusionsemaphoreis a specializedbinary semaphoredesignedto address
issuesinherentin mutualexclusion,includingpriority inversion,deletionsafety, andrecursive accessto re-
sources.Thefundamentalbehavior of themutual-exclusionsemaphoreis identicalto thebinarysemaphore,
with thefollowing exceptions:

– It canbeutilizedonly for mutualexclusion.

– It canbegivenonly by thetaskthattook it.
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semBCreate( )                        Allocate and initialize a binary semaphore.
semMCreate( )                       Allocate and initialize a mutual−exclusion semaphore.
semCCreate( )                        Allocate and initialize a counting semaphore.
semDelete( )                           Terminate and free a semaphore.
semTake( )                              Take a semaphore.
semGive( )                              Give a semaphore.
semFlush( )                             Unblock all tasks that are waiting for a semaphore.

        Call                                                            Description

Figure9: SemaphoreControlRoutines

– It cannotbegivenfrom anInterruptServiceRoutine.

� Counting Semaphore A countingsemaphorekeepstrack of the numberof timesa semaphoreis given. It
is optimizedfor guardingmultiple instancesof a resource.The countingsemaphoreworks like the binary
semaphore,exceptthatit keepstrackof thenumberof timesasemaphoreis given.Every timeasemaphoreis
given,thecountis incremented,every time a semaphoreis taken, thecountis decremented.Whenthecount
reacheszero,a taskthattriesto take thesemaphoreis blocked.As with thebinarysemaphore,if asemaphore
is given,whenataskis blocked,it becomesunblocked.However, unlike thebinarysemaphore,if asemaphore
is givenandno tasksareblocked, thenthecountis incremented.This meansthata semaphorethat is given
twice canbetakentwice withoutblocking.

Figure9 briefly givesthesemaphorecontrolroutines.ThesemBCreate(),semMCreate(),andsemCCreate()routines
returna semaphoreID that servesasa handleon the semaphoreduring subsequentuseby the othersemaphore-
control routines.Whena semaphoreis created,thequeuetype is specified.Taskspendingon a semaphorecanbe
queuedaccordingto thetask’s priority orderSEM-Q-PRIORITYor in first-in first-outorderSEM-Q-FIFO.

Improperuseof semaphorefor synchronizationwill leadto generalracesasshown in Figure2. It mayalsoleadto
dataraces.However if propersynchronizationis appliedtheraceconditionsmaybeeliminated.

4.4 MessageQueues

MessageQueuesprovide a higher-level mechanismfor cooperatingtasksto communicatewith eachother. In Vx-
Works, the primary intertaskcommunicationmechanismwithin a singleCPU is messagequeues[21]. Message
queuesallow a variablenumberof messages,eachof variablelength,to bequeued.Any taskor InterruptService
Routine(ISR)cansendmessagesto a messagequeue.Any taskcanreceive messagesfrom a messagequeue.Mul-
tiple taskscansendto andreceive from the samemessagequeue.Full-duplex communicationbetweentwo tasks
generallyrequirestwo messagequeues,onefor eachdirection.

Themessagesarecreatedanddeletedwith theroutinesshown in Figure10. This library providesmessagesthatare
queuedin FIFO order, with a singleexception: therearetwo priority levels,andmessagesmarkedashigh priority
areattachedto theheadof thequeue.

The messagequeueis createdwith the function msgQCreate().The function’s parametersspecify the maximum
numberof messagesthatcanbequeuedin themessagequeue,andthemaximumlengthin bytesof eachmessage.
msgQdelete()deletesthemessagequeueandterminatesit.
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msgQCreate( )                                               Allocate and initialize a message queue.

msgQDelete( )                                               Terminate and free a message queue.

msgQSend( )                                                  Send a message to a message queue.

msgQReceive( )                                            Receive a message from a message queue.

              Call                                                                                 Description

Figure10: MessageQueueControlRoutines

A taskreceivesits messageswith msgQReceive(). If the messageis alreadyavailablein thequeuewhenthe task
reachesmsgQReceive() thenthetaskreadsthemessage.If nomessageis available,thetaskeitherblocksitself if the
WAIT-FOR-EVERparameteris specifiedin themsgQReceive(). It goesaheadif theNO-WAIT optionis specified.
Thetasksthatareblockedcanbeorderedeitherby their priority or in theFirst-In-First-Outorderof theirarrival.

A taskssendsits messageswith themsgQsend()function. If themessagequeueis emptywhenthetaskis readyto
sendthemessagewith themsgQsend()themessageis placedin themessagequeue.If themessagequeuehasno
emptyslotsto put thedatathenthetaskis blockedif theWAIT-FOR-EVERoptionis specifiedor it maygoaheadif
NO-WAIT optionis specifiedjustasin caseof msgQsend().

A messagequeueis a high level communicationmechanismwhich canbe simulatedvia semaphoresasshown in
Figure11. The declarationsdescribethe setupneededfor the messagequeue.We usetwo countingsemaphores
to do thetasksynchronizationbetweenthetwo setsof processesandthetwo binarysemaphoresto provide mutual
exclusionfor eachsetof processesthat write or read. We assumethat the tasksareblockingandsemaphoresare
createdusingtheWAIT-FOR-EVERoption.

� Thenumberof QEmptysemaphoresavailableindicatethenumberof messagequeuelocationsthatareavail-
ablefor thewriter tasksto write. Initially QEmptyis Full, that indicatesthatall the locationsin themessage
queuearefree.

� Thenumberof QFilled semaphoresavailableindicatethenumberof messagequeuelocationsthatarefilled
with messages.Initially QFilled is Empty, that indicatesthatnoneof thelocationsof themessagequeueare
filled with messages.

� ReaderBinaryandWriterBinary areutilized to provide mutualexclusionbetweenthe multiple readersand
writers. Initially they arefull. Full indicatesthatall thesemaphoresareavailablefor thetasksto take.

� Thewriter who acquirestheWriterBinary takestheQEmptysemaphoreif it is available. It is availableonly
if the messagequeueis not totally filled. It updatesthe queuewith its message.Later, it givesa QFilled
semaphoreindicatingthatthemessagequeuehasgot a datafilled thatcanbetakenby any readerwaiting for
it. It givesaway theWriterBinaryandexits.

� If theQEmptyis notavailablethewriter is blockedonthesemaphore.It cangoaheadonly whenit is available,
thatis, whenit is givenby any readerwhohasreadthemessage.

� The readerwho acquirestheReaderBinarytakestheQFilled semaphoreif it is available(it is availableonly
if thereis a messagepresentin the messagequeue). It readsthe message,andgivesa QEmptysemaphore
indicatingthat the messagequeuehasgot an emptyslot. It exits giving away the ReaderBinarysemaphore
thatit hastaken.
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SemTake(WriterBinary);

SemTake(QEmpty, WaitForEver);

SemGive(QFilled);

SemGive(WriterBinary);

MsgQWrite;

SemTake(ReaderBinary);

SemTake(QFilled, WaitForEver);

MsgQRead;

SemGive(QEmpty);

SemGive(ReaderBinary);

begin
{

:

:

}

begin
{

:

:

}

Declarations Writer Reader

CountingSemaphores

QFilled[Empty, Max_Msgs];

QEmpty[Full, Max_Msgs];

BinarySemaphore
ReaderBinary[Full];

WrirerBinary[Full];

Figure11: ProgramSegmentsimulatingMessageQueuesusingsemaphores

� If theQFilled is notavailablethereaderis blockedonthesemaphore.It cangoaheadonly whenit is available
thatis whenit is givenby any writer whowritesto themessagequeue.

4.5 Signals

VxWorkssupportsasoftwaresignalfacility. Signalsasynchronouslyalterthecontrolflow of atask.Any taskor ISR
canraiseasignalfor aparticulartask.Thetaskbeingsignaledimmediatelysuspendsits currentthreadof execution,
andexecutesthetask-specifiedsignalhandlerroutinethenext time it is scheduledto run.

The signal handlerexecutesin the receiving taskscontext and makes useof that tasksstack. Signalsare more
appropriatefor error andexceptionhandlingthanasa generalpurposeinter-taskcommunicationmechanism.In
general,signalhandlersshouldbetreatedlike InterruptServiceRoutines.

Figure12 illustratesa simplesignalhandlerusingsemaphores.A semaphoresignalSemis declaredasemptyini-
tially. It is utilized for the asynchronouscommunicationbetweenthe process,andthe signalhandlerroutine. In
theprocessif anerroroccursthesemaphoresignalSemis given. Theinterruptserviceroutinethatis waiting on the
signalSemgetsthesemaphore,andstartsexecutingits routine.Meanwhilethetaskthatgivesthesemaphoredoesa
taskSuspend(0)suspendingitself.

In this report,wehavedevelopedmodelsfor thedifferenttypesof inter-processcommunicationmechanismssuchas
semaphores,messagequeues,interruptserviceroutines,andsignalhandlers.Wehave notaddressedinter-processor
communicationmechanisms.

5 UPPAAL Models

WehavedesignedanddevelopedUPPAAL modelsfor thevariousinter-processcommunicationmechanismspresent
in VxWorks. This sectiondiscussesthemodelsof thevariousinter-processcommunicationmechanismsandtheir
verificationby timed automataconditions. We describethe modellingof a real-timeapplicationasa network of

18



Declarations

BinarySemaphore

signalSem[Empty];

  :
  :

semTake(signalSem);
  :
  :

       if (Error)
{

}

semGive(signalSem);

taskSuspend(0);

:
:
:

     

Process

begin
{

}

begin
{

}
:

          Signal Handler

Figure12: ProgramSegmentsimulatingasimpleSignalHandlerutilizing semaphores

timedautomatonby utilizing our templates.We describehow TCTL canbeutilized to detectraceconditionsin the
UPPAAL models.

Theinter-processcommunicationmechanismsthatweremodeledincludebinarysemaphores,countingsemaphores,
and mutual-exclusion semaphores.Messagequeueswere designedby utilizing the semaphorestemplates. The
differentoptionsthat wereconsideredfor queuingthe semaphoresincludedFirst-in-First-Out(FIFO)andPriority.
WAIT, NO-WAIT, andTimeoutmechanismswereconsideredto specifythesemaphorewaiting time for aprocess.

5.1 Semaphores

Eachsemaphorehasthreemodelsassociatedwith it, namely, theinitialization model,theenqueingmodel,andthe
dequeuingmodel. Figure13 specifiestherequireddeclarationsnecessaryfor a semaphoremodel. TheFigures14,
15,16,17,and18discussthebinarySemaphore(FIFOOption)thatis usedasasynchronizationsemaphore.Figures
14,and15 specifytheprocessesthatgive andtake thesemaphoresrespectively. Figures16,17,and18 discussthe
initialization,enqueing,andthedequeuingmodelsrespectively.

Thedeclarationssectionshown in Figure13 givesa list of all theglobalclocks,variables,constants,andchannels.
Thesedeclarationsspecifythenecessaryvariablesthatareneededto keeptrackof thestateof thesemaphore.For
example,thefifoQ, storesthepidsof theprocessesthatareblockedon thesemaphorewhentheNO-WAIT optionis
setto 0. Thesedeclarationsrepresenttheinternalsof theVxWorks.To modelsemaphoresor any otherinter-process
communicationmechanismin VxWorks,they have to bedeclaredandinitialized prior to their usage.To utilize our
templates,theusermustdeclareall thevariablesasshown in Figure13 in theglobaldeclarationssection,for each
of theinter-processcommunicationmechanism.

Thesemvariableis thesemaphorethatis simulatedasanintegervalue,andit is constrainedto take only 0 or 1. If it
is 1, it indicatesthat thesemaphoreis availableandvice versa.ThreedifferentchannelsnamelysemReq, semGive,
andsemTake areutilized. The channelsemReqis utilized to requesta semaphore,semTake is utilized to senda
signalto theprocessthat is waiting to take thesemaphore,andthechannelsemGiveis utilized by theprocessthat
is giving thesemaphore.ThenoofProcessesis theactualnumberof processesthatutilize thesemaphore.ThefifoQ
is thequeueinto which theprocessidentities(pids) arequeued,whenthesemaphoreis not available. ThefifoQ is
simulatedasa circular queuewhosemaximumsizeis equalto the noofprocesses. The fptr specifiesa pointerto
thefront of thequeue,andbptr to therearof thequeue.The tasksWvariablespecifiesthenumberof tasksthatare
waiting at any point of time for the semaphore.The toRunvariablecontainsthe pid of the next processthat gets
thesemaphore.NO-WAIT is utilized to simulatetheNO-WAIT andWAIT-FOR-EVERoptionsof VxWorks.When
NO-WAIT is setto 1, it indicatestheNO-WAIT optionof theVxWorks.WhenNO-WAIT is setto 0, it indicatesthe
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int             tasksW;

int[1, 3]     toRun;                                            //next process to run                                               

int             pid;                                                 // indicates the process Id

const        NO_WAIT        0;                         // wait or not on the semaphores                   

chan          noWait;                                         // Channel utilized when NO_WAIT = 1

// declarations of global clocks, variables, constants and channels

// number of user processesconst        noofProcesses    3;

int             fifoQ[noofProcesses]; // fifo queue of hold the waiting processes

int[0,1]     sem;                                                // the actual semaphore

chan         semReq, semGive, semTake;         //signals to request, give and take semaphores

int             fptr, bptr;                                        // front and back pointers of the FIFOQ

//number of  tasks waiting for the semaphore

Figure13: Declarationsrequiredfor theFIFO binarysynchronizationsemaphore

StartHere justWait

x<10

ArbitDelay GoBack
x:=0 semGive!

sem:=1

Figure14: UserProcessBthatgivestheFIFO binarysynchronizationsemaphore

StartProcess ReqSem SemTaken CriticalSec ReSpawn
semReq!

pid:=me,
toRun:=me

semTake?

toRun==me

Figure15: UserProcessAthattakestheFIFO binarysynchronizationsemaphore
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WAIT-FOR-EVERoption.TheNO-WAIT is initially setto 0. ThechannelnoWait is utilized in this connection.

5.1.1 Binary Semaphore

Figure16 shows theinitializationmodelof abinarysemaphore,which is executedbeforeany othermodel,asit has
a committedstart location. It initializes the front pointer fptr to 0, andthe rearpointerbptr to -1, andcreatesthe
semaphoreby settingsemto 1.

TheFigure15 shows theuserprocessthat takesthesemaphorevia thechannelsemReq. Oncea requestis placed,
thecontrolis transferredto thelocationDecidein Figure17.

� If a semaphoreis available, it is signalledto the uservia the channelsemTake. The userprocess,that is at
the locationReqSemgetsthe semaphore,and the semaphoreis set to 0 by the enqueingmodel to make it
unavailable.

� If thesemaphoreis notavailable,

– theprocessis queuedinto thefifoQ usingthe fptr, andtheprocessidentity (pid),

– the tasksWvariablethatdenotesnumberof processesthatarewaiting is incrementedby 1, and

– the fptr is updatedto point to thenext location.

TheFigure14shows theuserprocessthatis giving thesemaphorevia thechannelsemGive. It usesaclockvariable
x, andaninvariantx & 10 to simulatea delayin thelocation. It is doneinorderto regulatetheprocessthat is giving
thesemaphores.Oncethesemaphoreis given,

� if tasksw== 0, thatis, no tasksarewaiting to take thesemaphores,thesemis setto 1, andthecontrolreturns,

� if therearetaskswaiting to take thesemaphore,thatis tasksW' 0,

– thetaskto runnext is identifiedusingthebptr,

– the toRunvariableis updatedto containtheprocessthatis to runnext,

– thetaskswaiting(tasksW) is decrementedby 1, and

– thewaiting taskis signalledvia thechannelsemTake.

Figure19shows certainpropertiesof thecurrentmodel,expressedin TCTL. All theconditionsaredesignedto pass
theverifier test,exceptthoseshown in italics. process1, process2andprocess3areinstantiationsof theprocessA,
processBis theinstantiationof theprocessB.

1. Thefirst conditionverifiesthatthenumberof processesin thesystemis alwaysequalto 3. It makessurethat
thesystemparametersarenot verifiedby themodel.

2. This conditionverifiesfor starvation of theprocessesfor thesemaphores.It checksto seethat,on all paths,
if theprocess1hasreachedthelocationReqSem, it will eventuallyreachthelocationSemTaken. It statesthat
if process1hasrequestedthesemaphore,it will eventuallyget it. Similarly, it canbeshown for all theother
processesin thesystem.

3. On all the paths,if a processhasreachedthe location StartProcess, it will eventually reachthe location
ReqSem.
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fptr:=0,
bptr:=-1,
sem:=0

Figure16: Initializationof aFIFObinarysynchronizationsemaphore

Decide

a

bc

semReq?

sem==1,
tasksW==0

sem:=0

sem==0

tasksW:=tasksW+1,
fifoQ[fptr]:=pid

semTake!

fptr:=(fptr==noofProcesses-1?0:fptr+1)

Figure17: Enqueingof taskswaiting for theFIFO binarysynchronizationsemaphore

a

b c

semGive?

bptr:=(bptr==noofProcesses-1?0:bptr+1),
            toRun:=fifoQ[bptr]

tasksW>0

semTake!
tasksW:=tasksW-1,
sem:=0,
fifoQ[bptr]:=0

tasksW==0
sem:=1

Figure18: UPPAAL Model illustratingthedequeuingof tasks
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1.     A[] noofProcesses==3

2.     process1.ReqSem −−> process1.SemTaken 

3.     process1.StartProcess −−> process1.ReqSem

4.     process1.SemTaken −−> process1.CriticalSec

5.     process1.CriticalSec −−> process1.ReSpawn

6.     process1.ReSpawn −−> process1.StartProcess

 imply (toRun==3)) 

10.    A[] ((fifoQ[0]==0 and fifoQ[1] ==3 and fifoQ[2] == 1 and bptr == 1 and DequeSems.c)

7.     A[] (process1.CriticalSec imply sem==0)

8.     A[] (process1.SemTaken imply sem==0)

(Verified for all processes)

(Verified for all processes)

(Verified for all processes)

(Verified for all processes)

(Verified for all processes)

(Verified for all processes)

(Verified for all processes)

(Verified for all processes)

                       and EnqueSems.b and fifoQ[0] == 3 imply
                       (fifoQ[0]==3 and fifoQ[1]==2)) or
                    ( (process1.SemTaken or process1.CriticalSec) and process2.ReqSem 
                       and EnqueSems.b and fifoQ[1] == 3 imply
                       (fifoQ[1]==3 and fifoQ[2]==2)) or

                       and EnqueSems.b and fifoQ[2] == 3 imply
                 ( (process1.SemTaken or process1.CriticalSec) and process2.ReqSem 

                       (fifoQ[2]==3 and fifoQ[0]==2)) )

11.     A[] (( (process1.SemTaken or process1.CriticalSec) and process2.ReqSem 

(Verified for all processes)

9.     A[] (process1.ReqSem or process2.ReqSem or process3.ReqSem imply sem == 0)

Figure19: TCTL verificationconditionsfor theFIFObinarysemaphore
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ReqSem SemTaken CriticalSec ReSpawn

NoWait

semReq!

pid:=me,
toRun:=me,
x:=0,
waiting:=1

semTake?

toRun==me

NO_WAIT==1 noWait?waiting:=0

semGive!

Figure20: Userapplicationfor FIFOMutual Exclusionsemaphore

4. On all thepaths,if a processhasreachedthe locationSemTaken, it will eventuallyreachthe locationCriti-
calSec.

5. On all the paths, if a processhas reachedthe location CriticalSec, it will eventually reachthe location
ReSpawn.

6. On all thepaths,if aprocesshasreachedthelocationReSpawn, it will eventuallyreachthelocationStartPro-
cess.

Theconditions2, 3, 4, 5, and6 checkfor theabsenceof deadlocksin eachof theprocessmodels.They can
beextendedto all theotherprocesses.

7. This conditionfails because,whena processis in thecritical section,theprocessgiving thesemaphoremay
give anothersemaphoreandsetthesemvariableto 1.

8. Thisconditionfails,becauseif aprocesshastakenthesemaphore,theprocessBthatgivesthesemaphore,may
give anothersemaphoremakingthesemto beequalto 1.

9. This describesthesituationwheretheprocessBhasnot yet startedgiving thesemaphores.It alsodescribes
a casewhereeachof the processeshasconsumedthe semaphore,and hascomeback to requestanother
semaphore,evenbeforeprocessBgeneratedone.

10. If thequeueis filled with thepids of process3, andprocess1in the1stand2ndlocationsrespectively, thenext
processto runwouldbetheprocesswith thepid equalto 3, asthebptr alwayspointsto thefront of thequeue.
This checksthedequeuingmodelfor its correctness.This conditionis verifiedfor all processes.

11. This conditioncheckstheenqueingmodel. It checksto seethat, if a semaphoreis in use,anda processis in
thefifoQblockedonthesemaphore,in suchacase,any otherprocessrequestingthesemaphoreis queuedinto
thenext locationin thefifoQ.

5.1.2 Mutual-Exclusion Semaphore

TheMutual-Exclusionsemaphoreis a specializedbinarysemaphoredesignedto addressissuesinherentin mutual
exclusion,includingpriority inversion,deletionsafety, andrecursive accessto resources.

0 A Mutual-Exclusionsemaphorecanonly begivenby thethreadthattakesit. This is modelledby makingsure
thatonly theprocessthattakesthesemaphoreeventuallygivesit.
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Figure 21 shows the initialization model for the mutual-exclusion semaphore,that is executedbeforeany other
model,asit hasacommittedstartlocation.Thecorrespondingenqueinganddequeuingmodelsareshown in Figures
22and23. Theinitializationmodelshown in Figure21, initializesthefront pointerfptr to 0, therearpointerbptr to
-1, andcreatesthesemaphoreby settingsemto 1.

The userapplicationshown in Figure 20 startswith requestinga semaphoreutilizing the channelsemReq. The
controlis now transferredto Figure22 to thelocationDecide. Hereoneof thethreepathsaretaken.

0 If thesemaphoreis not available,that is semis equalto 0, andtheNO-WAIT option is set,thenthecontrol
is returnedto thenext executableuserlocationin Figure20, that is, to thelocationReSpawn, via thechannel
noWait.

0 If thesemaphoreis available,andnoneof thetasksareblocked on thesemaphore,that is tasksWis equalto
0, then

– thesemaphoreis givento therequestingtaskvia thechannelsemTake,

– semis setto 0 to make it unavailable,and

– thecontrolreturnsto theuserprocessin Figure20, to thelocationSemTaken.

0 If thesemaphoreis notavailable,andtheNO-WAIT optionis setto 0, thenthetaskhasto wait.

– Thetask’s pid is now put in thefifoQ in thelocationpointedto by the fptr.

– Thenumberof tasksthatarewaiting(tasksW) is incrementedby 1.

– Thefptr is now madeto point to thenew locationbasedon its currentvalue.

OncethecontrolhasreachedthelocationSemTakenin Figure20,it impliesthattheprocesshastakenthesemaphore,
andit cannow executethe critical section. The locationCriticalSeccanbe replacedby any userspecificcritical
section.Oncetheuserprocesshasfinishedtheexecutionof thecritical sectionit hasto give away thesemaphore
beforeit canquit. Theuserprocessnow triggersa semGive!. Thecontrol is transferredto Figure23 to thelocation
Decide. Now,

0 If tasksWis equalto 0, that is noneof the tasksarewaiting for the semaphore,thenthe semaphoresemis
madeavailableby settingit to 1.

0 If therearetasksthatarewaiting for thesemaphore,that is tasksW1 0,

– In Figure23, theprocessthatis to take thesemaphorenext is decidedutilizing thebptr.

– ThetoRunvariableis updatedto containthepid of thenext processto run.

– Thetasksthatarewaitingaresignalledvia thechannelsemTake.

– ThetasksWis decrementedby 1, asoneof theprocesseshasbeendequeuedoutof thequeue.

– Thepositionof thefifoQ from wheretheprocesshasbeendequeuedis reset.

Figure24showsthetimedautomataverificationconditionsfor thebinarysemaphorewith FIFOoption.Thenumber
on the left specifiestheserialnumberof the timedautomataconditionthat is shown in Figure24. Theconditions
shown in italics aredesignedto fail theverifier test.

1. It checksto seethat thereareonly 3 processesthroughoutthedurationof thesystem.This makessurethat
noneof theprocessesmodify thesystemparameters.
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bptr:=0,
fptr:=-1,
sem:=1

Figure21: Initializationof FIFOMutual Exclusionsemaphore

StartQueing Decide

a

bc

semReq?

sem==1,
tasksW==0
sem:=0

sem==0,
NO_WAIT==0

tasksW:=tasksW+1,
fifoQ[bptr]:=pid

bptr:=(bptr==noofProcesses-1?0:bptr+1)

sem==0, NO_WAIT==1noWait!

semTake!

Figure22: Enqueingmodelfor FIFOMutual Exclusionsemaphore

a

Decide c

semGive?

fptr:=(fptr==noofProcesses-1?0:fptr+1),
            toRun:=fifoQ[fptr]

tasksW>0

semTake!

tasksW:=tasksW-1,
fifoQ[fptr]:=0

tasksW==0

sem:=1

Figure23: Dequeuingmodelfor FIFOMutual Exclusionsemaphore
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2. This conditionchecksfor starvation of theprocessesfor thesemaphores.It checksto seethat,on all paths,
if theprocess1hasreachedthelocationReqSem, it will eventuallyreachthelocationSemTaken. It statesthat
if process1hasrequestedthesemaphore,it will eventuallyget it. Similarly, it canbeshown for all theother
processesin thesystem.

3. Onall thepaths,if aprocesshasreachedthelocationStartProcessit will eventuallyreachthelocationReqSem.

4. On all the paths,if a processhasreachedthe locationSemTaken it will eventuallyreachthe locationCriti-
calSec.

5. Onall thepaths,if aprocesshasreachedthelocationCriticalSecit will eventuallyreachthelocationReSpawn.

6. On all thepaths,if a processhasreachedthelocationReSpawnit will eventuallyreachthelocationStartPro-
cess.

Theconditions2, 3, 4, 5, and6 checkfor theabsenceof deadlocksin eachof theprocesses.They have been
verifiedfor all theotherprocessesaswell.

7. Onall thepossiblepaths,if aprocesshasenteredthecritical sectionin thelocationCriticalSec, thesemaphore
is not available. A processcan enterthe critical sectiononly if it getsthe semaphore,in sucha casethe
semaphoreis notavailableto theotherprocesses.

8. Onall thepossiblepaths,if aprocessreachesthelocationSemTaken, thesemaphoreis notavailable.A process
model,onceit reachesthe locationSemTaken, it would have taken the semaphore,so the semaphoreis not
availableto any otherprocessthatis requestingit.

9. Thereexistsapath,whereboththeprocess1andprocess2, or process2andprocess3, or process3andprocess1
have enteredthecritical section,that is they areeitherin thelocationsReqSemor CriticalSec. This condition
fails asonly oneprocesscanexist in thecritical sectionatany pointof time.

10. Thereexistsa path,whereall thethreeprocesseshave requestedthesemaphores,andarewaiting for it. This
conditionfails,astherecannotbea casewhereall thethreeprocessesarewaiting for thesemaphore,because
at leastoneof themhasto getthesemaphore.

11. This conditionverifiesthat thefifoQis never holdingany processesin it waiting for thesemaphores.This is
valid whenNO WAIT is setto 1.

12. This conditionis valid only whenNO WAIT is setto 1. It implies that, if a processis in thecritical section,
any otherprocessrequestingthesemaphorewill reachthenext valid executablelocationReSpawn. A waiting
variableis setwhenthe requestis made,andit is resetwhenthenoWait channelis used.Whenthecontrol
reachesthelocationReSpawnthroughthenoWait channel,thewaiting variablehasto besetto 0.

13. If a processhasenteredtheNoWait location,it impliesthat thesemaphoreis not available. TheReqSemis a
committedlocation,sotheprocesshasto eithergetthesemaphore,or it hasto go to theNoWait location.The
processcanenterthelocationonly if thesemaphoreis notavailableandtheNO WAIT optionis set.

14. This conditionverifiesthedequeuingmodel. It is similar to the conditionverified in thecaseof the binary
semaphore.

15. This conditioncheckstheenqueingmodel. It checksto seethat, if a semaphoreis in use,anda processis in
thefifoQblockedonthesemaphore,in suchacase,any otherprocessrequestingthesemaphoreis queuedinto
thenext locationin thefifoQ.
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and fifoQ[2] == 3 imply (fifoQ[2]==3 and fifoQ[0]==2)))

and fifoQ[0] == 3 imply (fifoQ[0]==3 and fifoQ[1]==2)) or

and fifoQ[1] == 3 imply (fifoQ[1]==3 and fifoQ[2]==2)) or

( (process1.SemTaken or process1.CriticalSec) and process2.ReqSem and EnqueSems.b 

  ( (process1.SemTaken or process1.CriticalSec) and process2.ReqSem and EnqueSems.b 

15.    A[] ( ((process1.SemTaken or process1.CriticalSec) and process2.ReqSem and EnqueSems.b

(Verified for all processes)

(Verified for all processes)

(Verified for all processes)

(Verified for all processes)

(Verified for all processes)

(Verified for all processes)

(Verified for all processes)
1.     A[] noofProcesses==3

3.     process1.StartProcess −−> process1.ReqSem

4.     process1.SemTaken −−> process1.CriticalSec

5.     process1.CriticalSec −−> process1.ReSpawn

6.     process1.ReSpawn −−> process1.StartProcess

7.     A[] (process1.CriticalSec imply sem==0)

8.     A[] (process1.SemTaken imply sem==0)

2.     process1.ReqSem −−> process1.SemTaken         

10.    E<> process1.ReqSem and process2.ReqSem and process3.ReqSem

11.    A[](fifoQ[0] == 0 and fifoQ[1] == 0 and fifoQ[2] == 0).     

9.     E<> (((process1.CriticalSec or process1.SemTaken) and (process2.CriticalSec or process2.SemTaken)) 

                    (( (process1.CriticalSec or process1.SemTaken)  and (process3.CriticalSec or process3.SemTaken)) 

                    ((process3.CriticalSec or process3.SemTaken)  and (process2.CriticalSec or process2.SemTaken)))

12.     A[]( ( (process1.SemTaken or process1.CriticalSec) and process2.ReSpawn) 

13.      A[] (process1.NoWait or process2.NoWait or proess3.NoWait imply sem==0)

(Valid for NO_WAIT = 1)

(Valid for NO_WAIT = 1)

(Valid for NO_WAIT = 1)

(Verified for all processes)

                        imply process2.waiting == 0)

14.     A[] (( fifoQ[0]==0 and fifoQ[1]==3 and fifoQ[2]==1 and bptr == 1and DequeSems.c
                   imply (toRun == 3))                                                   (Verified for all processes)

Figure24: TCTL verificationconditionsfor theFIFO MutualExclusionsemaphore
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StartProcess

ReqSem

SemTaken

CriticalSec reSpawn

semReq!
pid:=me,
toRun:=me

semTake?
toRun==me

semGive!

Figure25: Userapplicationutilizing thePriority semaphore

TheUPPAAL modelfor semaphoreswith thepriority option is similar to that of themutualexclusionsemaphore
with theFIFOoption.Thepid of theprocessis utilizedasthepriority of theprocess.Thelowerthepid is, thehigher
thepriority. Figure25 shows theUPPAAL modelof theuserapplicationthat is requestingthepriority semaphore.
Figure26 shows theinitialization routinewhere,

0 the fptr is initialized to 0,

0 thesemaphoresemis initialized to 1,

0 we do notneedabptr here,asthedequeuingis doneutilizing thepriority of theprocesses,and

0 thefifoQ is filled with avery largenumber.

Theenqueingmodelshown in Figure27 is similar to theonefor themutualexclusionsemaphorewith FIFOoption.
In thedequeuingmodelin Figure28,

0 if the tasksWis equalto 0, that is noneof thetasksarewaiting, thesemaphoresemis setto 1, andthemodel
exits.

0 if not,

– Thenext processto run is identifiedbasedon thepriority of theprocessesthatarein thequeue.

– At the locationDecide, all theprocesspids arechecked to decidetheprocesswith thehighestpriority,
andthe toRunvariableis initializedwith it.

– Thecorrespondinglocationin thefifoQ from wheretheprocessis dequeuedis setto avery largenumber.

– As a taskis dequeued,the tasksWvariableis decrementedby 1.

– A signalis sentto thewaiting usermodelvia thechannelsemTake allowing it to grabthesemaphore.

Figure25 illustratestheusermodelthatutilizesthesemaphorewith Priority option. It is similar to themodelof the
threadutilizing amutualexclusionsemaphoreasshown in Figure20.

Figure29 shows thetimedautomataverificationconditionsthatarerelevant for thesemaphorewith priority option.
Thenumberon the left specifiestheserialnumberof thetimedautomataconditionthat is shown in Figure29. All
theconditions,unlessshown in italics,aredesignedto passtheverifier testfor satisfiability.
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StartInit

b

EndInit

bptr:=0,
sem:=1,
i:=0

fifoQ[i] := 100,
i:=i+1

i<=noofProcesses-1

i==noofProcesses

Figure26: Initializationof aPriority semaphore

semReq?

sem==1,
tasksW==0

sem:=0

sem==0

tasksW:=tasksW+1,
fifoQ[bptr]:=pid

semTake!

bptr:=(bptr==noofProcesses-1?0:bptr+1)

fifoQ[bptr]==100

fifoQ[bptr]<100
bptr:=(bptr==noofProcesses-1?0:bptr+1)

Figure27: Enqueingof taskswaiting for thePriority semaphore

a

Decide c

semGive?

fifoQ[j]:=100

i==noofProcesses

semTake!
tasksW:=tasksW-1

j:=(fifoQ[i]<toRun?i:j),
toRun:=(fifoQ[i]<toRun?fifoQ[i]:toRun),
i:=i+1

i<=noofProcesses-1

i:=0,
toRun:=100

tasksW>0

tasksW==0

sem:=1

Figure28: Dequeuingof tasks,Priority semaphore
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2.    process1.ReqSem −−> process1.SemTaken 

1.    A[] noofProcesses == 3

3.    process3.ReqSem −−> process3.SemTaken

4.    process1.StartProcess −−> process1.ReqSem

5.    process1.SemTaken −−> process1.CriticalSec

6.    process1.CriticalSec −−> process1.ReSpawn

7.    process1.ReSpawn −−> process1.StartProcess

8.    A[] (process1.CriticalSec imply sem == 0)

(Verified for process1 and process2)

(Verified for all processes)

(Verified for all processes)

(Verified for all processes)

(Verified for all processes)

(Verified for all processes)

9.    E<> (( (process1.SemTaken or process1.CriticalSec) and (process2.SemTaken or process2.SemTaken)) or

               ((process1.SemTaken or process1.CriticalSec) and (process3.SemTaken or process3.SemTaken)) 

               ((process2.SemTaken or process2.CriticalSec) and (process3.SemTaken or process3.SemTaken)))

11.   A[] ((process1.ReqSem and (process3.reSpawn or process3.Startprocess) and DequeSems.c) 

 imply (toRun==1))

10.    A[] ((process1.ReqSem and process2.ReqSem and (process3.reSpawn or process3.StartProcess) 

and DequeSems.c) imply (toRun==1))

12.   A[] ((process2.ReqSem and process3.ReqSem and (process1.reSpawn or process1.StartProcess)

and DequeSems.c) imply (toRun==2))

and DequeSems.c imply (toRun==1))

13.   A[] ((process1.ReqSem and process3.ReqSem and (process2.reSpawn or process2.StartProcess)

14.     A[] ( ((process1.Semtaken or process1.CriticalSec) and process2.ReqSem and EnqueSems.b
                             and fifoQ[0] == 3 imply (fifoQ[0] == 3 and fifoQ[1]==2)) or

                ((process1.Semtaken or process1.CriticalSec) and process2.ReqSem and EnqueSems.b

                             and fifoQ[1] == 3 imply (fifoQ[1] == 3 and fifoQ[2]==2)) or

                ((process1.Semtaken or process1.CriticalSec) and process2.ReqSem and EnqueSems.b
                             and fifoQ[2] == 3 imply (fifoQ[2] == 3 and fifoQ[0]==2)) or

Figure29: TCTL conditionsfor thepriority semaphore
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1. It checksto seethat thereareonly 3 processesthroughoutthedurationof thesystem.This makessurethat
noneof theprocessesmodify thesystemparameters.

2. This conditionchecksfor starvationof theprocessesfor thesemaphores.It checksto seethat,on all paths,if
theprocess1hasreachedthelocationReqSem, it will eventuallyreachthelocationSemTaken. It statesthatif
process1hasrequestedthesemaphore,it will eventuallygetit. Similarly, it canbeshown for theprocess2.

3. If process3hasreachedthelocationReqSem, it will not alwaysget thesemaphore,asit is thelowestpriority
process.It mayhappenthat,evenbeforeit getsthesemaphore,thehigherpriority processesmayrequestthe
semaphore,henceit getsstarved.So,this conditionfails.

4. On all the paths,if a processhasreachedthe location StartProcess, it will eventually reachthe location
ReqSem.

5. On all thepaths,if a processhasreachedthe locationSemTaken, it will eventuallyreachthe locationCriti-
calSec.

6. On all the paths, if a processhas reachedthe location CriticalSec, it will eventually reachthe location
ReSpawn.

7. On all thepaths,if aprocesshasreachedthelocationReSpawn, it will eventuallyreachthelocationStartPro-
cess.

Theconditions2, 4, 5, 6, and7 checkfor theabsenceof deadlocksin process1. They have beenverifiedfor
process2.

8. Onall thepaths,if aprocesshasenteredthelocationCriticalSec, it impliesthatthesemaphoreis notavailable.

9. Therecannotexist a pathwheremore thanoneprocesshasenteredthe locationSemTaken or the location
CriticalSec, as,it meansthatmorethanoneprocesshastakenthesemaphore.

10. If theprocess1is requestingthesemaphore,thenext oneto run is process1.

11. If theprocess1andprocess2arerequestingthesemaphores,thenext oneto run is process1, asprocess1has
gothigherpriority thantheotherwaiting process(process2).

12. If theprocess2andprocess3arerequestingthesemaphores,andprocess1is not requestingthesemaphore,the
next oneto run is process2, asprocess2hasgothigherpriority thantheotherwaitingprocess(process3).

13. If theprocess1andprocess3arerequestingthesemaphores,andprocess2not requestingthesemaphore,the
next oneto run is process1, asprocess1hasgothigherpriority thantheotherwaitingprocess(process3).

14. This conditionverifiestheenqueingmodelof thesemaphore.It is similar to theconditionthat is shown for
thebinarysemaphore.

The Figures30, 31, and32 specify the initialization routine, the userapplication,and the mechanismutilized to
processthetimeoutfor asemaphorethatis initializedwith aTIMEOUT option.ThetimeoutvaluetimeOutspecifies
how long the userprocesscanwait in the locationReqSemfor the semaphore,beforeit canproceedto the next
executablelocation.Eachprocessmodelis got a clock associatedwith it, in orderto specifytime. Theprocessthat
requeststhesemaphoregetsblockedat thelocationReqSem. It canwait at thelocationaslong asits clock variable
x is lessthanthe timeOutVal assetby theuserin the initialization routinein Figure30. Oncetheclock variablex
reachesthetimeoutvalue,the timingOutchannelis triggered,andthecontrol reachesFigure32. Here,theprocess
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a

b

bptr:=0,
fptr:=-1,
sem:=1,
timeOutVal :=10

Figure30: Initialization of asemaphorewith TIMEOUT option)

ReqSem SemTaken CriticalSec ReSpawn

semReq!
pid:=me,
toRun:=me,
x:=0

semTake?

toRun==me

NO_WAIT==1 noWait?

semGive!

timingOut! toutMe := meTIMEOUT==1, x == timeOutVal

Figure31: UserApplicationwith TIMEOUT option

timingOut?

i:=0

i<=noofProcesses-1

fifoQ[i]:=((fifoQ[i] == toutMe)?-1:fifoQ[i]),
i++

tasksW--

i==noofProcesses

Figure32: FigureIllustratingTIMEOUT Mechanism
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4.     process1.StartProcess −−> process1.ReqSem(Verified for all processes)

(Verified for all processes)

(Verified for all processes)

(Verified for all processes)

(Verified for all processes)

1.     A[] noofProcesses==3

2.     process1.ReqSem −−> process1.SemTaken         (Verified for all processes)

5.     process1.SemTaken −−> process1.CriticalSec

6.     process1.CriticalSec −−> process1.ReSpawn

8.     A[] (process1.CriticalSec imply sem==0)

9.     A[] (process1.SemTaken imply sem==0

3.     process1.ReqSem −−> process1.ReSpawn      (Verified for all processes)

7.     process1.ReSpawn −−> process1.StartProcess(Verified for all processes)

10.    E<> process1.ReqSem and process2.ReqSem and process3.ReqSem

                 imply (fifoQ[0] == 1 or fifoQ[1] ==1))

11.    A[] (sem == 0 and process1.ReqSem and process1.x < timeOutval

(Verified for all processes)

12.    A[] (process1.x > timeOutVal imply not process1.ReqSem)

(Verified for all processes)

Figure33: Verificationconditionsfor semaphorewith TIMEOUT option
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issuingthe timingOut is dequeuedfrom the fifoQ, andthe fptr and tasksWareupdated.All the othermodelsare
similar to theothersemaphoremodelsdiscussedpreviously.

TheFigure33 specifiestheverificationmechanismsfor thesemaphorewith theTIMEOUT option. Theconditions
aredesignedto passtheverifier testfor satisfiability, exceptthoseshown in italics.

1. This conditionchecksto seethat thenumberof processesin thesystemis alwaysequalto 3. It makessure
thatthesystemparametersarenotmodifiedby themodel.

2. This conditionchecksto seethatif theprocesshasrequestedthesemaphore,it will eventuallygetit. But due
to thetimeoutmechanismthis is notpossible.Hence,this conditionfails.

3. On all paths,if a condition hasreachedthe location ReqSem, it eventually reachesthe location ReSpawn.
The processcango eitherthroughthe critical section,or if its timeoutclock expires, it will go throughthe
timingOutchannel.

4. On all the paths,if a processhasreachedthe location StartProcess, it will eventually reachthe location
ReqSem.

5. On all thepaths,if a processhasreachedthe locationSemTaken, it will eventuallyreachthe locationCriti-
calSec.

6. On all the paths, if a processhas reachedthe location CriticalSec, it will eventually reachthe location
ReSpawn.

7. On all thepaths,if aprocesshasreachedthelocationReSpawn, it will eventuallyreachthelocationStartPro-
cess.

Theconditions3, 4, 5, 6, and7 checkfor theabsenceof deadlocksin eachprocessmodel.

8. This conditionimpliesthat,if aprocesshasenteredthecritical section,thesemaphoreis notavailable.

9. Thisconditionverifiesthat,if thesemaphoreis takenby aprocess,thenit is notavailableto any otherprocess.

10. Thisconditionchecksto seethat,all theprocessescannotbewaitingin thelocationReqSemfor thesemaphore,
asatleastoneof themshouldhave got it.

11. For all the paths,if the semaphoreis not available,andthe process1hasrequestedthe semaphore,andthe
valueof theclock variableis lessthanthetimeOutval, in suchacasetheuserprocessis presentin thefifoQ.

12. For all the paths,if the clock variableprocess1.xhasreacheda value that is greaterthan the timeOutVal
specified,theprocesshasto leave theReqSem. This conditionis verifiedfor all theprocesses.

5.1.3 Counting Semaphore

A CountingSemaphorekeepstrack of the numberof times a semaphoreis given. It is optimizedfor guarding
multiple instancesof a resource.It impliesthatmultiple instancesof thesamesemaphoreexist atany point of time.
Thiscanbeachievedin thecurrentcontext by modifying thesemin Figure13declarationto containvaluesranging
from 0 to the numberof countingsemaphoresthat are available. CountingSemaphoreswith FIFO/Priority and
NO-WAIT/WAIT-FOR-EVER/Timeoutoptionshave beenmodelledon similar linesastheabove mechanisms.

Figure34 shows theuserapplicationrequestingthecountingsemaphore.Figure35 shows the initialization model
for thecountingsemaphore.Here,
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StartProcess ReqSem SemTaken CriticalSec ReSpawn
semReq!

pid:=me,
toRun:=me

semTake?
toRun==me

semGive!

Figure34: UserapplicationwhichutilizestheCountingsemaphore

0 Thefptr andthebptr areinitialized to 0 and-1 respectively.

0 Thesemvariableis initialized to 2 indicatingthenumberof countingsemaphoresthatareavailable.

Figure36 shows theenqueingmodelfor thecountingsemaphore.It is quitesimilar to theotherenqueingmodels.

0 Whenever a semaphoreis allocated,thesemvariableis decrementedby 1, unlike thepreviouscases,whereit
wasreset.

Figure37 shows the dequeuingmodelfor the countingsemaphore.It is quite similar to the previous models,the
differencebeing,

0 Whenever a semaphoreis given,andthereareno taskswaiting for thesemaphore,thesemis incrementedby
1.

0 Whenever asemaphoreis given,andtherearetaskswaiting for it, themosteligible taskis signalledto take it,
justasin thepreviousdequeuingmodels.

Figure38 shows the timed automataverification conditionsfor the countingsemaphorewith FIFO option. The
following paragraphbriefly describesthe timed automataconditionsshown in Figure38. The numberon the left
specifiesthe serialnumberof the timed automataconditionthat is shown in Figure38. The conditionsshown in
italics aredesignedto fail theverifier test.All theotherpropertiesaredesignedto satisfytheverifier test.

1. It checksto seethat thereareonly 4 processesthroughoutthe durationof the system.This make surethat
noneof theprocessesmodify thesystemparameters.

2. This conditionchecksfor starvation of theprocessesfor thesemaphores.It checksto seethat,on all paths,
if theprocess1hasreachedthelocationReqSem, it will eventuallyreachthelocationSemTaken. It statesthat
if process1hasrequestedthesemaphore,it will eventuallyget it. Similarly, it canbeshown for all theother
processesin thesystem.

3. On all the paths,if a processhasreachedthe location StartProcess, it will eventually reachthe location
ReqSem.

4. On all thepaths,if a processhasreachedthe locationSemTaken, it will eventuallyreachthe locationCriti-
calSec.

5. On all the paths, if a processhas reachedthe location CriticalSec, it will eventually reachthe location
ReSpawn.
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StartInit

EndInit

fptr:=0,
bptr:=-1,
sem:=2

Figure35: Initialization of aCountingsemaphore

a b

c

semReq?

sem>0,
tasksW==0

sem:=sem-1

sem==0

tasksW:=tasksW+1,
fifoQ[fptr]:=pid

semTake!

fptr:=(fptr==noofProcesses - noofSemaphores - 1?0:fptr+1)

Figure36: Enqueingof taskswaiting for theCountingsemaphore

a

Decide c

semGive?

bptr:=(bptr==noofProcesses - noofSemaphores - 1?0:bptr+1),
       	     toRun:=fifoQ[bptr]

tasksW>0

semTake!
tasksW:=tasksW-1,
     fifoQ[bptr]:=0

tasksW==0

sem:=sem+1

Figure37: Dequeuingof tasks,Countingsemaphore
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1.    A[] noofProcesses == 4

2.    process1.ReqSem −−> process1.SemTaken 

3.    process1.StartProcess −−> process1.ReqSem

4.    process1.SemTaken −−> process1.CriticalSec

5.    process1.CriticalSec −−> process1.ReSpawn

6.    process1.ReSpawn −−> process1.StartProcess

7.    A[](process1.SemTaken or process1.CriticalSec imply process1.takenSem==1)

(Verified for all processes)

(Verified for all processes)

(Verified for all processes)

(Verified for all processes)

(Verified for all processes)

8.    A[](process1.takenSem + process2.takenSem + process3.takenSem + process4.takenSem

(Verified for all processes)

<= noofSemaphores)

Figure38: TCTL conditionsfor thecountingsemaphore

6. On all thepaths,if aprocesshasreachedthelocationReSpawn, it will eventuallyreachthelocationStartPro-
cess.

Theconditions2, 3, 4, 5, and6 checkfor theabsenceof deadlocksin thesystem.They canbeextendedto all
theotherprocesses.

7. On all thepaths,if theprocesshasenteredthecritical section,that is, it is currentlyin thelocationSemTaken
or in CriticalSec, it impliesthatthevariabletakenSemis setto 1.

8. On all the paths,the numberof processesin the critical section,is always lessor equalto the numberof
semaphoresavailable.

5.2 MessageQueues

Messagequeueshave beendevelopedutilizing thesemaphoremodels.A messagequeueconsistsof a queueinto
which themessagesareplaced. If themessagequeueis full, any tasktrying to write to themessagequeuehasto
beblocked till a next freelocationis availablein thequeue.If themessagequeueis empty, any tasktrying to read
themessagequeueis blockedtill atleastonelocationin thequeueis filled up. To simulatemessagequeuesweneed
threequeues,oneto storethemessages,onequeueto storethewriter processesthatareblocked,andonequeueto
storethereaderprocessesthatareblocked.

Therequireddeclarationsfor a messagequeueareshown in Figure39. ThechannelsmsgReq, msgGive, msgTake,
msgPut, msgReqPut, andmsgIsPutareutilized to request,write, andreadthemessages.ThenoofProcessesis the
numberof processesthatarecurrentlyactivein thesystem.msgQis thequeueto holdthemessages.mbptrandmfptr
aretherearandfront pointersof themessagequeuemsgQ. ThefifoQG is theFIFO queueto hold theprocessesthat
areblocked,andwaitingto readthemessagesfrom themessagequeue.gbptrandgfptr aretherearandfront pointers
of thefifoQG. ThefifoQP is theFIFOqueueto hold theprocessesthatareblocked,waiting to write messagesto the
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//Insert declarations of global clocks, variables, constants and channels.

urgent chan msgReqPut;

urgent chan msgReq, msgGive, msgTake, msgPut, msgIsPut;                   //signals to request, give and take semaphores

urgent chan msgQFreed, msgRdy;

int[0,1] msgQ[buffSize];                                                                                //the msgQ that holds the message

const noofProcesses 2;                                                                                 //Number of Processes

int fifoQG[noofProcesses];                                                                           //FIFO Queue to hold the waiting processes Getting Msgs
int fifoQP[noofProcesses];                                                                           //FIFO Queue to hold the waiting processes Putting Msgs

int gfptr, gbptr;                                                                                               //Front Pointer and Back Pointer of the FIFOQ

int mbptr, mfptr;                                                                                             //Front and Back Pointer of the msgQ

int pfptr, pbptr;                                                                                               //Front and back Pointers of the FIFOQP

int toRunP;                                                                                                      //Next Process to Run

int tasksWp;                                                                                                  //Number of tasks waiting to put message
int tasksWg;                                                                                                  //Number of tasks waiting to get message 

int toRunG;                                                                                                     //Next Process to Run

int pid;                                                                                                            //indicates the Process Id

const NO_WAIT_G 1;                                                                                //Option to set the block/unblocking property

const buffSize 2;                                                                                             //Message Q Size

Figure39: UPPAAL Model illustratingthedeclarationsnecessaryfor aMessageQueue
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StartInit

EndInit

gfptr:=0,
gbptr:=-1,

mbptr:=0,
mfptr:=0,

pfptr:=0,
pbptr:=-1

Figure40: Initializationof aMessageQueue

StartMsgPut PutMesg MsgPut MsgIsPut

pid:=me,
toRunP:=me

msgReqPut!

toRunP==me

msgPut?

Figure41: UPPAAL Model illustratingawriter taskin theMessageQueueModels

StartProcess ReqMsg GotMsg
msgReq!

pid:=me,
toRunG:=me

msgTake?

toRunG==me

Figure42: UPPAAL Model illustratinga readertaskin theMessageQueueModels
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messagequeue.pbptr andpfptr aretherearandfront pointersof thefifoQP. The tasksWgindicatesthenumberof
threadsthatarewaiting to getthemessagesfrom themessagequeue.It indicatesthetotal numberof readerthreads
thatareblocked. The tasksWpindicatesthenumberof threadsthatarewaiting to put themessagesto themessage
queue.It indicatesthetotalnumberof writer threadsthatareblocked. toRunGcontainsthepid of thereaderprocess
thatis dueto runnext. toRunPcontainsthepid of thewriter processthatis dueto runnext. TheNO-WAIT variable
canbeutilized to settheNO-WAIT or WAIT-FOR-EVERoption.

Theinitialization modelfor a messagequeueis shown in Figure40. It initializesthefront andtherearpointersfor
all thequeuesutilized, namelymsgQ, fifoQGandfifoQP. Theuserprocessthat readsa messagefrom themessage
queueis shown in Figure42. Theuserprocessthatwritesamessageto themessagequeueis shown in Figure41. The
processin Figure42 initially makesarequestfor themessagevia thechannelmsReq. Thecontrolis now transferred
to themodelin Figure44 to thelocationDecide. Now, if themessagequeueis notempty,

2 Thecontrol is transferredto thelocationUpdatembptr.

2 Themessageis readfrom themessagequeue,andthecorrespondinglocationin themsgQis setfreeby setting
it to 0.

2 Thembptr is madeto point to thenext availablelocation.

2 Theuserprocessis signaledvia msgTake, andthecontrolreturnsto theuserprocessin Figure42.

2 Whenat thelocationDecidein Figure44,asthedatais read,aslot is setfreein themsgQ. So,any threadthat
is waiting to write to thesharedlocationhasto benow signalled,sothat it canwrite to thenew locationthat
wassetfree.This is donevia thechannelmsgQFreed.

2 ThroughthechannelmsgQFreed, thecontrolgetstransferredto thelocationDecidein Figure45. Now,

– If thetasksWpis equalto 0, that is thereareno blockedwriter threads,thecontroljust returns.

– If tasksWpis greaterthan0, thatmeansthereareblockedwriter tasks.
3 Oneamongthesesetof blockedthreadshasto signalled.This is donevia thechannelmsgPut.
3 Thenext threadto run is identifiedby thepbptr, andthe toRunPvariableis updatedto containthe

processid or pid of thenext writer processto run.
3 Themessagequeueis now writtento by makinguseof themfptrafterwhich,mfptr itself is updated.
3 Thenumberof writer tasksthatarewaiting, thatis tasksWpis decrementedby 1.

Alternatively, if themessagequeueis empty,

– Control is transferredto thelocationUpdategfptr.

– Thereaderprocessis queuedin thefifoQGutilizing its pid, andthegfptr is updated.

– ThetasksWgis incrementedby 1, to denotethatthereexistsareaderprocessthatis blockedin thequeue
fifoQG.

Theuserprocessthatwritesamessageto themessagequeuemsgQis shown in Figure41. It initially makesarequest
to placea messagein themessagequeuevia thechannelmsgReqPut. Thecontrolis now transferredto Figure43 to
thelocationDecide. Now,

2 if any of theslotsin themessagequeuearefree,

– Control is transferredto thelocationUpdatemfptr.
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Decide

Updatepfptr

Updatemfptr

msgReqPut?

msgQ[mfptr]==0
msgRdy!

msgQ[mfptr]:=1

msgPut!

mfptr:=(mfptr==buffSize-1?0:mfptr+1)

msgQ[mfptr]==1

tasksWp:=tasksWp+1,
fifoQP[pfptr]:=pid

pfptr:=(pfptr==noofProcesses-1?0:pfptr+1)

Figure43: Enqueingmodelfor writer tasks

a

Decide

Updatembptr

Updategfptr

e

msgReq?

msgQ[mbptr]==1
msgQFreed!

msgQ[mbptr]:=0

msgQ[mbptr]==0

tasksWg:=tasksWg+1,
fifoQG[gfptr]:=pid

msgTake!

mbptr:=(mbptr==buffSize-1?0:mbptr+1)

gfptr:=(gfptr==noofProcesses-1?0:gfptr+1)

Figure44: Enqueingmodelfor readertasks
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Decide

SignalWriter

msgQFreed? tasksWp>0

pbptr:=(pbptr==noofProcesses-1?0:pbptr+1),
toRunP:=fifoQP[pbptr]

tasksWp:=tasksWp-1,
msgQ[mfptr]:=1,
mfptr:=(mfptr==buffSize-1?0:mfptr+1),
fifoQP[pbptr]:=0

msgPut!

tasksWp==0

Figure45: Dequeuingmodelfor writer tasks

Decide

SignalReader
msgRdy? tasksWg>0

gbptr:=(gbptr==noofProcesses-1?0:gbptr+1),
toRunG:=fifoQG[gbptr]

msgTake!

tasksWg:=tasksWg-1,
msgQ[mbptr]:=0,
mbptr:=(mbptr==buffSize-1?0:mbptr+1),
fifoQG[gbptr]:=0

tasksWg==0

Figure46: Dequeuingmodelfor readertasks

1.    A[] not deadlock

7.     A[] (fifoQG[0]==2 and fifoQG[1]==1 and msgQ[0]==1 and gbptr == 0 imply toRunG==2)

2.     E<> ((msgQ[0]==0 or msgQ[1]==0) and (fifoQP[0]==1 or fifoQP[1]==1))

4.     A[]( (fifoQP[0]==1 or fifoQP[1]==1) imply (msgQ[0]==1 and msgQ[1]==1) )

5.     A[] ((msgQ[0]==0 and msgQ[1]==0) imply (fifoQP[0]==0 and fifoQP[1]==0))

6.     A[] ((msgQ[0]==1 or msgQ[1]==1) imply (fifoQG[0]==0 and fifoQG[1]==0))

8.     A[] (fifoQP[0]==4 and fifoQP[1]==5 and pbptr == 0 imply toRunP==4)

9.    A[] (msgQ[0]==1 and msgQ[1]==1 and mbptr == 0 and MsgGet.Updategfptr imply msgQ[0]==0)

3.     E<> ((msgQ[0]==1 or msgQ[1]==1) and (fifoQG[0]==1 or fifoQG[1]==1))

Figure47: TimedAutomataverificationconditionsfor theMessageQueue
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– themessageis placedin themessagequeueandthemfptr is updated.

– At thesametime any taskthatis waiting for theto readthemessagehasto besignalledvia msgRdy.

– Whensignalledvia thechannelmsgRdy, thecontrol is transferredto Figure46.

– Utilizing thegbptr andthefifoQG, thenext readerprocessis decided,andsignalledvia msgTake.

2 if themessagequeueis filled up, thewriter processis queuedup in thefifoQP, andthepfptr is updated.

Figure47 shows thetimedautomataverificationconditionsthatarerelevant for theMessageQueue.Thefollowing
paragraphdescribesthetimedautomataconditionsshown in Figure47. Thenumberon the left specifiestheserial
numberof the timed automatacondition that is shown in Figure47. All the conditionsaredesignedto passthe
verifier testfor satisfiability, exceptthoseshown in italics.

1. It checksfor absenceof deadlocks. The model hasto be free from deadlocksto make sure that it runs
uninterrupted.

2. This conditionchecksfor the casewhere,the messagequeuehasgot emptyslots,but the writer processes
have gotqueuedinto thefifoQP. This is anerrorcondition.

3. This conditionchecksfor thecasewherethemessagequeuehasgot messages,but thereaderprocesseshave
gotqueuedin thefifoQG.

4. Whenever thefifoQP is got tasksthatarewaiting for theslotsin themessagequeue,it implies thatmessage
queueis full.

5. Theabsenceof messagesin themessagequeueimpliesthat,any taskthatwishesto write amessagecanwrite
to thequeuewithoutgettingblockedin thefifoQP. So,for all thepaths,whenever themessagequeueis empty,
thefifoQP is empty.

6. Whenever, a messageis presentin the messagequeue,the readerprocessescanreadthe messagewithout
blockingin thefifoQG. So,whenever thereexist any messagesin themessagequeue,thefifoQG is empty.

7. If theprocess2is queuedin thefifoQG[0], andtheprocess1in thefifoQG[1], andthemsgQ[0] is 1, thegbptr
is 0, thenext readerprocessto runwouldbeprocess2. Thisconditionmakessurethatthedequeuingmodelat
thereaderendworksasintended.Theconditioncanbecheckedfor othercombinationsaswell.

8. It is similar to thepreviouscondition,but it is for writer processes,soit checksthefifoQP. It makessurethat
thedequeuingmechanismat thewriter endworksasintended.

9. If the msgQis filled in the locations0 and1, thenoncethe messageis readat the locationUpdategfptr in
Figure44, themsgQ[0] is readfirst. This follows theFIFO propertyof themessagequeue.

All theabovemechanismsaremadeavailableastemplatessothattheusercanusethemto constructhisown models
from thesetemplates.

5.3 Modelling a UserProgram in UPPAAL

The given real-timesystemis mappedinto a finite statemachinewith the help of timed automatato verify its
correctness,andto detectthepresenceof raceconditions.UPPAAL is anintegratedtool environmentfor modelling,
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validationandverificationof real-timesystemsmodelledasnetworks of timed automata.Hence,it facilitatesthe
developmentof a real-timesystemin termsof its timedautomatanetwork models.

Utilizing ourUPPAAL templatestheusercanmodelhistasksasdescribedby themodellingof theexamplein Figure
48. Figure48shows two threadsThread-AandThread-Beachwith two local variablesvar-A andvar-B, two shared
variablesBuf-A andBuf-B. It is a simplecodewherethe two threadscommunicatewith eachothervia the global
variablesBuf-AandBuf-A. Thecodeutilizesasemaphoreto build thecritical section.

Thefollowing stepsneedto betakeninitially:

2 Identify theshareddataitemsbetweenthedifferentthreads.

2 Identify theinterprocesscommunicationmechanismsthatareutilizedby thethreadsfor communication.

2 Identify thesynchronizationmechanismsutilized.

2 Basedon the type of communicationmechanismutilized, the usercanimport any of our templatesinto his
modelto do themodellingof his task.

For exampleconsiderFigure48,it consistsof two threadsthread-Aandthread-B.Thetwo threadssharethecommon
variablesBuf-A andBuf-B. The critical sectionfor eachof the threadsis modelledutilizing a semaphore.Each
threadtakesthesemaphorebeforeenteringthecritical section,andreturnsit whenexiting it. In orderto modelthis
taskon UPPAAL onehasto initially modelthesemaphoresto build thecritical section.But sincethesemaphores
arealreadymodelled,theusercanimport our templatesalongwith their declarationsandreusethem. Figures49
and50 illustratehow theuserthreadsshown in Figure48 canbemodelled.

WheneveraprocessrequestsasemaphoretheUPPAAL modelutilizedwill besimilarto thatshown in Figure20with
theregion in betweenthelocationsSemTakenandCriticalSecbeingthecritical section.ThelocationCriticalSeccan
bereplacedby theuserlevel codeof thecritical section.In Figure48,thread-Aandthread-Bcontaincritical sections
thatareprotectedby thesemaphoresem. This part is includedon theedgein betweenthelocationsSemTakenand
CriticalSecasshown in Figures49 and50.

In this examplewe have concentratedon modellingthecritical section.But themodelis extendablein otherdirec-
tions. If thereexistscodeotherthanthecritical section,in sucha case,it canbe insertedon theedgesbeforethe
locationReqSemor afterthelocationReSpawn.

5.4 RaceCondition Verification by utilizing UPPAAL

Thissectiondescribeshow TCTL canbeutilized to detectraceconditionsin theUPPAAL models.Figure48shows
an exampleof two threadscommunicatingvia a sharedlocation utilizing a binary semaphore.Thread-Awrites
into the variableBuf-A andthread-Bhasto readit beforethread-Awrites anothervalue into the sharedvariable.
But thesynchronizationmechanismutilized cannotguaranteethis, andit resultsin a racecondition. This couldbe
verified by utilizing the verificationtool UPPAAL. Oncethe model is instrumentedwith the code,we canframe
timedautomataconditionsto detecttheoccurrenceof raceconditions.

In the exampleabove, we introducea sharedvariablewritten that is utilized in the codeof the critical section.
Thread-Asetsthevariablewhenever it writesto Buf-A, andThread-Bresetsthevariablewhenever it readstheBuf-
A. OnceThread-Asetsthevariable,andif it comesaroundto find thatthevariablewrittenhasbeensetthenit implies
that,it is trying to write to thelocationevenbeforeit is readby theotherthread.This indicatestheoccurrenceof a
racecondition.This needsto beverifiedby utilizing themodelchecker engineof theUPPAAL. Oncethedesignis
modelledasshown in Figures49 and50 theTCTL verificationformulacanbemodelledas
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begin
{

int Var_A;

while(1)
{

:

SemTake(Sem);

Buf_A = Var_A;
Var−A = Buf_B;

SemGive(Sem);

:
}

}

begin
{

int Var_B;

while(1)
{

:

SemTake(Sem);

Buf_B = Var_B;
Var_B = Buf_A;

SemGive(Sem);

:
}

}

int Buf_A, Buf_B;

Thread_A Thread_BGlobal

BinarySemaphore

Sem;

Figure48: UserApplicationto bemodelledutilizing UPPAAL

StartProcess ReqSem SemTaken CriticalSec ReSpawn

semReq!

pid:=me,
toRun:=me

semTake?

toRun==me

BufA:=VarA,
VarA:=BufB,
written:=1

NO_WAIT==1 noWait?

semGive!

Figure49: UserApplicationthreadA modelledutilizing UPPAAL

StartProcess ReqSem SemTaken CriticalSec ReSpawn

semReq!

pid:=me,
toRun:=me

semTake?

toRun==me

BufB:=VarB,
VarB:=BufA,
written:=0

NO_WAIT==1 noWait?

semGive!

Figure50: UserApplicationthreadB modelledutilizing UPPAAL
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E 4*5 (process1.SemTaken and written == 1).

Herewritten is utilized asthe instrumentationvariablewhich is setwhenever thevalueis written to theBuf-A, and
resetwhenever thevalueis read.This TCTL conditiontestsif thereis a pathwheretheThread-Ahasobtainedthe
semaphore,andis aboutto write to thesharedlocation.If thevariablewritten is still setthatimpliesthattheprocess
is attemptingto write to thesharedlocationevenbeforeit is read.This is a racecondition.Soif theformulashown
above is satisfiedthenit impliestheexistenceof a racecondition.

6 A CaseStudy

This sectionpresentsa casestudyof a real-timeapplicationthat readsa potentiometer. It illustratesthemodelling
of thesystemsin UPPAAL, andexplainstheverificationof theraceconditionsin them.

Many embeddedsensorapplicationsaredependenton externalenvironmentfor input. In many embeddedapplica-
tions,we needto know thepositionof themechanicaldevices. Many sensorsexploit a potentiometerto detectthe
positionof themoving part. As thesensormoves,the resistanceof thepotentiometerchanges(linearly) which, in
turn, leadsto variablevoltageor current.A goodexampleis theanalogjoystick. For eachaxis,a potentiometeris
connectedto a capacitoranda mono-stablemulti-vibrator. Basedupontheresistance,a pulseof variablewidth is
generated,thatdeterminesthepositionof thejoystick .

Thepotentiometercanbeaccessedfrom theuserspaceby utilizing adriver routine.A driverprovidesall thesystem
callsthatcanbeutilizedtoopenthedevicefrom theuserspace,andreadthepositionof thesensorsthatareconnected
to it. Thissectionpresentsthecasestudyof areal-application.It illustratesthedevelopmentof theapplicationinto a
network of finite stateautomatamodels.It thendescribestheraceconditionverificationin themodelsodeveloped.

Theapplicationis a driver application,thatconsistsof theroutinesrequiredto reada joystick from theuserspace.
Thejoystick is connectedto thegameportof theCreativeLabsSoundBlaster16PCIcardonaSA1100boardloaded
with VxWorksoperatingsystem.Theroutinesmodelledinclude

2 A userapplication(Figure51) thatspawnstheperiodictasksthatopenthepotentiometerfrom theuserspace
andreadthevalues.

2 A driver install (Figure52) routinethatinstallsthedriver, andallocatesthesemaphoresthatarerequired.

2 An interruptserviceroutine(Figure53) thatis utilized to generateinterruptsto readthepositionof thepoten-
tiometer.

2 The re-entrantread(Figure 54) routine that is utilized to readthe value, by utilizing the interrupt service
routineandthetimer.

2 A userroutine(Figure55) thatutilizesthedriver routineto readthejoy stick.

2 Theinter-taskcommunicationmechanisms(semaphores,messagequeues)thatweremodelledearlierby uti-
lizing thetool UPPAAL areutilized to implementtheinter-processcommunication,andareshown in Figures
59,60,61,62,63,64,56,57,and58 respectively.

In orderto accessahardwaredevice thatis attachedto thesystem,thefollowing stepshave to betaken.

2 Thedriver codehasto bewritten,andcomplied.It containsall thefunctionslike open,close,read,write, and
controlroutines.
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StartProcess

waitHerecSemCreate!

count := 0,
times:=10,
gX:=-1,
gY:=-1

jDrvInstall! jDriverInstalled?

count < noofProcesses
spawn!

count:=count+1

count>0,
cSem==3

Figure51: UPPAAL Model illustratingtheUserLevel Application

DriverInstall DriverInstalled

EndjDrvInstall? b1SemCreate! b2SemCreate! jDriverInstalled!

Figure52: UPPAAL Model for thedriver installationroutine

StartTimer Calculate

gCountX<=scale,
gCountY<=scale

RedValues
enableTimer?

gCountX>0,
gCountY>0

gCountX:=gCountX+1
gCountX<scale

gCountY:=gCountY+1,
gCountY<scale

redValues!

Figure53: TheInterruptServiceroutine
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Figure54: UPPAAL Model illustratingthereentrantreadroutine
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StartProcess ReqSem SemTaken DeviceOpened ReSpawn

delay<=10

cUserSemReq!

pidcSem:=me,
toRuncSem:=me

cUserSemTake?
toRuncSem==me

spawn?

i:=0

jReadVal!

pidb1Sem:=me,
toRunb1Sem:=me,
i:=i+1

cUserSemGive!i==times

jRed?

toRunb1Sem==me

delay:=0i<times

Figure55: Taskthatusesthedriver routineto readthedevice

2 Thedriver hasto beinstalledon thesystem.Theoperatingsystemcreatesanentryfor thedriver in thedriver
table,andupdatescertainotherdatastructures.

2 Thedevicehasto beinstalled,andthedriversfor it have to bespecified.Theoperatingsystemnow insertsthe
device in thedevice table,andupdatesthedatastructures.

2 To accessthedevice from theuserspace,it hasto beopenedinitially by utilizing theopensystemcall. Once
opened,thesystemcall returnsa file descriptorto thedevice that is just opened.This file descriptorcanbe
utilized in all subsequentsystemcallsto accessthedevice.

6.1 UPPAAL Model of the Application

6.1.1 Userapplication spawningtasks

2 Figure51 illustratestheuserlevel applicationthatspawns threeusertasksthatopenthedevice, andtestthe
re-entrantjRead routine.

2 ThecSemCreate!signalsFigure56 to initialize thesemaphoresthatareutilizedby thedevicedriver.

2 The jDrvInstall! installsthedriver by invoking thedriver installationroutinein Figure52.

2 Theb1SemCreate!andb2SemCreate! initialize theb1 andb2semaphoresasshown in Figures59 and62.

2 Oncethedriver is installed,thedriver installationroutine(Figure52)signalsthecurrentroutinethatthedriver
hasbeeninstalledby utilizing thechanneljDriverInstalled?.

2 Oncethedriver is installed,thetasksthatreadthedevicearespawnedby utilizing thechannelspawn!, which,
invokesthefunctionspawn asin Figure55 to spawn theperiodictasks.

2 Thisroutinewaitsin thelocationwaitHere for all thetasksto givetheircorrespondingcUserSemssemaphores,
afterwhich it will terminate.
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countingSemInitializing

countingSemInitialized

fptrcSem:=0,
bptrcSem:=-1,
cSem:=3

cSemCreate?

Figure56: Initializationof thecountingsemaphoreto controltheuserapplication

StartEnqueing IsSemAvailable

c

cUserSemReq?

cSem>0,
tasksWcSem==0

cSem:=cSem-1

cSem==0

tasksWcSem:=tasksWcSem+1,
fifocUserQ[fptrcSem]:=pidcSem

cUserSemTake!

fptrcSem:=(fptrcSem==noofProcesses - noofcSemaphores - 1?0:fptrcSem+1)

Figure57: Enqueingof tasksthatarewaiting for thecountingsemaphore

a

b c

cUserSemGive?

bptrcSem:=(bptrcSem==noofProcesses - noofcSemaphores - 1?0:bptrcSem+1),
       	     toRuncSem:=fifocUserQ[bptrcSem]

tasksWcSem>0

cUserSemTake!
tasksWcSem:=tasksWcSem-1,
fifocUserQ[bptrcSem]:=0

tasksWcSem==0

cSem:=cSem+1

Figure58: Dequeuingof tasksonceacountingsemaphoreis available
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6.1.2 Dri ver installation routine

6 The jDrvInstall routineinstallsthedriver asalreadymentioned.

6 Thecontrolreturnsto theuserapplicationin Figure51via jDriverInstalled?.

6.1.3 User task that readsthe potentiometer

6 Thetaskis createdvia thespawn?channel.

6 Thetasknow requeststhesemaphorecUserSemby utilizing thechannelcUserSemReq!. Thecontrolis trans-
ferred to Figure57. If the semaphoreis available, the taskcanproceedforward. If the semaphoreis not
available,thetaskis queued.

6 Thetasktakesthesemaphorevia cUserSemTake?, andproceedsto openthedevice.

6 Oncethedevice is opened,it is readby utilizing the jReadVal!, which transfersthecontrolto Figure54.

6 Thevaluethatis readfrom thejReadroutineis updatedin thegloballocations,from wheretheuserapplication
canaccessit. The jReadroutinesignalsthecurrentroutineby utilizing jRed?.

6 As thetaskis periodic,it waits in thecurrentlocationfor a specifictime. Thewaiting taskmodelsa process
that is sleeping,andcanbe awakenedby utilizing a timer interrupt. Oncethe timer expires, the taskcan
proceedto readthepotentiometeragain.

6 This processcontinuesfor a specifiedamountof time, afterwhich thetaskexpiresby returningthecounting
semaphorecUserSem.

6.1.4 Readfunction invoked by the kernel

6 This function is invoked by the userapplicationwhenit doesthe read(...) from the userspace.Control is
passedto this routinevia the jReadVal channel.

6 This functionutilizestwo semaphores,namelyb1, b2 to ensurere-entrancy.

6 It requeststhefirst semaphoreby utilizing thesemReqb1Sem!. If it is availablethesemaphoreis taken,and
thecontrolproceedsto thelocationSemTaken1to enterthecritical sectionthat is guardedby thesemaphore
b1. If the semaphoreis not available, it proceedsto the locationRentReadHere whereit is waiting for the
semaphoreb2, sothat it canreadthevaluessetby thetaskthatis currentlypresentin thecritical sectionthat
is guardedby thesemaphoreb1.

6 If thetaskentersthelocationSemTaken1, it requeststhesemaphoreb2 , andgetsblockedif it is notavailable.
Thesemaphoreis specifiedwith theFIFO optionsothetasksgetqueuedinto it in first-in-first-outfashion.

6 If thesemaphoreis available,thetaskentersthecritical sectionof b2.

6 In thecritical sectionthat is guardedby bothb1 andb2, the taskenablesthetimer by utilizing enableTimer!
whichpassesthecontrolto thetimermoduleshown in Figure53.

6 Oncethetimersetsthevalues,thecontrolreturnsto the jReadfunctionby utilizing thechannelredValues.
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fptrb1Sem:=0,
bptrb1Sem:=-1,
semb1Sem:=1

b1SemCreate?

Figure59: Initializationof theb1semaphoreutilizedby thejReadfunction

StartQueing Decide

a

bc

semReqb1Sem?

semb1Sem==1,
tasksWb1Sem==0
semb1Sem:=0

semb1Sem==0,
NO_WAIT_b1Sem==0

tasksWb1Sem:=tasksWb1Sem+1,
fifoQb1Sem[fptrb1Sem]:=pidb1Sem

fptrb1Sem:=(fptrb1Sem==noofProcesses-1?0:fptrb1Sem+1)

semb1Sem==0,
NO_WAIT_b1Sem==1

noWaitb1Sem!

semTakeb1Sem!

Figure60: Enqueingof tasksthatarewaiting for thesemaphoreb1

a

b c

semGiveb1Sem?

bptrb1Sem:=(bptrb1Sem==noofProcesses-1?0:bptrb1Sem+1),
            toRunb1Sem:=fifoQb1Sem[bptrb1Sem]

semTakeb1Sem!

tasksWb1Sem:=tasksWb1Sem-1,
fifoQb1Sem[bptrb1Sem]:=0

Figure61: Dequeuingof tasksonceab1 semaphoreis available
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7 The global valuesgX andgY areupdatedso that any taskthat is queuedfor the semaphoreat the location
RentReadHere canaccessthemostrecentvalues.It now givesaway thesemaphoresb2 andthenb1.

7 Any taskthat is waiting for semaphoreb2 cantake it andupdateits local variablesjX andjY with theglobal
values,andthengive away thesemaphoreb2.

7 Eachtask,onceit updatesthe jX andjY, givesbackthesemaphoresthatit hastaken.Later, it signalstheUser
Taskthatinvokedthe jReadby utilizing jRed!.

6.1.5 Timer and the correspondingInterrupt Service Routine

7 Thetimer is enabledby the jReadfunctionby utilizing thechannelenableTimer.

7 Thetimer is supposedto call aninterruptserviceroutinefor every tick. It is simulatedin thesamemodulein
thelocationCalculate.

7 In this locationa certainnon-determinismis introducedby utilizing variablesgCountXandgCountY. It is
donein orderto simulatethevaluesthataresetby thesensor.

7 Oncethevaluesareset,the jReadroutineis signaledby utilizing thechannelredValues, andthecontrolnow
transfersto the jReadfunction.

6.1.6 Inter -ProcessCommunication MechanismsUtilized

Threesemaphores(seeSection4 andSection5) namelycUserSem, b1 andb2 areutilized. Eachsemaphorehas
3 modulesassociatedwith it namely, the initialization routine, the enqueingmodule,andthe dequeuingmodule.
Theinitialization routinesfor thethreesemaphoresareshown in Figures56,59,and62 respectively. Theenqueing
modulesareshown in Figures57,60,and63. Thedequeuingmodulesareshown in Figures58,61,and64.

6.1.7 Raceconditions in the modelledapplication

In theapplicationmodelledabove, whentwo or moreprocessesareexecutingthecode,thefirst processmaytake
thesemaphoreb1, andevenbeforeit takesthesemaphoreb2, thesecondprocessmaygo aheadandtake it. Now,
thesecondprocesswill readthevaluesevenbeforethey aresetby theprocessin thecritical sectionguardedby b1.
This is a typicalgeneralracecondition,andcanbetestedby thefollowing TCTL formulae.

E 8*9 (jRead1.SemTaken2and gX == -1)

This formulaeteststo seeif thereexistsa pathwheretheprocesshasreachedthelocationSemTaken2, but thevalue
of thegX is not yet set.

7 Examples

Thissectionillustratesanumberof examplesthathavebeenmodelledto illustratethevarioustypesof raceconditions
thatcanoccurwhentwo differentthreadscommunicatewith eachother. Thecorrespondingverificationmechanisms
have alsobeenshown.
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fptrb2Sem:=0,
bptrb2Sem:=-1,
semb2Sem:=1

b2SemCreate?

Figure62: Initializationof theb2semaphoreutilizedby thejReadfunction

StartQueing Decide

a

bc

semReqb2Sem?

semb2Sem==1,
tasksWb2Sem==0
semb2Sem:=0

semb2Sem==0,
NO_WAIT_b2Sem==0

tasksWb2Sem:=tasksWb2Sem+1,
fifoQb2Sem[fptrb2Sem]:=pidb2Sem

fptrb2Sem:=(fptrb2Sem==noofProcesses-1?0:fptrb2Sem+1)

semb2Sem==0,
NO_WAIT_b2Sem==1

noWaitb2Sem!

semTakeb2Sem!

Figure63: Enqueingof tasksthatarewaiting for thesemaphoreb2

a

b c

semGiveb2Sem?

bptrb2Sem:=(bptrb2Sem==noofProcesses-1?0:bptrb2Sem+1),
            toRunb2Sem:=fifoQb2Sem[bptrb2Sem]

semTakeb2Sem!

tasksWb2Sem:=tasksWb2Sem-1,
fifoQb2Sem[bptrb2Sem]:=0

Figure64: Dequeuingof tasksonceab2 semaphoreis available
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7.1 Example1

Figure65 illustratesa situationin which two threadsshake handsby utilizing binary semaphoresandexchange
messages.The threadsutilize two binary semaphoresA andB that are initially empty. So eachof themgivesa
semaphoresignallingtheotherthreadto proceed.Thecurrentthreadblockstill it getsthesemaphorethat is given
by a threadin theothergroup.It is only aftertakingthesemaphorecanthethreadaccesstheshareddataitem.

Therearevariousraceconditionsthatcanoccurin theexamplein Figure65. Let Thread-Agive thesemaphoreB,
andthenwait to take thesemaphoreA at line 4. Onceit getsthesemaphoreA, it maygoaheadandupdatetheshared
locationBuf-A. It maylaterproceedto readthevaluefrom thesharedlocationBuf-BevenbeforeThread-Bupdates
it. This situationis dueto thelack of synchronizationbetweenthedifferentthreadgroups.

Thereis anotherpotentialraceconditionwhich mayoccurdueto the lack of mutualexclusionmechanismamong
thethreadsof eachgroup.It mayresultwhentwo threadsin groupA try to exchangemessageswith thesamethread
in groupB. ConsiderthethreadsA1, A2, B1 andB2. Initially A1 andB1 eachgive thebinarysemaphoreB andA
respectively. Oncethesemaphoresareavailable,the threadsA1 andB1 mayproceedto take A andB semaphores
doinga SemTake at line 4. ThreadsA1 andB1 areyet to executeline 5, at which point they maybeswappedout.
Now, threadA2 of threadgroup thread-Amay get the time slice, and it may give a SemaphoreB, andwait for
semaphoreA at line 4. ThreadA2 is now swappedout, threadB2 may get the time slice to run. ThreadB2 may
now give thesemaphoreA, andswapout at line 4, allowing thethreadA2 to take it. ThreadB1 maynow resume,
andupdatethesharedlocationat line 6. ThreadA1 maygoover to line 6, andaccessthesharedlocationto readthe
valuesetby B1, afterwhich, the threadA2 maygo aheadandreadthesamelocation. Thus,threadA2 is reading
a valuesetby the threadB1 for thethreadA1. This is a typical caseof a raceconditionwherethethreadsarenot
synchronizedproperly.

Figure66 shows theUPPAAL modelof the thread-Aalongwith thecodeinsertedinto themodel.Figure67 shows
thesetof raceconditionsexpressedin timedautomata.Thefirst conditionin Figure67checksall thepossiblepaths
to seeif themodelis freefrom deadlocks.Figure66alsoshows thecodethatis insertedin themodel.Thevariables
checkA, checkB, forA, andforB areutilized to instrumentthemodel. Whenever Buf-B/Ais read,checkB/A is reset.
Whenever Buf-B/Ais written to, checkB/A is set.Soif the thread-AhasreachedthelocationSemTaken, andit finds
checkA is equalto 1, it implies that it is over-writing thesharedlocationBuf-A, evenbeforeit is read.Thesecond
timedautomataconditionchecksfor this racecondition.It triesto find if thereexistsa path,whereinthread-A1has
reachedthelocationSemTaken, andcheckA is still setto 1, that implies,thethreadis over writing thebuffer before
it is read.Thethird timedautomataconditionverifiestheoccurrenceof theraceconditionwhere,a threadreadsthe
valuethat is setfor anotherthread.At any point of time, forA andforB containtheprocessidentity of theprocess
which hasto accessthe datafrom the buffer. Hence,this conditionchecksto seeif thereexists a path in which
thread-A2is trying to readthebuffer that is setfor thread-A1.

7.2 Example2

In theexamplein Figure65,wehave seenthatwecannotpreventthethreadsin thesamegroupfrom rushingin and
overwriting theexisting messagebeforeit is taken. Thecurrentexampleshown in Figure68, utilizestwo different
semaphoresto forcea threadin groupA to wait until a threadin groupB completesits task.

It utilizes four binary semaphores,two for eachthreadgroup,of which two areinitially full, andtwo areempty.
Initially the semaphoresAreadyandBreadyare full, so the threadsthread-A1and thread-A2can take them and
proceedto updatethe buffers Buf-A andBuf-B at line 3. Oncethe buffers areupdated,eachcangive the binary
semaphoreAdoneandBdonesignalingthethreadin theothergroupto readthevaluesetat line 3. Thesemaphores
AdoneandBdonearetaken at line 5 by thread-Band thread-Arespectively. Oncethe value is readat line 6, the
threadscangive the semaphoreat line 7, andallow any other threadthat is waiting at line 2 to enterthe critical
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1

2

3
4
5
6

     .....

     ...

int               Buf_A, Buf_B;

Thread_A(...)
{

int Var_A;

while(1)
{

     Var_A = ...;

     Buf_A = Var_A;
     Var_A = Buf_B;

}

}

     .....

     SemGive (B);     

Thread_B(...)

int Var_B;

while(1)
{

     Var_B = ...;

     Buf_B = Var_B;
     Var_B = Buf_A;

}

}

     ...

Binary Semaphore A = 0, B = 0;

     SemTake (A);
     SemGive (A);     
     SemTake (B);

7

Figure65: Example1 illustratingDataRaces

StartHere GiveSem SemGiven WaitforA SemTaken

UpdatedVar_A:=rand

semReqA!

pidA:=meA,
toRunA:=meA toRunA==meA

semTakeA?

Buf_A:=Var_A,
Var_A:=Buf_B,
checkA:=1,
checkB:=0,
forB := meA

semGiveB!

Figure66: UPPAAL modelfor Thread-A,Example1

2.     E<> (Thread_A1.SemTaken and checkA == 1)

1.     A[] not deadlock

3.     E<> (Thread_A2.SemTaken and forA == 1)  

Figure67: UPPAAL verifier modelThread-A,Example1
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section.

This mechanismpreventsthreadsin thesamegroupfrom rushingin, andoverwriting theexisting messagebeforeit
wasread.If a threadhasto reachline 3 to write to thesharedvariable,it musttake thesemaphoreat line 2, but that
semaphoreis givenby threadin theothergrouponly whenthevaluein thesharedbuffer is readby it. Soa thread
canwrite to thesharedbuffer only whenthebuffer hasbeenread.

Thecurrentexamplehoweverdoesnotpreventthecasein whichthemessagemeantfor onethreadis readby another
threadin the samethreadgroup. For example,if two threadsA1 andA2 arewaiting at line 2 for the semaphore
Bready, whenthethreadB1 givesthesemaphoreany oneof themmaytakethesemaphore.Sincethereis noordering
amongthethreadsto accesstheshareddataitem it is ageneralracecondition.In VxWorksthissituationis avoided
by utilizing FIFO or priority optionswith thesemaphores.

Figure69 illustratestheUPPAAL modelof theexamplein Figure68. It utilizes two variablesforA andforB to do
theinstrumentationsimilar to theexamplein Figure69. Theraceconditionsareillustratedin Figure70.

7.3 Example3

In this exampleshown in Figure71, we utilize a mutual-exclusionsemaphoreto protectthesharedvariable. This
makessurethataccessto Buf-AandBuf-Bis mutuallyexclusive. Beforeathreadcanexchangeamessageit followsa
handshakingprotocolto updateits own buffer at line 5 in Figure71. It thenperformsasecondhand-shakingprotocol
to receive a messagefrom a threadin theothergroup.Theutilization of mutual-exclusionsemaphorepreventstwo
threadsin groupA from accessingBuf-A, andBuf-B at the sametime. This protectionis not adequateto prevent
generalraces.

Therearetwo differentidenticalhandshakingmechanismsinvolved in theprocesses.Thefirst handshakingmecha-
nismis to updatetheshareddataitemandthesecondhandshakingmechanismis to readtheshareddataitem. Once
eachof thethreadshave updatedtheir shareddataitems,andreachtheline 6, thebinarysemaphoresareempty, and
theMutual-exclusionsemaphoreis full, just asthecasewheretheprocessesinitially startedat line 1. Now, either
the two processescanproceedto completion,in which case,thereis no racecondition,or, two new processesone
eachof thetwo threadgroupscangetstarted,in which case,thesharedbuffersareover written by thenew threads
leadingto a generalraceor, a threadin theold groupmaycommunicatewith a threadin thenew groupleadingto
anothergeneralracecondition.Theseraceconditionscanbealleviatedby protectingthewholeexecutionby mutual
exclusionsemaphoresratherthaneachindividual statement.

Figure73 shows theUPPAAL modelof the process,andthe timed automataraceconditiondetectionmechanism
is shown in Figure72. Thefirst conditionin Figure72 checksfor deadlocks.Thesecondconditionchecksto see
if thereexistsa pathwherein Thread-Bis writing to a locationBuf-BevenbeforeThread-Ahasreadit. The third
conditionchecksto seeif thereexistsapath,whereinThread-Ais writing to a locationBuf-A, evenbeforeThread-B
hasreadit. This is possiblewhentherearemultiple threadsof thesamesort,like thecasewherethereexist A1, A2
belongingto threadgroupA andB1, B2 belongingto threadgroupB. If they werenot to beduplicatedthentherace
conditionwouldnothave occurred.

7.4 Example4

In theaboveexample,a threadin thethreadgroupmayruin themessageevenbeforethepreviousmessageexchange
completes. This can be preventedby expandingthe critical sectionto include the completemessageexchange
sequenceasin Figure74.

Thisexampleutilizesamutualexclusionsemaphore,to makesurethatthethreadsin thesamegroupdonot interfere
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     SemGive (Adone); 
     SemTake (Bdone);

SemGive (Aready);

     SemTake (Bready);

     SemGive (Bdone);     
     SemTake (Adone);

SemGive (Bready);

     SemTake (Aready);

     

Binary Semaphore Aready = 1, Bready = 1;

int               Buf_A, Buf_B;

     .....

Thread_A(...)
{

int Var_A;

while(1)
{

     Buf_A = Var_A;

     Var_A = Buf_B;

     ...
}

}

     .....

Thread_B(...)
{

int Var_B;

while(1)
{

     Buf_B = Var_B;

     Var_B = Buf_A;

     ...
}

}

Binary Semaphore Adone = 0, Bdone = 0;

2
3
4
5
6
7
8

1

Figure68: Example2 illustratingDataRaces

StartProcess ReqSem SemTaken CriticalSec ReSpawn

toReadB

semReqBR!

pidBR:=meA,
toRunBR:=meA

semTakeBR?
toRunBR==meA

semGiveAR!

Buf_A:=Var_A

semReqBD!

pidBD:=meA,
toRunBD:=meA

toRunBD==meA

semTakeBD?

Var_A:=Buf_B

semGiveAD!

Figure69: UPPAAL modelfor Thread-A,Example2
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2.     

1.     A[] not deadlock

E<> (Thread_A2.toReadB and forA == 1)

Figure70: UPPAAL verifier modelThread-A,Example2

with eachotherwhile in progress.But this doesnot preventgeneralraces.The thread-A1maywrite to thebuffer
buf-A, andtake thesemaphoregivenby thread-B1, andreadthevaluesetby it andexit thecritical sectionguarded
by Aready. Meanwhilethread-B1is still blocked at line 6. Now, thesemaphoreAreadyis available,so thread-A2
maytake it andover-write thebuf-A. This is a generalracecondition.TheUPPAAL modelfor thesystemis shown
in Figure75. Thetimedautomataconditionsto detecttheraceconditionsaresimilar to theabove examples.

7.5 Example5

Oneof theproblemsin theprevious exampleswasthat thebuffer wasbeingover-written even beforeit wasread.
This canbe preventedby having multiple slots in the buffer. The readerprocessblockstill it finds a slot with a
messageandthewriter processblocksitself till it findsafreeslot in thebuffer. Thiscanbeimplementedby message
queues.If implementedthiswouldpreventgeneralraces.

Thepseudocodeis shown in Figure76. TheUPPAAL modelis shown in Figure77.

8 Conclusion

Wehavedevisedamethodologyto mapthevariousinter-processcommunicationmechanismsin VxWorksto timed-
automatamodelsin theUPPAAL tool suite.Thecorrectnessof thesemodelswasverifiedusingtimedcomputational
treelogic. We have presenteda setof guidelinesto convert any real-timesystemto finite-stateconcurrentsystems
with a timedomainusingtheUPPAAL inter-processcommunicationmechanismtemplatesthatwe havedeveloped.
TimedComputationalTreeLogic wasutilized to specifyandverify thepropertiesandconstraintsof thesereal-time
systemmodels.We have alsogivenanexhaustive setof exampleswhich illustratethevariouspossibleracecondi-
tions thatoccurin a setof communicatingthreads.The correspondingtimed automataraceconditionverification
conditionswerealsoexplained.

Thefuturework consistsof automatingthis entireprocess,right from modellingtheapplicationto thespecification
of timedautomataraceconditionverificationmechanisms.Currently, our techniquehastargetedtheVxWorksreal-
time operatingsystemenvironment. Futurework will be directedtowardsmaking this moregeneric,to caterto
variousotherrealtimeoperatingsystemenvironments.
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     .....

int Var_A;

while(1)
{

      SemTake (Mutex);
   SemTake (B);

          Buf_B = Var_B;
      SemGive (Mutex);

          Var_B = Buf_A;

   ....
}

   SemGive (A);

      SemTake (Mutex);

      SemGive (Mutex);

   SemGive (A);
   SemTake (B);

int               Buf_A, Buf_B;

           

Mutex Semaphore  Mutex = 1;

Thread_B(...)
{

}

     .....

Thread_A(...)
{

int Var_A;

while(1)
{

      SemTake(Mutex);
   SemTake (A);

          Buf_A = Var_A;
      SemGive (Mutex);

          Var_A = Buf_B;

   ....
}

}

   SemGive (B);

   SemGive (B);
   SemTake (A);
      SemTake (Mutex);

      SemGive (Mutex);

1

2
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4
5
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12

Binary Semaphore A = 0, B = 0;

Figure71: Example3 illustratinggeneralRaces

2.     E<> (Thread_A1.Check and checkA == 1)

1.     A[] not deadlock

3.     E<> (Thread_B.SemTaken and checkB == 1)  

Figure72: UPPAAL verifier modelThread-A,Example3
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Figure73: UPPAAL modelThread-A,Example3
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     .....

Thread_B(...)
{

int Var_B;

while(1)
{

     SemTake (Bready);
     Buf_B = Var_B;
     SemGive (Bdone);     
     SemTake (Adone);
     Var_B = Buf_A;
SemGive (Bready);

     ...
}

}

1

2
3
4
5
6
7
8
9

     

Mutex Semaphore Aready = 1, Bready = 1;
Binary Semaphore Adone = 0, Bdone = 0;
int               Buf_A, Buf_B;

     .....

Thread_A(...)
{

int Var_A;

while(1)
{

     SemTake (Aready);
     Buf_A = Var_A;
     SemGive (Adone);   
     SemTake (Bdone);
     Var_A = Buf_B;
SemGive (Aready);

     ...
}

}

Figure74: Example4

StartProcess ReqSem SemTaken CriticalSec ReSpawn
semReqAR!

pidAR:=meA,
toRunAR:=meA

semTakeAR?
toRunAR==meA

semGiveAR!

semGiveAD!

Buf_A:=Var_A,    checkA:=1

semReqBD!

pidBD:=meA,
toRunBD:=meA

toRunBD==meA

semTakeBD?

Var_A:=Buf_B

Figure75: UPPAAL modelfor Thread-A,Example4
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PUT(Var_A, Buf_A);
GET(Var_A, buf_B);

     ...
}

}
     

     .....

Thread_A(...)
{

int Var_A;

while(1)
{

     .....

Thread_B(...)
{

int Var_B;

while(1)
{

int               Buf_A, Buf_B;
Semaphore Aready = 1, Bready = 1;

     ...
}

}

PUT(Var_B, Buf_B);
GET(Var_B, buf_A);

1

2
3
4
5
6

     SemTake (Bmutex);     SemTake (Amutex);

SemGive (Amutex); SemGive (Bmutex);

Figure76: Example5, freefrom races

StartProcess ReqSem SemTaken CriticalSec ReSpawn

Check

semReqAM!

pidAM:=meA,
toRunAM:=meA

semTakeAM?
toRunAM==meA

msgReqPutA!
pidA:=meA,
toRunPA:=meA

toRunPA==meA

msgPutA? Buf_A:=Var_A msgReqB!

pidB:=meA,
toRunGB:=meA

toRunGB==meA

msgTakeB?

Var_A:=Buf_B

semGiveAM!

Figure77: UPPAAL modelfor Thread-A,Example5
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