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ProgressReport

Verification of RaceConditions in Real-Time Systems

Real-timesystemsare computingsystemghat mustreactwithin precisetime constaints to eventsin the erviron-
ment. The correctnesf thesesystemss determinednot only by their functional behavioy but also by the their
tempoal properties. A reactionthat occuss late could not only be uselessput also catastophic. Real-timeem-
beddedsystemsanbe differentiatedfrom computation-intensivapplicationsby their concurentthreadsof contiol
andtime-dependerapemtions. The presencef concurent threadsacteduponby different eventarrival instances
malesthemhighly vulnerbleto raceconditions.Thepresencef raceconditionsintroduceson-determinisnn the
systemandalters its tempoal properties.Thus,leadingto potentialviolation of correctsystenbehavior Detection
of raceconditionsin real-timesystemss thefocusof thisreport.

Thisreportpresentatechniquefor detectiorof raceconditionsbasedonmodelcheding. Theinter-processcommu-
nicationmedanismsn the VxWérks ervironmenthavebeendesignedand modeledas networksof timedautomata
by utilizing UPPAAL - a real-timeverificationtool. Thevarioustemplategor the communicatioomedianismshave
beenverifiedfor their correctnesdy utilizing the Timed ComputationiTreeLogic (TCTL).A setof guidelineshave
beenproposedto map any real-time systemto its equivalenttimed-automatanodelin UPPAAL by utilizing our
templatesTCTL canthenbe utilizedto verify theabsencef raceconditions.Thereportalso presentsa casestudy
andseveral exampleghat demonstate the successfuhpplicationof the proposedetniquetowards verificationof
raceconditions.Thecasestudyaddresseshe designand verificationof a real-timeapplicationthat readsa poten-
tiometer Theexamplesmodela numberof inter-processcommunicatiormedanism,and presenfT CTL expressions
for their verification.



1 Intr oduction

Real-timesystemsare computingsystemghat mustreactwithin precisetime constraintdo eventsin the environ-

ment. A reactionthatoccurslate could not only be uselessut alsocatastrophicThe correctnes®sf thesesystems
is determinedby both their functionalandtemporalbehaiors. Real-timeembeddedystemsanbe differentiated
from computation-intense applicationsy their concurrenthreadsof controlandtime-dependentperationsThe

presenc®f concurrenthreadsacteduponby differenteventarrival instancesnakesthemhighly vulnerableto race
conditions.The presencef raceconditionsintroducesnon-determinisnin the systemandaltersits temporalprop-

erties. Thus,leadingto potentialviolation of correctsystembehaior. This reportaddressethe detectionof race
conditionsin real-timesystems.

Thereare two stratgiesto ensurethe safetyandreliability of the real-timesystem. One stratgy is to employ

engineeringechniquedik e structuredorogrammingprinciplesto minimize implementatiorerrors,andthenutilize

testingtechniquedo uncover the errorsin the implementation. The other stratgy is to useformal analysisand
verification techniqueso ensurethat the implementedsystemsatisfiesthe safety constraintsunderall specified
conditions. The first approachcan only increasethe confidencen the correctnes®f the systembut the second
approachcanguarantedhat a verified systemalways satisfiesthe safetyproperties.We apply model-checkinga

formal analysigechniqueXor verificationof raceconditionsin real-timesystems.

Model checkingis atechniqueor formal verificationof finite-stateconcurrensystemsTimedautomatads afinite-
stateautomatorextendedwith afinite setof real-\valuedclock variablesto representime. Timedautomatacanbe
utilized to modelthereal-timesystem Realtime temporallogic or Timed ComputationTreeLogic(TCTL) canthen
be utilized to verify the correctnes®f the system.Our goalis to determine pasedon modelchecking,whetheror
notagivenreal-timeapplicationis freefrom races.

Raceconditionsarecausediueto non-determinisnin the interprocesscommunicatiormechanismsln this report
we focuson the interprocesscommunicatiormechanism®f the VxWorksreal-timeoperatingsystem.We present
timedautomatdasednodelsfor thevariousinter-processommunicatioomechanisma theUPPAAL ervironment
(areal-timeverificationtool). We discussTCTL basedformulaethat verify the correctnes®f the communication
models.We alsopresenguidelinesfor incorporationof the communicatiormechanismemplatesowardsmodeling
genericreal time applications.The applicationof the modelsandthe overall techniqueis demonstratedby a case
studyandseveralexamples.

This reportis organizedasfollows: Section2 givesthe necessarpackgroundor raceconditions,modelchecking,
timed automata,and timed computationaltree logic. It alsointroducesthe syntaxand semanticsof UPPAAL.
Section3 explainsthe otherrelatedwork for raceconditiondetection.Section4 discusseshe variousinterprocess
communicationmechanismsn VxWorks. Section5 explains the UPPAAL modelsthat we have designedand
developed.It alsodescribesatechniquefor modellinga genericrealtime applicationby utilizing ourtemplatesand
its verification. Section6 presents casestudy of a real-timeapplication. Section7 presentsereral examplesof
interprocescommunicatiormechanismsandtheir verificationfor raceconditions.Finally, Section8 concludeghe
report.

2 Background

This sectionbriefly discusseall the relevant conceptsnvolved in this report. Section2.1 gives an introduction
to raceconditionsandtheir classification. Section2.2 discusseshe conceptof model checkingand Section2.3
introduceghe concepiof timedautomataSection2.4 introduceslimed ComputationTreelLogic andits notations.



2.1 RaceConditions

A raceconditionis definedasa situationin which multiple thread<or processegeador write to a shareddataobject
andthe final resultdependson the orderof execution[2]. Therearethreeconditionsthat mustoccurfor a race
conditionto occur[3]:

o two or moreprocessinglementdave accesto the samesharedvariable,
e atleastoneprocessingelements writing to the shareddataitem, and

e thereis nomechanisnin placeto guaranteghetemporalorderof their accesgo thatvariable.

2.1.1 Classificationof RaceConditions

Raceconditionsareclassifiedn two differentways.

e Basedontheir synchronizatiorprimitives,raceconditionscanbe classifiednto dataracesandgeneraraces.

— A dataraceis definedasaraceconditionin whichtheaccessearenotorderedoy systemvisible synchro-
nizationor programorder[4]. Explicit synchronizations addedo shared-memorparallelprogramso
implementritical sectionghatareblocksof codeintendedo executeasif they wereatomic. Theatomic
executionof critical sectionsanbeguaranteednly if the sharedvariableghatarereadandmodifiedby
thecritical sectionarenot modifiedby any otherconcurrentlyexecutingsectionof code[5]. Dataraces
aremostlyaresultof impropersynchronizatiormandcanberemored by modifying the synchronization.

Figurel illustratesa brief exampleof a datarace.Threadl’s acces®f the sharedvariablesbalanceand

interestis well protectedby the semaphoresBut in thread2, the sharedvariablesbalanceandinterest

arenot protectedby ary synchronizatiormechanism.Hence,whenthe thread2 accesseandupdates
balance thethreadl mayacquirethe semaphorenutex andupdatethe balance andthenthread2 may

calculatetheinterest This certainlyconstitutesa datarace.

— A generalraceis araceconditionin which the orderof accesset the sharedesources not enforced
by the programs synchronizatiorj6]. In sucha case thefinal outcomedepend®n the orderof access
to the sharedresourceby the tasksutilizing it. Sucha raceis more generalthana datarace. Sucha
raceconditioncanbe eliminatedby imposingan orderon the tasksin the way they accesghe shared
resource.

Figure2 givesa brief exampleof a generakace.Onecanseefrom Figure2 thatalthoughthe atomicity
of theinstructionsis presered, the orderof accesse$o the sharedresourcds not presered. Though
the programcontainscritical sectionghey canstill be nondeterministic.The systemmay interleae the
threadsn ary order Thatis, the orderof executionof thethreadscanbe 1, 2, 3 or 2, 3, 1 or ary other
combinationof threadsis a possibility As aresult,the arrayA[] canbe either{1, 2, 3} or {2, 3, 1}
basedon theorderof executionof thethreads.

e Basedon staticanddynamicanalysis the raceconditionscanbe classifiedasapparentaces feasibleraces
andactualraces.

— An apparentaceis onethat appeargossibledueto the lack of propersynchronizatior(and not pro-
gramsemantics).They are easierto locate,but are not a very accurateestimationof raceconditions.
Exhaustiely locatingall apparentacess still an NP-hardproblem.



Thread 1 Thread 2

begin begin

{ { _

' amount = read_amount();

if(balance < amount)
printf("No Funds");

else

{

amount = read_amount();
SemTake(mutex);

balance = balance + amount;
interest = interest + rate*balance;

SemGive(mutex);

} ' }

balance = balance — amount;
interest = interest + rate*bakance;

}

Figurel: ProgramSegmentillustrating DataRaces

Thread 1 Thread 2 Thread 3

begin begin begin
{ { {

static inti = 0O;
static int A[] = {0,0,0};

SemTake(mutex);
i =read_value_i();
Afil =1i;
update_value_i;

SemGive(mutex);

static inti=0;
static int A[] = {0,0,0};

SemTake(mutex);
i =read_value_i();
Afil =1i;
update_value_i;

SemGive(mutex);

static inti =0;
static int A[] = {0,0,0};

SemTake(mutex);
i = read_value_i();
Alil =1i;
update_value_i;
SemGive(mutex);

Figure2: ProgramSegmentillustrating GeneraRaces
Initial State Thread 1 Thread 2
begin begin begin
{ {

value = oldValue

updated = False;

value = newValue

updated = True;

while(updated == false);

value = oldValue

Figure3: ProgramSegmentillustrating Actual, FeasibleandApparentRaces



The examplein Figure3 shawvs the actual,feasibleandapparentaces.In Figure3 thereareno explicit
synchronizatiormechanismsA nawve racedetectionalgorithmwill detecttwo differentraces,oneon
valueandtheotheronupdated It is dueto thefactthattherearetwo sharedvariablesnamelyvalueand
updatedandthey arenot protectedoy ary synchronizatioror mutualexclusionmechanismsThesetwo
differentracesconstitutetheapparentaces.

— A feasibleraceis onethatdid notoccurnow (in thecurrentprogramexecution),but doesoccurin another
execution.lt is basednthepossiblebehaior of the programthatis onthe semantic®f the program.It
requiresfull analysisof the programssemanticso determingf the executioncould have allowed access
to samesharedvariableto executeconcurrently

Takingthe program$ semanticsnto accounonecansaythatonly oneraceconditioncanoccur thatis
onthevariablevalue The variableupdatedis initialized to False Hence,threadlhasto completeits
executionfor thread2to reachthe statemen® wherethe variablevalueis updated.Hence,thereis no
raceonthevariablevalue Hence thereis only onefeasibleracethatis onthevariableupdated

— An actualraceis onethatactuallyoccurredin a particularexecution[7]. Theremaybe morethanone
feasibleracethat canoccurin a particularsystem but not all of themwill occurin a particularrun of
the system.Theracewhich actuallyoccursin a particularrun of the systemis known asanactualrace.
In the examplein Figure 3, the raceon the variablevalueis an actualrace. It pertainsto a particular
executionrun of thesystem.

2.2 Model Checking

Modelcheckings amethodfor formally verifying finite-stateconcurrensystemsThebasicideaof modelchecking
is to utilize algorithms,executedby computertools, to verify the correctnes®f the system. The userinputs a
descriptionof a modelof the systemanda descriptionof the requirementspecificationandleavesthe verification
to themachine.lf anerroris recognizedthe systemgenerates counterexampleshaving the circumstancesinder
whichtheerrorhasoccurred.

The algorithmsfor model checkingare typically basedon an exhaustve statespacesearchof the model of the

system:for eachstateof the modelit is checled whetherit behaescorrectly thatis, whetherthe statesatisfieshe

desiredproperty In its mostsimpleform, this techniqueis knovn asreachabilityanalysis. For example,in order
to determinewhethera systemcanreacha statein which no further progresss possible(deadlock),it suficesto

determineall reachabletatesandto determinewvhetherthereexistsareachablestatefrom which nofurtherprogress
canbemade.

In this report,we representhe concurrensystemasa finite-statemachineby utilizing timed automata.The spec-
ification or safetyassertionis expressedn temporallogic formulas. We canthen checkif the systemmeetsits
specificationdy utilizing analgorithmknown asthe modelchecler.

2.3 Timed Automata

Timed automatasupportsthe modelling of the finite-stateconcurrentsystemby utilizing a time domain. It has
constructdo specifythetiming parametersuchasdeadlineand period. Hence timed automatas ideal to model
our system.

Thetheoryof timed automatavasfirst introducedin [8], andhassincethenestablishe@sa standardor real-time
systemsA timedautomatas afinite-stateautomatorextendedwith afinite setof real-\valuedvariablescalledclocks.
Eachnodeof the statemachinerepresentsalocation. A statein thetimedautomatorconsistof the currentlocation
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andthecurrentvaluesof theclock variables.Clocksareinitially setto zerowhenthesystemstarts.Onceinitialized,
the clocksstartincrementingconstantlyuntil they arereset. Eachlocationof the timed automatorhasa condition
on the clock variablethat specifieshe amountof time thatcanelapsen thatlocation. It is known asaninvariant.
Thetransitionsof timedautomatorarelabelledwith aguard.A guardspecifiesa conditioninvolving clocksor ary
atomicpropositionsanactionandaclockreset.

e Thetransitionsarelabelledwith anactionif it is aninstantaneouswitchfrom the currentnodeto another

e They arelabelledwith a positive real number(time delay)if the automatonstaysin the samelocation by
allowing timeto pass.

Oncealocationis reachedthe processanremainin the locationaslong asits invariantis satisfied.The edgewill
getactive only if the guardconditionspecifiedonit is satisfied. The transitionwill take the edgeonly if thatedge
is active. Oncea transitionis taken, the clock resetvariablesif ary, arereset.The samelocationcanhave different
stateshasedon the valueof changingclocks.

A modelchecler is a tool that takes asinput the model of the systemalongwith its properties,andanalyzeshe
systemfor their correctnessTemporallogics supporttheformulationof propertiesof systembehaior overtime.

2.4 Timed Computation TreelLogic

Temporallogicslike Linear TemporalLogic(LTL) andComputationallreeLogic(CTL) facilitate the specification
of propertiesthat focus on the temporalorder of the eventsof the automaton.The temporalorderingspecifiedin
LTL andCTL is a qualitatve notation. Time is not consideredjuantitatvely in LTL or CTL. Timed computation
treelogic is an extensionof the CTL with a quantitatve notion of time. Timed ComputationTreeLogic or TCTL
allows the specificatiorof time constraintdo theusualCTL. It is alsoknown asreal-timebranchingtemporaltree
logic or real-timetemporallogic.

TCTL is a mechanisnto specify the propertiesof the timed automata. Time is supportedn TCTL throughthe
conceptof clocks. The basicideaof computatiorhereis that, the transitionfrom onestateto the next stateoccurs
onasingletick of aclock. TCTL allows simpletime constraintasparametersf theusualCTL temporaloperators.

A discretenotion of time is consideredn TCTL. A continuoustime domaincould have beenchosento represent
time. However, themodelto be checledwould have infinitely mary statesFor eachvalueof time, therewould bea
state,andhencetherewould beinfinitely mary states.Thiswould leadto a statespacesxplosion.Hence themodel
checkingis doneby a consideringa discretetime domain.

Thevariousoperatorsitilized in TCTL areshavn below:

X: X is thenext stateoperatorX ¢ denoteghe next stateto the currentstateg.

U: U is theuntil operatorit refersto all thefuture statesuntil certainconditionbecomewalid.

F: F is theeventuallyor future operatorF¢ denoteshat ¢ holdsatsomepointin future.
F¢ =trueu ¢

G: G is alwaysor globaloperatorG¢ denoteghat¢ is alwaystrue.
G¢ = —|F—|¢

E ¢: E expresses propertyover somepath. Thereexistsa pathwherethe ¢ holdstrue.



o A ¢:. A expresses propertyover all the paths.All pathssatisfythe property¢.

Let M beatimedautomatonAP be a setof atomicpropositionsand D(formulaeclocks)be a setof clocksthatis
disjointfrom the clocks(C)of M.

Forp € AP, ze€ D, anda € 4(C U D), thesetof TCTL formulaecanbewritten as

¢p=plal-¢[Vve|zing|E[pUd]|AlpU ¢]

In the formulaabore « is a clock constraintover formulaclocks,andclocksof the timed automaton .t allows, for
instancethe comparisorof a formulaclock andanautomatorclock. The booleanoperatoraitilized aretrue, false,
A, = and<. Clockzin zin ¢ is calleda freezeidentifier The conditionzin ¢ is valid in states, if ¢ holdsin s
whereclock z startswith valueO in s. Variantsof thetemporaloperatordike EF andAF arevalidin TCTL. EF¢ is
pronouncedsq¢ holdspotentially andAF ¢ is pronounceds¢ is inevitable.

EF¢ = E[true U ¢]
AF¢ = Altrue U ¢]
Stateis the unit of considerationin TCTL. The location determineghat propositionsare valid, while the clock
valuationdetermineghe validity of the clock constraintdn the formula. Sinceclock constraintamay containbe-

sidesclocksof automatonformulaclocks,an additionalclock valuationis utilized to determinethe validity of the
statementsbouttheseclocks.

Thesemanticof the TCTL is definedby asatishctionrelation(=) thatrelatesatransitionsystemM, astate aclock
valuationover formulaclocksoccurringin ¢, andaformula¢.

Utilizing the concepof clocksandthe operatorsnentionedabove, a TCTL formulaecanbewritten as
AG[p= AF 6 q]

Theabove formulaestateghat,on all the paths,atall times,if aneventp occursthen,thereexistsaneventq, which
would occuron all the pathsin a future statewithin 6 time units. The above formulaespecifieghat, the maximum
delaybetweenrnthetwo eventsp andq cannotbe morethan6 time units.

2.5 Intr oduction to UPPAAL

Real-timesystemsare computingsystemghat mustreactwithin precisetime constraintdo eventsin the environ-
ment. Timed automatd8] introducedin 1990by Alur andDill is a well-establishedimed extensionof finite-state
systems. It canbe utilized to representeal-time systemsas networks of timed automataby utilizing UPPAAL.
UPRAAL [9] is anintegratedtool ervironmentfor modelling,validation(via graphicalsimulation)andverification
(via automatiomodel-checkingpf real-timesystemshataremodelledasnetworks of timedautomata.

UPRAAL containsa suiteof toolsfeaturingthefollowing:

e A graphicaluserinterfacefor specifyingnetworks of timedautomata.

e An automaticcompilationof the graphicaldefinitioninto a textual format, which is the basicprogramming
languageof thetool for timed automata.



Global Declarations Process Assignments

Clock x; bl := B(l),

Chan a; b2 = B(2);
Private Declarations for B System Definition

int n; system A, bl, b2;

Parameters Passed to B

const me;

Figure4: DeclarationsandDefinitions

e A simulatorthatallows the stepby stepor randomsimulationof the model. A tracedsimulationcanalsobe
done.

e A verifier modulethat allows for the verification of the TCTL logic formulaes. In caseverification of a
particularreal-timesystentails, adiagnostidraceis automaticallyreportedoy UPPAAL in orderto facilitate
dehugging.

In short, UPFAAL consistf threemainparts:agraphicaluserinterfaceto form the design,a simulatorto simulate
thesystembehaior, andamodelcheclerto verify thecorrectnessf the system.Thegraphicaluserinterfaceallows
the modelingof the systembehaior in termsof networks of timed automataextendedwith datavariables. The
simulatorandthe model-checkr aredesignedor theinteractve andautomatednalysisof the systembehaior by
manipulatingand solving constraintghat representhe statespaceof the systemdescription.Prior to verification,
the simulatorenableghe userto examinethe possibledynamicbehaior of the systemby its interactve simulation
mechanismTheverifieris moreformal, it needsTCTL formulaeto verify a particularsystembehaior.

UPRAAL is basedon timed automatathat is finite-statemachinewith clocks. Time is handledin UPPAAL by
utilizing the concepf clocks. Timeis continuousandthe clocksmeasurdime progressEachtransitionis allowed
to testthevalueof aclockorto resetit. Timewill progresglobally atthe samepacefor thewholesystem A system
in UPPAAL is composef concurrenprocessesachof themmodelledasanautomatonTheautomatorhasa set
of locations Transitionsareutilized to changdocation. To controlwhento fire atransition,it is possibleto have a
guardanda synchronization.

2.6 Modeling in UPPAAL

This sectiondescribeghe syntaxand semanticsof UPPAAL statementsit explains the guard conditions,reset
operationschannelssynchronizationurgeng, andcommittedlocations. A real-timesystemis consideredo bea
network of non-deterministicsequentiaprocessesommunicatingvith eachotherover channelg9].
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Figure5: Snapshotillustratingthe Proces#

n:=n+1
a? n>=3
)
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BO n:= B1 B2 B3

Figure6: Snapshotillustratingthe Proces8

2.6.1 Syntax

As UPRAAL facilitatesthe modelling of real time systems,ts modellinglanguageis targetedto be ascloseas
possibleto a high level real-timeprogrammindanguage.

e Guards: Guardsexpressconditionson the valuesof clocks and integer variablesthat must be satisfiedin
orderfor the edgeto betaken. In Figure6, the transitionfrom B2 to B3 canoccuronly if the value of the
correspondingnteger variablen is greaterthanor equalto 3. Guardsare conjunctionsof timing and data
constraintsA timing constraintis of theform: x ~ norx - y ~ n, wheren is anaturalnumberand~ € { <,
>, =, <, >} adataconstraints of theformi ~ j ori — j ~ k, with k beinganarbitraryinteger The default
guardof anedgeis true.

e Invariants: Invariantsspecifyhow longthetransitionstaysputin a particularlocation. An invariantspecifies
aprogresgondition. For examplein Figure5, the processs not allowedto stayin locationAl for morethan
10unitsof time.

e Reset-Operations Whenthe transitionis taking an edge the dataor the clock variablemay be subjectto a
simplemanipulation.It may be resetto anexpressionor a constant.A clock variablecanonly beresetto a
constantReseperationon a clock variableis basicallyof theform x:=n wherex is a clock variableandn is
the constanthatis appliedto it. In the Figure5, the edgefrom thelocationA0 to thelocationAl hasgot the
clock resetoperationon clock variablex. A datavariablecanberesetto anexpression.ln Figure6, thereis
aresetoperationon theintegervariablen whereit is assignedo 0. Similarly, thereis anotheresetoperation
onthelocationB2 wheretheintegervariablen is incrementedy 1.

e Channels, Synchronization, and Urgency A UPPAAL model consistsof a network of timed automata.
Theseautomata&ommunicatevith eachothervia globalintegervariablesor throughcommunicatiorchannels.
The globalinteger variablesutilized aresimilar to sharedmemoryvariables.Figure4 shavs the declaration
of thechannela. The synchronizatioomechanismareblockingin nature.They aredenotedoy a! anda?. a!
is theinitiator of the synchronizationanda? supportst. If only theinitiator a! is availableor the supporter
a? is available,the systemdoesnot adwancetill the otheris available. Thetwo transitionsoccurtogether



In Figure®6, the process is blocked at BO till the procesgeacheghelocationAl, whereit candoaal. If a
channels declaredo beurgent,thecommunicatinggomponentslonottolerateary delay Wheneerpossible,
they shouldbethenext onesto execute.The correspondingdgesmay not have arny guardson clocks.

e Committed Locations.
A committedocationis alocationthatmustbeleft immediately If atimedautomatorhasreached particular
locationthatis declaredo be committed the next transitionin the systemhasto be from the locationthatis
committed.If thetransitioninvolving the committedlocationis blocked,the systemis blocked.
In Figure5, oncethesystemhasreachedhelocationA2, andthesystemin Figure6 bein ary of thelocations,
thenext transactiorhasto be A2-A3asA2is acommittedlocation.

2.6.2 Semantics

A UPRAAL modeldetermineghefollowing two typesof transitionsbetweerstates.

e Delay Transitions As long asnoneof theinvariantsof the controlnodesin the currentlocationareviolated,
time may progresswithout affecting the control nodevectorandall clock valuesare incrementedvith the
elapsediurationof time. In Figure5 andFigure6, time mayelapsed time unitsfrom theinitial state((A1,B0),
x =0, n = 0) leadingto the state((A1,B0), x = 9, n = 0). However, the clock cannotgo beyond 10, if so, it
would invalidatetheinvariantin thelocationAl

e Action Transitions

— Two complimentaryabellededgesof two differentautomatorcansynchronizeandproceedo the next
state.Thus,in thestate((Al, B0), x = 9, n = 0) theautomatorcanproceedo next stateto ((A2, B1), x
=9,n=0).

— If acomponenhasaninternaledgeenabledthe edgecanbetakenwithoutary synchronizationThus,
in state((A2, B1),x = 9,n = 0), theprocesdB canproceedo locationB2 to thestate((A2, B2),x=9,n
= 0) withoutary synchronization.

2.6.3 PropertiesSpecification

TheUPRAAL modelchecleris designedo checkfor theinvariantandreachabilitypropertiesit containsa verifier
thatcanbe utilizedto verify certainpropertiesby utilizing Timed ComputationTreeLogic (TCTL).

TheFigure7 specifiegshesemanticef the UPPAAL requiremenspecificatiodanguageThe UPFAAL requirement
specificatiorsupportdive typesof propertiesasshavn in the Figure 7. The operatordPossiblyandPotentially are
describedasfollows.

e Possibly ThepropertyE< >p evaluatedo truefor atimedtransitionsystemf andonly if thereis asequencef
alternatingdelaytransitionsandactiontransitionss0—sl—...—sn,wheresQ0is theinitial stateandsnsatisfies

P.

o Potentially Always:The propertyE[] p evaluatesto truefor a timedtransitionsystemif andonly if thereis
asequencef alternatingdelayor actiontransitionss0—sl—...—si—... for which p holdsin all statessi and

which either:

— isinfinite, or
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Name Property Equivalent to

Possibly E<> p

Invariantly Al p not E<> not p
Potentially always El p

Eventually A<> p not E[] not p

Leads to p-->q All (p imply A<> q)

Figure7: Semanticof UPRAAL

— endsin astate(Ln, vn) suchthateither

x for all d: (Ln, vn + d) satisfiep andInvariant(Ln),or
* thereis no outgoingtransitionfrom (Ln, vn)

e State Properties: The statepropertiesspecifythe propertiesthat are valid on a particularstate. A stateis
representeds(L, v), whereL is thelocationandyv is thevaluationof theclocksat a particularinstantof time.

— Location: Expression®f theform P.I| wherep is aprocessandl is a location,evaluateto truein a state
(L, v) if andonly if Pl isin locationL.

— DeadlocksThe statepropertydeadlockevaluatesto true for a state(L, v) if andonly if for alld > 0
thereis no actionsuccessoof (L, v+d.)

3 Previous Work

A numberof researcherbave addressethe problemof verificationof raceconditions.Methodsfor theverification
of raceconditionscanbe cateyorizedasfollows [6].

e Staticanalysisof theprogram.

e Dynamicanalysis.

e Post-mortenanalysisof the programtraces.

3.1 Ahead-of-time analysis

Ahead-of-timeanalysisor staticanalysisof race conditionsis usually preformedduring compiletime. It triesto
yield a high coverageby consideringthe spaceof all possibleprogramexecutionsandidentifying raceconditions
that might occurin ary of them. Static analysismethods[10], [11] reportall the potentialracesand mary of
which may not really occurin real executions. Balasundaranet al. [10] describea graphicalapproachto model
the parallel programinto a programexecutiongraphandthenobtaina co-graphandanalyzeit for races. Emrath
et al. [11] analyzethe sourceprogramand constructa partial order executiongraph. The partial orderexecution
graphis utilized to identify the conflicting accesseso memory Boyapatiet al. [12] introducea new statictype
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systemwhich is a variantof ownershiptypes,to detectboth dataracesanddeadlocks.Ownershiptypesprovide a
staticallyenforceablavay of specifyingobjectencapsulatiosothatthelock protectinganobjectcanalsoprotectits
encapsulatedbjects[13], [14] and[15] presenstatictechniqueso detectraceconditionsby utilizing theproperties
of object-orientedanguageskFlanagaretal. [13], [14] designedandimplementedaraceconditionchecler rccjava
and testedit on a variety of Java programs. rccjavawas a static race detectionanalysistechniquebasedon a
formal type systemthatis capableof capturingmary commonsynchronizatiorpatterns.A staticsystemhasto be
instrumentedvith properannotationsothata speciallydesigneccompilercanretrieve thenecessarynformationit
needdo performtheanalysis.An annotatiorassistantalledHoudini/rcc[14] wasdevelopedto reducetheburdenof
theprogrammerHoudini/ccautomaticallyinsertsannotationgo analyzethe programs.Thetype systemintroduced
in [15] allows programmer$o specifythe protectionmechanisnfior eachobjectasthe parametersf theobjectupon
theinstantiationof the object.

Staticor ahead-of-timgaceconditiondetectioninvolvesa little overheadn termsof annotationcostandruntime

performanceandthey are proneto reportfalseracesto the user Marny of the raceconditionsthat are detected
statically do not take the actualsystemdynamicsinto consideration.Hence,mary of the reportedracesdo not

actually occurwhenthe systemis run. Staticanalysismay be too difficult to implementin practiceif the system
happengo betoo huge.Moreover, it is notalwayspossibleto gainaccessibilityto the sourcecodeof the programto

beanalyzed .However, someideasof the staticanalysiscanbe combinedwith otherdynamicapproacheso inherit

the bestof bothtechniques.

3.2 Dynamic Analysis

While staticor ahead-of-timgaceconditiondetectionschemegoncentratedn exploring all the possibleracesin a
systemthe dynamicor on-the-flyraceconditiondetectiontechniquesareconcernedvith preciselylocatinga race
conditionwhenit occursduringa particularexecutionof the system.Thetechniquegpresentedn [7], [16] and[17]

presentdynamicrace detectiontechniquesby utilizing the Lamports’happen-beforerelation [18] to construct
partial ordersbetweencritical eventsdistributed amongparallel processestesultingin a partial order execution
graph(POEG).

Netzer et al., addresshe problem of dynamicallylocating race conditionsin the context of explicitly parallel
message-passimyogramg16]. They addresshe problemof dynamicallylocatingraceconditionsutilizing a two-
passon-the-flyalgorithm. Its spaceequirements independendf theexecutiondength. Erasel3], anotherdynamic
raceconditiondetector utilizes binary rewriting techniquedo monitor every shared-memoryeferenceandverify
that consistentocking behaior is obsered. It utilizes a Locksetalgorithmthat enablestself to detectracecon-
ditions that are not apparentfrom a particularexecution. Eraseralso monitorssharedmemorylocationsdirectly
insteadof variablesdeclaredn programssothatit canhandledifferenttypesof programsaslong asthemutex lock
synchronizations utilized. [19] presentsn on-the-flymethod. For a certainclassof programsa singleexecution
instancds sufficient to determingheexistenceof anaccesanomalyfor a giveninputwhenthe proposednethodis
utilized.

The mostsignificantproblemof the on-the-flydetectionof dataracesis that, they reportonly actualdataracesthat
occurin a particularexecutionof the program but, with anoverheadf spaceandtime. A typical on-the-flymethod
incursanoverheadn therangeof 3x to 30x to the original executiontime. In additionto the runtimeoverheadthe
detectionintrusionmayeven causehe programto behae in amannemdifferentfrom the original execution.
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3.3 Post-Mortem Analysis

To avoid theseproblems a seriesof post-mortenapproachebave beendeveloped,which usuallycombinean effi-
cientrecordphaseanda replayphasewhenthetime-consumingacedetectionis performed.Post-mortenanalysis
of the executiontracesdetectgust thosedata-raceshatoccurduring a particularexecutionin which the tracewas
generated.They may be utilized whena racecannotbe verified statically The sourceanalyzerutilized in [11] is
utilized to do thetraceanalysis.Incrementatracing[20] canbe doneto generatea coarsereeduringruntime,and
it canbe expandedn replayfor a detailedtrace.

Choietal. combineboththestaticanddynamictechniqueso getthebestof bothmethodologiesChoiandMin also
introducethe concepbf RaceFrontier[17], which canbe utilizedto limit the numberof entriesin theaccessistory
of eachsharedvariableandonly reportthe latestentriesinvolved in racecondition. Techniquedike RecPlay|7]
area combinationof record/replaywith automaticon-the-flydataracedetection.This enablesusto limit therecord
phaseto the more efficient recordingof the synchronizatioroperationswhile deferringthe time-consuminglata
racedetectionto thereplayphase.

The mostsignificantproblemof on-the-flymethodss the runtime overhead,n termsof time andspace.In order
for a dynamicapproachto be followed, one hasto instrumentthe code and let this instrumentedcode execute
in its ervironment. But, instrumentinga real-time code would essentiallychangethe mode of executionof the
system. A real-timesystemcannottoleratesucha variationin its timing parameters.In additionto the runtime
overhead the detectionintrusion may even causethe programto behae in a mannerdifferentfrom the original
execution.Dynamicanalysisof the systencanonly reporttheraceconditionsthatoccurin thatparticularexecution
of thesystem.They do not exhaustvely investigateall the possiblederivationsof the programexecutioncausedy
differenteventarrival instances.

To alleviate this problemof run time overheadresearcherfiave developeda seriesof post-mortemapproaches,
which usuallycombinean efficient recordphaseanda replayphase.During the replay phasethe time-consuming
racedetectionis performed.Evenin this caseonecanonly verify the raceconditionsthatoccurin thatparticular
executionof the system.They cannotverify all the possibleraceconditions.Thoughthe problemof intrusionis not
eliminated butit is minimizedin thiscase But it would notstill give acomprehense solutionto detectall theraces.

3.4 Comparisonwith our Approach

We follow thetimedautomatorapproacho detectall theraceshatarepresenin agivensystem.Thegivensystem
is initially modelledasa statemachine.

¢ In thisapproachye doinstrumenthemodel,but it doesnot effectthetiming parametersf thesystemaswe
male surethattheinstrumentatiorcodedoesnotinvolve ary clock variables.

e UPPAAL is designedo exhaustvely analyzeall the possibleeventinterleaings, andverify the giventimed
computatiorogic. Sinceit exploresall the possibleinterleavings, it canverify all the possibleTCTL condi-
tionsthatareinputto the verifier module.

e Traceanalysiscanbe doneutilizing the tracesthat the tool generategor the TCTL conditionsthat are not
satisfiedoy themodel.

Oncethe systemis modelled,its propertiesareto be verified. The requirementshat are given by the useror the
programmetrof the real-timetasksare now framedutilizing the real-timetemporallogic. The formulaeare now
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testedonthemodelledsystem.If themodelsatisfiegsheformulaethenthe systemis verifiedfor theformulaeor else
theformulaeis notvalid on the system.

4 Inter Task Communication Mechanismsin VxWorks

Vxworksis a multi-taskingreal-timeoperatingsystemthatsupportsntertaskcommunicationsA multitaskingen-

vironmentallows a real-timeapplicationto be constructedasa setof independentasks,eachwith its own thread
of execution,andsetof systemresourcesTheintertaskcommunicatiorfacilities allow thesetasksto synchronize
and communicaten orderto coordinatetheir actvity. In VxWorks, the intertask communicatiorfacilities range
from fastsemaphore® messaggueuesandpipesto network-transparensoclets. We concentraten Vxworks,and

developUPPAAL modelsfor thevariousinterprocesssommunicatiormechanismgresenin it, andspecifyhow a

systenrunningon VxWorks platform canbe corvertedto UPPAAL model.

VxWorkssuppliesthefollowing setof intertaskcommunicatiormechanism§21]:

e Sharedmnemory for simplesharingof data.

e Semaphoredpr basicmutualexclusionandsynchronization.

Messageueuesandpipesfor intertaskmessagg@assingvithin a CPU.

Socletsandremoteprocedurecalls,for network-transpareninter-processocommunication.

Signals for exceptionhandling.

4.1 Shared memory

SharedMemoryasthe namesuggestss the mostobvious mechanisnfor tasksto communicatdoy accessinghared
datastructures.All tasksin VxWorksexist in a singlelinearaddresspacehencesharingdatastructuresetween
tasksis trivial. Sharednemoryincludesvariablesor datastructureghataredeclaredn theglobalcontet. They can
bereferencedlirectly by coderunningin differentcontexts. Whensharedmemoryis utilized without ary synchro-
nizationmechanism# would resultin adataraceasin Figurel.

4.2 Mutual Exclusion

Mutual Exclusioncanbeachiezed usinginterruptlocksandpreemptie locks.

e Interrupt Locks Themostpowerful methodavailablefor mutualexclusionis thedisablingof interrupts.Such
a lock guaranteegxclusive accesgo the CPU. The interruptscanbe disabledusingintLodk(), andenabled
backusingintUnlodk() systenroutines.lt is inappropriateasa general-purposmutual-ecclusionmethodfor
mostreal-timesystemspecausét preventsthe systemfrom respondingo externaleventsfor the durationof
thesdocks. Interruptlateny is unacceptablevhenereranimmediateresponséo anexternaleventis required.
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funcA funcB

{ . { .
int Io.ck = intLock(); taskLock();
critical section criticalSection
intUnlock(); taskUnlock();
} } '

Figure8: ProgramSegmentillustrating Mutual Exclusion

e Preemptive Locks Usingpreemptie lockslike taskLo&() andtaskUnlo&() we candisablepreemptiorof the
currentexecutingtaskbut InterruptServiceRoutinesareableto execute. Tasksof higherpriority areunable
to executeuntil the locking taskleaves the critical region, even thoughthe higherpriority taskis not itself
involved with thecritical region.

Mutual exclusionusingthe above primitives preventsdataraces,but cannotprevent generalraces.Figure 8 illus-
tratesanexampleof mutualexclusionusingthe abose mechanisms.

4.3 Semaphoes

VxWorkssemaphorearehighly optimized andprovide thefastesintertaskcommunicatioomechanismSemaphores
arethe primarymeandor addressinghe requirement®f bothmutualexclusionandtasksynchronization:

e For mutualexclusion,semaphoremterlockaccesso sharedesources.

e For synchronizationsemaphoresoordinatea tasksexecutionwith externalevents.
Therearethreetypesof semaphoresgndeachaddressea differentclassof problems:

e Binary Semaphoke The fastestmostgeneral-purposeemaphorepptimizedfor synchronizatioror mutual
exclusion.

Thegeneral-purposbinary semaphorés capableof addressinghe requirement®f bothforms of taskcoor
dination: mutualexclusionandsynchronizationThebinarysemaphoréastheleastoverheadassociateavith
it, makingit particularlyapplicableto high-performanceequirements.

e Mutual Exclusion The mutual-eclusionsemaphorés a specializecbinary semaphoreesignedo address
issuesinherentin mutualexclusion,including priority inversion,deletionsafety andrecursve accesgo re-
sources.The fundamentabehaior of the mutual-exclusionsemaphorés identicalto the binary semaphore,
with thefollowing exceptions:

— It canbeutilized only for mutualexclusion.

— It canbegivenonly by thetaskthattook it.
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Call Description

semBCreate( ) Allocate and initialize a binary semaphore.
semMCreate( ) Allocate and initialize a mutual-exclusion semaphore.
semCCreate( ) Allocate and initialize a counting semaphore.
semDelete() Terminate and free a semaphore.

semTake() Take a semaphore.

semGive() Give a semaphore.

semFlush() Unblock all tasks that are waiting for a semaphore.

Figure9: Semaphor€ontrolRoutines

— It cannotbegivenfrom anlinterruptServiceRoutine.

e Counting Semaphoe A countingsemaphor&eepstrack of the numberof timesa semaphorés given. It
is optimizedfor guardingmultiple instancesf a resource.The countingsemaphoravorks like the binary
semaphoregxceptthatit keepsrackof thenumberof timesa semaphorés given. Everytime asemaphorés
given, the countis incrementedevery time a semaphorés taken, the countis decrementedWhenthe count
reachegzero,ataskthattriesto take the semaphorés blocked. As with the binarysemaphoraf asemaphore
is given,whenataskis blocked, it becomesinblocled. However, unlike thebinarysemaphoref asemaphore
is givenandno tasksareblocked, thenthe countis incremented.This meanghata semaphoré¢hatis given
twice canbetakentwice without blocking.

Figure9 briefly givesthesemaphoreontrolroutines.ThesemBCreate(semMCreate(JandsemCCreatefoutines
returna semaphordD thatsenesasa handleon the semaphorealuring subsequentise by the other semaphore-
controlroutines.Whena semaphorés createdthe queuetype is specified. Taskspendingon a semaphoreanbe
gueuedaccordingto thetasks priority orderSEM-Q-PRIORITYor in first-in first-outorder SEM-Q-FIFO.

Improperuseof semaphoréor synchronizatiorwill leadto generakacesasshavn in Figure2. It mayalsoleadto
dataraces.Howeverif propersynchronizations appliedtheraceconditionsmaybe eliminated.

4.4 MessageQueues

MessageQueuegprovide a higherlevel mechanisnfor cooperatingasksto communicatewnith eachother In Vx-
Works, the primary intertaskcommunicatiormechanisnwithin a single CPU is messagejueueq21]. Message
gueuesallow a variablenumberof messagesachof variablelength,to be queued.Any taskor InterruptService
Routine(ISR)cansendmessaget a messagegueue.Any taskcanreceve messagefom a messageueue.Mul-
tiple taskscansendto andreceve from the samemessageueue. Full-duplex communicatiorbetweentwo tasks
generallyrequirestwo messagejueuespnefor eachdirection.

Themessagearecreatedanddeletedwith theroutinesshavn in Figure10. Thislibrary providesmessagethatare
gueuedn FIFO order with a singleexception:therearetwo priority levels,andmessagemarked ashigh priority
areattachedo the headof the queue.

The messagejueueis createdwith the function msgQCreate().The function’s parameterspecify the maximum
numberof messagethatcanbe queuedn the messageueue andthe maximumlengthin bytesof eachmessage.
msgQdelete(dleleteshe messaggueueandterminatest.
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Call Description

msgQCreate() Allocate and initialize a message queue.
msgQDelete() Terminate and free a message queue.
msgQSend() Send a message to a message queue.
msgQReceive() Receive a message from a message queue

Figure10: Messag&ueueControlRoutines

A taskrecevesits messagewith msgQReceie(). If the messagés alreadyavailablein the queuewhenthe task
reachesnsgQReceie() thenthetaskreadghemessagelf nomessagés available,thetaskeitherblocksitselfif the
WAIT-FOR-EVERparameteis specifiedn themsgQReceie(). It goesaheadf the NO-WAIT optionis specified.
Thetasksthatareblocked canbe orderedeitherby their priority or in the First-In-First-Outorderof their arrival.

A taskssendsts messagewith the msgQsend(junction. If the messagejueueis emptywhenthetaskis readyto
sendthe messagevith the msgQsend(Jhe messagés placedin the messagejueue.If the messageueuehasno
emptyslotsto putthe datathenthetaskis blockedif the WAIT-FOR-EVERoptionis specifiedor it maygo aheadf
NO-WAIT optionis specifiedustasin caseof msgQsend().

A messagejueueis a high level communicatiormechanismwhich canbe simulatedvia semaphoreasshavn in
Figure11. The declarationslescribethe setupneededor the messageueue. We usetwo countingsemaphores
to do thetasksynchronizatiorbetweerthetwo setsof processeandthe two binary semaphoret provide mutual
exclusionfor eachsetof processeshatwrite or read. We assumehat the tasksare blocking and semaphoreare
createdusingthe WAIT-FOR-EVERoption.

e Thenumberof QEmptysemaphoreavailableindicatethe numberof messageueudocationsthatareavail-
ablefor thewriter tasksto write. Initially QEmptyis Full, thatindicatesthatall the locationsin the message
queuearefree.

e The numberof QFilled semaphoreavailableindicatethe numberof messageueuelocationsthatarefilled
with messageslnitially QFilled is Empty, thatindicatesthatnoneof thelocationsof the messagegueueare
filled with messages.

e ReaderBinaryand WriterBinary are utilized to provide mutual exclusion betweenthe multiple readersand
writers. Initially they arefull. Full indicatesthatall the semaphoreareavailablefor thetasksto take.

e Thewriter who acquireghe WriterBinary takesthe QEmptysemaphoréf it is available. It is availableonly
if the messageajueueis not totally filled. It updateshe queuewith its message.Later, it givesa QFilled
semaphoréndicatingthatthe messagegueuehasgot a datafilled thatcanbetaken by ary reademwaiting for
it. It givesaway the WriterBinary andexits.

o If the QEmptyis notavailablethewriter is blockedonthesemaphorelt cangoaheadnly whenit is available,
thatis, whenit is givenby ary reademwho hasreadthe message.

e Thereademwho acquireshe ReaderBinarytakesthe QFilled semaphoréf it is available(itis availableonly
if thereis a messageresentn the messagejueue). It readsthe messageand gives a QEmptysemaphore
indicatingthat the messageueuehasgot an emptyslot. It exits giving away the ReaderBinarysemaphore
thatit hastaken.
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Declarations Writer Reader

begin begin
CountingSemaphores { {
QFilled[Empty, Max_Msgs]; : '
QEmpty[Full, Max_Msgs]; SemTake(WriterBinary); SemTake(ReaderBinary);

SemTake(QEmpty, WaitForEver); SemTake(QFilled, WaitForEver);
BinarySemaphore
ReaderBinary[Full]; MsgQWrite; MsgQRead;

WrirerBinary[Full]; . . . : .
SemGive(QFilled); SemGive(QEmpty);

SemGive(WriterBinary); SemGive(ReaderBinary);

Figurel1: ProgramSeggmentsimulatingMessag&ueuesisingsemaphores

o If theQFilled is notavailablethereaderis blocked onthesemaphorelt cango aheadnly whenit is available
thatis whenit is given by ary writer who writesto themessageueue.

4.5 Signals

VxWorkssupportsasoftwaresignalfacility. Signalsasynchronouslglterthecontrolflow of atask.Any taskor ISR
canraiseasignalfor aparticulartask. Thetaskbeingsignaledmmediatelysuspendss currentthreadof execution,
andexecuteghetask-specifiegignalhandlerroutinethe next time it is scheduledo run.

The signal handlerexecutesin the receving taskscontext and makes use of that tasksstack. Signalsare more
appropriatefor error and exceptionhandlingthan as a generalpurposeintertask communicatiormechanism.In
generalsignalhandlersshouldbetreatedike InterruptServiceRoutines.

Figure 12 illustratesa simple signalhandlerusingsemaphoresA semaphoresignalSemis declaredasemptyini-
tially. It is utilized for the asynchronousommunicatiorbetweenthe processandthe signalhandlerroutine. In
the processf anerroroccursthe semaphorsignalSems given. Theinterruptserviceroutinethatis waiting on the
signalSengetsthe semaphoreandstartsexecutingits routine. Meanwhilethe taskthatgivesthe semaphoreoesa
taskSuspend(Guspendingtself.

In thisreport,we have developedmodelsfor thedifferenttypesof interprocessommunicatiormechanismsuchas
semaphoresnessagegueuesinterruptserviceroutines,andsignalhandlers We have notaddressethterprocessor
communicatiormechanisms.

5 UPPAAL Models

We have designedinddevelopedUPRAAL modelsfor thevariousinter-processommunicatiormechanismgresent
in VxWorks. This sectiondiscusseshe modelsof the variousinterprocesscommunicatiormechanismandtheir
verification by timed automataconditions. We describethe modelling of a real-timeapplicationasa network of
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Signal Handler Process

Declarations )
begin ?egln
BinarySemaphore { :
signalSem[Empty]; : if (Error):
semTake(signalSem); {
: semGive(signalSem);
} ' ) taskSuspend(0);

}

Figurel2: ProgramSegmentsimulatinga simpleSignalHandlerutilizing semaphores

timed automatorby utilizing our templatesWe describenow TCTL canbe utilized to detectraceconditionsin the
UPFAAL models.

Theinterprocessommunicatiormechanismshatweremodeledncludebinarysemaphores,ountingsemaphores,
and mutual-eclusion semaphores.Messagequeueswere designedby utilizing the semaphoresemplates. The
differentoptionsthat were consideredor queuingthe semaphoregcludedFirst-in-First-Out(FIFO)and Priority.
WAIT, NO-WAIT, andTimeoutmechanismsvereconsideredo specifythe semaphorsvaiting time for aprocess.

5.1 Semaphoes

Eachsemaphord&asthreemodelsassociatedvith it, namely theinitialization model,the enqueingnodel,andthe
dequeuingnodel. Figure 13 specifieghe requireddeclarationsiecessaryor a semaphorenodel. The Figuresl14,
15,16,17,and18discusshebinary Semaphor@-1FO Option)thatis usedasasynchronizatiorsemaphorekigures
14, and15 specifythe processethatgive andtake the semaphoregsespeciiely. Figuresl6,17,and18 discusshe
initialization, enqueingandthe dequeuingnodelsrespectrely.

Thedeclarationsectionshavn in Figure13 givesalist of all the global clocks,variables constantsandchannels.
Thesedeclarationspecifythe necessaryariablesthatareneededo keeptrack of the stateof the semaphoreFor
example thefifoQ, storesthe pidsof the processethatareblocked on the semaphorgvhenthe NO-WAIT optionis
setto 0. Thesedeclarationsepresentheinternalsof the VxWorks. To modelsemaphoresr ary otherinterprocess
communicatiormechanisnin VxWorks, they have to be declaredandinitialized prior to their usage.To utilize our
templatesthe usermustdeclareall the variablesasshavn in Figure 13 in the global declarationsection for each
of theinterprocessommunicatiormechanism.

Thesemvariableis the semaphor¢hatis simulatedasanintegervalue,andit is constrainedo take only O or 1. If it

is 1, it indicatesthatthe semaphorés availableandvice versa.ThreedifferentchannelsiamelysemRegsemGive
andsemdke are utilized. The channelsemReqs utilized to requesta semaphoresemake is utilized to senda
signalto the procesghatis waiting to take the semaphoreandthe channelsemGives utilized by the procesghat
is giving thesemaphoreThenoofPocessess the actualnumberof processethatutilize the semaphoreThefifoQ
is the queueinto which the procesddentities(pids) arequeuedwhenthe semaphorés not available. ThefifoQ is

simulatedas a circular queuewhosemaximumsizeis equalto the noofpocesses The fptr specifiesa pointerto

thefront of the queue andbptr to therearof the queue.The tasksWvariablespecifiegshe numberof tasksthatare
waiting at ary point of time for the semaphore.The toRunvariablecontainsthe pid of the next procesghat gets
thesemaphoreNO-WAIT is utilized to simulatethe NO-WAIT andWAIT-FOR-EVERoptionsof VxWorks. When
NO-WAIT is setto 1, it indicateshe NO-WAIT optionof the VxWorks. WhenNO-WAIT is setto 0, it indicateshe
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/I declarations of global clocks, variables, constants and channels

intf0,1] sem; /I the actual semaphore

chan semReq, semGive, semTake; /Isignals to request, give and take semaphor
const noofProcesses 3; /l number of user processes

int fifoQ[noofProcesses]; /1 fifo queue of hold the waiting processes

int fptr, bptr; /l front and back pointers of the FIFOQ

int tasksW, /Inumber of tasks waiting for the semaphore
int[1, 3] toRun; /Inext process to run

int pid; /I indicates the process Id

const NO_WAIT 0; I/ wait or not on the semaphores

chan noWait; /I Channel utilized when NO_WAIT =1

Figure13: Declarationgequiredfor the FIFO binary synchronizatiorsemaphore

StartHere =0 justWait ArbitDelay semGivel GoBack
® ' () () '
U N\ =1
%<10 sem:=

Figure14: UserProcessBhatgivesthe FIFO binary synchronizatiorsemaphore

StartProcess ReqSem SemTaken CriticalSec ReSpawn
semReq! semTake?
T M )
pid;:me’ |/ _ |/ 4
toRun==me
toRun:=me

Figurel5: UserProcessAhattakesthe FIFO binary synchronizatiorsemaphore
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WAIT-FOR-EVERoption. The NO-WAIT is initially setto 0. ThechannehoWait is utilized in this connection.

5.1.1 Binary Semaphoe

Figure16 shawvs theinitialization modelof a binary semaphorewhich is executedbeforeary othermodel,asit has
a committedstartlocation. It initializes the front pointerfptr to O, andthe rearpointerbptr to -1, andcreateghe
semaphoréy settingsemto 1.

The Figure 15 shavs the userprocesghattakesthe semaphoreia the channelsemRegOncea requesis placed,
the controlis transferredo thelocationDecidein Figurel7.

e If asemaphorés available, it is signalledto the uservia the channelsem@ke. The userprocessthatis at
the location ReqSengetsthe semaphoreandthe semaphoras setto 0 by the enqueingmodelto malke it
unavailable.

o If thesemaphorés notavailable,

— theprocesss queuednto thefifoQ usingthe fptr, andthe processdentity (pid),
— thetasksWvariablethatdenoteshumberof processethatarewaitingis incrementedy 1, and
— thefptr is updatedo pointto thenext location.

TheFigure14 shavs the userprocesghatis giving the semaphoreia thechannelsemGivelt usesaclock variable
X, andaninvariantx<10 to simulatea delayin thelocation. It is doneinorderto regulatethe procesghatis giving
thesemaphoreOncethe semaphorés given,

o if tasksw== 0, thatis, no tasksarewaiting to take the semaphoreghe semis setto 1, andthecontrolreturns,
e if therearetaskswaiting to take the semaphorethatis tasks\Ws0,

— thetaskto run next is identifiedusingthe bptr,

— thetoRunvariableis updatedo containthe procesghatis to run next,
— thetaskswaitingtasksVY is decrementetdy 1, and

— thewaiting taskis signalledvia thechanneksem@ake.

Figure19 shaws certainpropertiesof the currentmodel,expressedn TCTL. All theconditionsaredesignedo pass
the verifier test,exceptthoseshavn in italics. process]processZandprocess3areinstantiationsof the processA
processBs theinstantiationof the processB

1. Thefirst conditionverifiesthatthe numberof processe the systemis alwaysequalto 3. It makessurethat
the systemparameterarenot verified by the model.

2. This conditionverifiesfor stanation of the processe$or the semaphoresit checksto seethat, on all paths,
if the processlhasreachedhelocationReqSemit will eventuallyreachthelocationSem@ken It stateshat
if processlhasrequestedhe semaphoreit will eventuallygetit. Similarly, it canbe shavn for all the other
processes thesystem.

3. On all the paths,if a processhasreachedthe location StartPiocess it will eventually reachthe location
RegSem
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©

fptr:=0,
bptr:=-1,
sem:=0

O

Figurel6: Initialization of a FIFO binary synchronizatiorsemaphore

semTake! &

i O

sem==1,
tasksW==0
sem:=0

Reg?
@ e {C) Decide

sem==0

tasksW:=tasksW+1,

c g fifoQ[fptr]:=pid
©- ©

fptr:=(fptr==noofProcesses-1?0:fptr+1)

Figurel7: Enqueingof taskswaiting for the FIFO binary synchronizatiosemaphore

bptr:=(bptr==noofProcesses-1?0:bptr+1),
b toRun:=fifoQ[bptr] c

© C
tasksW>0
tasksW==0 ) semTake!
sem:=1 semGive? tasksW:=tasksW-1,
sem:=0,
fifoQ[bptr]:=0
a
-O-

Figure18: UPRAAL Modelillustratingthe dequeuingof tasks
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9.

A[] noofProcesses==

processl.ReqSem ——> processl.SemTaken (Verified for all processes)
processl.StartProcess ——> process1.ReqSem (Verified for all processes)
processl.SemTaken ——> processl.CriticalSec (Verified for all processes)
processl.CriticalSec ——> process1.ReSpawn (Verified for all processes)

processl.ReSpawn ——> processl.StartProcess (Verified for all processes)
A[] (processl.CriticalSec imply sem==0) (Verified for all processes)

A[] (process1l.SemTaken imply sem==0) (Verified for all processes)

A[] (process1l.ReqSem or process2.ReqSem or process3.ReqSem imply sem == 0)

10. A[] ((fifoQ[0]==0 and fifoQ[1] ==3 and fifoQ[2] == 1 and bptr == 1 and DequeSems.c

11.

imply (toRun==3)) (Verified for all processes)

A[] (( (processl.SemTaken or processl.CriticalSec) and process2.RegSem
and EnqueSems.b and fifoQ[0] == 3 imply
(fifoQ[0]==3 and fifoQ[1]==2)) or
( (processl.SemTaken or processl.CriticalSec) and process2.ReqSem
and EnqueSems.b and fifoQ[1] == 3 imply
(fifoQ[1]==3 and fifoQ[2]==2)) or
( (processl.SemTaken or processl.CriticalSec) and process2.ReqSem
and EnqueSems.b and fifoQ[2] == 3 imply

(fifoQ[2}==3 and fifoQ[0}==2)) ) (Verified for all processes)

Figure19: TCTL verificationconditionsfor the FIFO binary semaphore
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__ P -+~ NoWait
NO_WAIT==1 waiting:=0 noWait?
- 9 R

pid:=me, =)
toRun:=me,
x:=0, qSem SemTaken CriticalSec ReSpawn
vait 0O ) C
semTake? -/ .
semGive!

toRun==me

Figure20: Userapplicationfor FIFO Mutual Exclusionsemaphore

4. On all the paths,if a processhasreachedhe location Sem@ken it will eventuallyreachthe location Criti-
calSec

5. On all the paths,if a processhasreachedthe location CriticalSe¢ it will eventually reachthe location
ReSpawn

6. Onall thepaths,f aprocesdasreachedhelocationReSpawnit will eventuallyreachthelocationStartPo-
cess

Theconditions2, 3, 4, 5, and6 checkfor theabsencef deadlocksn eachof the procesanodels. They can
be extendedo all theotherprocesses.

7. This conditionfails becausewhena processs in the critical section the procesgiving the semaphorenay
give anothersemaphorandsetthesemvariableto 1.

8. Thisconditionfails, becaus& aproceshastakenthesemaphoreheprocessBhatgivesthesemaphoranay
give anothersemaphorenakingthe semto beequalto 1.

9. This describeghe situationwherethe processBhasnot yet startedgiving the semaphoresilt alsodescribes
a casewhere eachof the processedias consumedhe semaphoreand hascomebackto requestanother
semaphoregvenbeforeprocessBjenerateane.

10. If thequeuds filled with the pids of process3andprocesslin the 1stand2ndlocationsrespecirely, thenext
procesgo runwould bethe processith the pid equalto 3, asthebptr alwayspointsto thefront of thequeue.
This checksthe dequeuingnodelfor its correctnessThis conditionis verifiedfor all processes.

11. This conditionchecksthe enqueingmodel. It checksto seethat,if a semaphorés in use,anda processs in
thefifoQ blocked onthe semaphordn sucha case ary otherprocessequestinghe semaphorés queuednto
thenext locationin thefifoQ.

5.1.2 Mutual-Exclusion Semaphoe

The Mutual-Exclusionsemaphorés a specializedhinary semaphorelesignedo addressssuesnherentin mutual
exclusion,including priority inversion,deletionsafety andrecursve accesgo resources.

e A Mutual-Exclusiorsemaphoreanonly begivenby thethreadthattakesit. Thisis modelledby makingsure
thatonly the procesgshattakesthe semaphoreventuallygivesit.
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Figure 21 shaws the initialization model for the mutual-eclusion semaphorethat is executedbeforeary other
model,asit hasacommittedstartlocation. Thecorresponding@nqueinganddequeuingnodelsareshavn in Figures
22 and23. Theinitialization modelshavn in Figure21, initializesthefront pointerfptr to 0, therearpointerbptr to
-1, andcreateshe semaphoréy settingsemto 1.

The userapplicationshavn in Figure 20 startswith requestinga semaphorauitilizing the channelsemReq The
controlis now transferredo Figure22to thelocationDecide Hereoneof thethreepathsaretaken.

o If the semaphorés not available,thatis semis equalto 0, andthe NO-WAIT optionis set,thenthe control
is returnedto the next executableuserlocationin Figure20, thatis, to thelocationReSpawyvia the channel
noWit.

o If thesemaphorés available,andnoneof the tasksareblocked on the semaphorethatis tasksWis equalto
0,then
— thesemaphorés givento therequestingaskvia thechannekemke,
— semis setto 0 to make it unavailable,and
— thecontrolreturnsto theuserprocessn Figure20, to thelocationSem@ken

o If thesemaphorés notavailable,andthe NO-WAIT optionis setto 0, thenthetaskhasto wait.

— Thetasks pid is now putin thefifoQ in thelocationpointedto by thefptr.
— Thenumberof tasksthatarewaitingfasksW is incrementedy 1.
— Thefptr is now madeto pointto the new locationbasedn its currentvalue.

OncethecontrolhasreachedhelocationSem@kenin Figure20, it impliesthattheprocessastakenthesemaphore,
andit cannow executethe critical section. The location CriticalSeccan be replacedby ary userspecificcritical
section. Oncethe userprocesshasfinishedthe executionof the critical sectionit hasto give away the semaphore
beforeit canquit. Theuserprocessow triggersa semGive! The controlis transferredo Figure23to thelocation
Decide Now,

o If tasksWis equalto 0, thatis noneof the tasksare waiting for the semaphorethenthe semaphoresemis
madeavailableby settingit to 1.

o If therearetasksthatarewaiting for the semaphorethatis tasks\W-0,

— In Figure23,the procesghatis to take the semaphor@ext is decidedutilizing the bptr.

— ThetoRunvariableis updatedo containthe pid of thenext procesdo run.

— Thetasksthatarewaiting aresignalledvia thechannekem@ke.

— ThetasksWis decrementedtly 1, asoneof the processebasbeendequeuedut of thequeue.
— Thepositionof thefifoQ from wherethe procesdhasbeendequeueds reset.

Figure24 shaws thetimedautomataverificationconditionsfor thebinarysemaphorevith FIFO option. Thenumber
on theleft specifieghe serialnumberof the timed automataconditionthatis shavn in Figure24. The conditions

shawn in italics aredesignedo fail the verifier test.

1. It checksto seethatthereareonly 3 processeghroughoutthe durationof the system. This makes surethat
noneof the processemodify the systemparameters.
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bptr:=0,
fptr:=-1,
sem:=1

O

Figure21.: Initialization of FIFO Mutual Exclusionsemaphore

noWait! sem==0, NO_WAIT==1

a
|
semTake! c

sem==1,

tasksW==0

sem:=0
semReq?

StartQuein O

C Decide

sem==0,
NO_WAIT==0
tasksW:=tasksW+1,
c fifoQ[bptr]:=pid
C C

bptr:=(bptr==noofProcesses-1?0:bptr+1)

Figure22: Enqueingmodelfor FIFO Mutual Exclusionsemaphore

fptr:=(fptr==noofProcesses-1?0:fptr+1),

tasksW==0 /D_(<;ide toRun:=fifoQ[fptr] c
¥ <
tasksw>0
semTake!
semGive?

tasksW:=tasksW-1,
fifoQ[fptr]:=0

a
O

sem:=1

Figure23: Dequeuingmodelfor FIFO Mutual Exclusionsemaphore
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10.

11.

12.

13.

14.

15.

. This conditionchecksfor stanation of the processe$or the semaphoreslt checksto seethat, on all paths,

if the processlhasreachedhelocationReqSemit will eventuallyreachthelocationSem@ken It stateshat
if processlhasrequestedhe semaphoreit will eventuallygetit. Similarly, it canbe shavn for all the other
processes thesystem.

. Onall thepaths|f aprocesshasreachedhelocationStartPiocesst will eventuallyreachthelocationReqSem

. On all the paths,if a processhasreachedhe location Semd@kenit will eventuallyreachthe location Criti-

calSec

. Onall thepathsjf aproces$iasreachedhelocationCriticalSecit will eventuallyreachthelocationReSpawn

. Onall the paths,if aprocessasreachedhelocationReSpawrit will eventuallyreachthelocationStartPo-

cess

Theconditions2, 3, 4, 5, and6 checkfor the absencef deadlockdsn eachof the processesThey have been
verifiedfor all the otherprocesseaswell.

. Onall thepossiblepathsjf aprocesshasenteredhecritical sectionin thelocationCriticalSe¢ thesemaphore

is not available. A processcan enterthe critical sectiononly if it getsthe semaphorein sucha casethe
semaphorés not availableto the otherprocesses.

. Onall thepossiblepathsf aprocesgeacheshelocationSemaken thesemaphorés notavailable. A process

model,onceit reacheghe location Sem@ken it would have taken the semaphoreso the semaphorés not
availableto ary otherprocesgshatis requestingt.

. Thereexistsa path,whereboththeprocesslandprocess2or processandprocess3or process&andprocessl

have enteredhecritical section thatis they areeitherin thelocationsRegSenor CriticalSec This condition
failsasonly oneprocessanexist in thecritical sectionatany pointof time.

Thereexistsa path,whereall thethreeprocessebave requestedhe semaphoresandarewaiting for it. This
conditionfails, astherecannotbe a casewhereall thethreeprocessearewaiting for the semaphorehecause
atleastoneof themhasto getthe semaphore.

This conditionverifiesthatthe fifoQis never holding ary processes it waiting for the semaphoresThis is
valid whenNO_WAIT is setto 1.

This conditionis valid only whenNO_WAIT is setto 1. It impliesthat,if a procesds in the critical section,
ary otherprocessequestinghesemaphorevill reachthe next valid executabldocationReSpawnA waiting
variableis setwhenthe requestis made,andit is resetwhenthe noWait channelis used. Whenthe control
reacheghelocationReSpawithroughthe noWait channelthewaiting variablehasto be setto 0.

If aproceshasenteredhe NoWait location,it impliesthatthe semaphorés not available. The ReqSenis a
committedlocation,sothe processasto eithergetthe semaphoregr it hasto go to the NoW4it location. The
procescanenterthelocationonly if the semaphorés not availableandthe NO_WAIT optionis set.

This conditionverifiesthe dequeuingnodel. It is similar to the conditionverified in the caseof the binary
semaphore.

This conditionchecksthe enqueingnodel. It checksto seethat,if a semaphorés in use,anda processs in
thefifoQ blocked onthesemaphordn sucha case ary otherprocessequestinghe semaphorés queuednto
the next locationin thefifoQ.
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10.

11.

12.

13.

14.

15.

A[] noofProcesses==

(Verified for all processes)
process1l.ReqSem ——> processl.SemTaken

(Verified for all processes)
processl.StartProcess ——> process1l.ReqSem

" (Verified for all processes)
processl.SemTaken ——> processl.CriticalSec

processl.CriticalSec ——> process1.ReSpawn (Verified for all processes)

(Verified for all processes)
processl1l.ReSpawn ——> processl.StartProcess

. ) (Verified for all processes)
A[] (processl.CriticalSec imply sem==0)

) (Verified for all processes)
A[] (processl.SemTaken imply sem==0)
E<> (((processl.CriticalSec or processl.SemTaken) and (process2.CriticalSec or process2.SemT:
(( (process1.CriticalSec or process1.SemTaken) and (process3.CriticalSec or process3.SemTa
((process3.CriticalSec or process3.SemTaken) and (process2.CriticalSec or process2.SemTak

E<> process1.RegSem and process2.ReqSem and process3.ReqSem

A[](fifoQ[0] == 0 and fifoQ[1] == 0 and fifoQ[2] == 0).  (Valid for NO_WAIT = 1)

A[]( ( (processl.SemTaken or processl.CriticalSec) and process2.ReSpawn)
imply process2.waiting == 0) (Valid for NO_WAIT = 1)

A[] (process1.NoWait or process2.NoWait or proess3.NoWait imply sem==0)
(Valid for NO_WAIT = 1)
A[] (( fifoQ[0]==0 and fifoQ[1]==3 and fifoQ[2]==1 and bptr == 1land DequeSems.c
imply (toRun == 3)) (Verified for all processes)
A[] ( ((processl.SemTaken or processl.CriticalSec) and process2.ReqSem and EnqueSems.b
and fifoQ[0] == 3 imply (fifoQ[0]==3 and fifoQ[1]==2)) or
( (processl.SemTaken or processl.CriticalSec) and process2.ReqSem and EnqueSems.b
and fifoQ[1] == 3 imply (fifoQ[1]==3 and fifoQ[2]==2)) or
N |£Verified for all processes)
( (processl.SemTaken or processl.CriticalSec) and process2.ReqSem and EnqueSems.b

and fifoQ[2] == 3 imply (fifoQ[2]==3 and fifoQ[0]==2)))

Figure24: TCTL verificationconditionsfor the FIFO Mutual Exclusionsemaphore
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The UPRAAL modelfor semaphorewith the priority optionis similar to that of the mutualexclusionsemaphore
with the FIFO option. Thepid of the processs utilized asthepriority of theprocessThelowerthepid is, thehigher
the priority. Figure25 shavs the UPPAAL modelof the userapplicationthatis requestinghe priority semaphore.

iticalSec reSpawn
semGive!

StartProcess SemTaken

semTake?

toRun==me

Figure25: Userapplicationutilizing the Priority semaphore

Figure26 shavs theinitialization routinewhere,

Theenqgueingnodelshavn in Figure27is similarto theonefor the mutualexclusionsemaphoravith FIFO option.

thefptr is initializedto O,
thesemaphorsemis initializedto 1,
we do not needa bptr here,asthe dequeuings doneutilizing the priority of the processesand

thefifoQ is filled with a very large number

In thedequeuingnodelin Figure28,

o if thetasksWis equalto 0, thatis noneof thetasksarewaiting, the semaphorsemis setto 1, andthe model

e if not,

Figure25illustratesthe usermodelthat utilizesthe semaphorevith Priority option. It is similar to themodelof the

— Thenext procesdo runis identifiedbasedon the priority of theprocessethatarein thequeue.

— At thelocationDecide all the processids arechecled to decidethe processwith the highestpriority,
andthetoRunvariableis initialized with it.

— Thecorrespondindpcationin thefifoQ from wherethe processs dequeueds setto averylargenumber
— As ataskis dequeuedthe tasks\Wvariableis decrementety 1.
— A signalis sentto thewaiting usermodelvia the channeksem@ke allowing it to grabthesemaphore.

threadutilizing a mutualexclusionsemaphorasshavn in Figure20.

Figure29 shawvs thetimedautomataverificationconditionsthatarerelevantfor the semaphoravith priority option.
The numberon the left specifieshe serialnumberof the timed automataconditionthatis shavn in Figure29. All

the conditions,unlesshavn in italics, aredesignedo passthe verifier testfor satisfiability
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Startlnit

©

bptr:=0,
sem:=1,
i:=0 .
i<=noofProcesses-1

EC fifoQli] := 100,

ir=i+1

i==noofProcesses

O

Endinit

Figure26: Initialization of a Priority semaphore

semTake!

sem==1,

tasksw==0

sem:=0
semReq?

sem==0

fifoQ[bptr]+=100 tasksW:=tasksW+1,
fifoQ[bptr]:=pid

C

bptr:=(bptr==noofProcesses-1?0:bptr+1)

fifoQ[bptr]<10f
bptr:=(bptr==noofProcesses-1?0:bptr+1)

Figure27: Enqueingof taskswaiting for the Priority semaphore

i<=noofProcesses-1

j:==(fifoQ[i]<toRun?i:j),
toRun:=(fifoQ[i]<toRun?fifoQli]:toRun),

ii=i+1
ecide  fifoQ[jj:=100 c
i==noofProcesses
tasksW==0 semTake!
tasksW:=tasksW-1
semGive?

sem:=1 /\Q/\

Figure28: Dequeuingof tasks,Priority semaphore
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11.

10.

12.

A[] noofProcesses ==
processl.ReqSem ——> processl.SemTaken (Verified for processl and process?2)

process3.ReqSem ——> process3.SemTaken

processl.StartProcess ——> process1l.ReqSem (Verified for all processes)
processl.SemTaken ——> processl.CriticalSec (Verified for all processes)
processl.CriticalSec ——> process1l.ReSpawn (Verified for all processes)
processl.ReSpawn ——> processl.StartProcess (Verified for all processes)
A[] (processl.CriticalSec imply sem == 0) (Verified for all processes)

E<> (( (processl.SemTaken or processl.CriticalSec) and (process2.SemTaken or process2.SemTal
((processl.SemTaken or processl.CriticalSec) and (process3.SemTaken or process3.SemTak
((process2.SemTaken or process2.CriticalSec) and (process3.SemTaken or process3.SemTak

A[] ((process1.ReqgSem and (process3.reSpawn or process3.Startprocess) and DequeSems.c)
imply (toRun==1))

A[] ((process1.ReqSem and process2.ReqSem and (process3.reSpawn or process3.StartProcess)
and DequeSems.c) imply (toRun==1))

A[] ((process2.ReqSem and process3.ReqSem and (processl.reSpawn or processl.StartProcess)
and DequeSems.c) imply (toRun==2))

13. AJ[] ((processl.ReqSem and process3.RegSem and (process2.reSpawn or process2.StartProcess)

14.

and DequeSems.c imply (toRun==1))

A[] ( ((processl.Semtaken or processl.CriticalSec) and process2.ReqSem and EnqueSems.b
and fifoQ[0] == 3 imply (fifoQ[0] == 3 and fifoQ[1]==2)) or

((processl.Semtaken or processl.CriticalSec) and process2.ReqSem and EnqueSems.b
and fifoQ[1] == 3 imply (fifoQ[1] == 3 and fifoQ[2]==2)) or

((processl.Semtaken or processl.CriticalSec) and process2.ReqSem and EnqueSems.b
and fifoQ[2] == 3 imply (fifoQ[2] == 3 and fifoQ[0]==2)) or

Figure29: TCTL conditionsfor the priority semaphore
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10.
11.

12.

13.

14.

. It checksto seethatthereareonly 3 processeshroughoutthe durationof the system. This makessurethat

noneof the processemodify the systemparameters.

. This conditionchecksfor stanation of the processefor the semaphoredt checksto seethat,on all paths,if

the processlhasreachedhelocationReqSemit will eventuallyreachthelocationSemaken It stateghatif
processlhasrequestedhe semaphoret will eventuallygetit. Similarly, it canbe shawvn for the process2

. If processdasreachedhelocationRegSemit will notalwaysgetthe semaphoreasit is the lowestpriority

processlit mayhapperthat,evenbeforeit getsthe semaphorethe higherpriority processemay requesthe
semaphorehencet getsstaned. So,this conditionfails.

. On all the paths,if a processhasreachedthe location StartPocess it will eventually reachthe location
RegSem

. On all the paths,if a processhasreachedhe locationSemaken, it will eventuallyreachthe locationCriti-
calSec

. On all the paths,if a processhasreachedthe location CriticalSe¢ it will eventually reachthe location
ReSpawn

. Onall thepaths,f aproceshasreachedhelocationReSpawnit will eventuallyreachthelocationStartPio-
cess

Theconditions2, 4, 5, 6, and7 checkfor the absencef deadlocksn processl1 They have beenverified for
process2

. Onall thepaths|f aproceshasenteredhelocationCriticalSeg it impliesthatthesemaphorés notavailable.

. Therecannotexist a pathwheremore than one processhasenteredthe location Sem@ken or the location

CriticalSe¢ as,it meanghatmorethanoneprocessastakenthe semaphore.
If the processis requestinghe semaphoreghenext oneto runis processl

If the processlandprocess2arerequestinghe semaphoreghe next oneto runis processlasprocessihas
got higherpriority thanthe otherwaiting procesggrocess2

If theprocessandprocess3arerequestinghesemaphoregndprocessis notrequestinghe semaphorethe
next oneto runis process2asprocesszhasgot higherpriority thanthe otherwaiting procesggrocess}

If the processlandprocess3arerequestinghe semaphoresndprocesszhot requestinghe semaphorethe
next oneto runis processlasprocessihasgot higherpriority thanthe otherwaiting procesggrocess}

This conditionverifiesthe enqueingnodelof the semaphorelt is similar to the conditionthatis shavn for
thebinarysemaphore.

The Figures30, 31, and 32 specify the initialization routine, the userapplication,and the mechanismnutilized to
processhetimeoutfor asemaphorghatis initialized with aTIMEOUT option. ThetimeoutvaluetimeOutspecifies
how long the userprocesscanwait in the location ReqSenior the semaphorebeforeit canproceedto the next
executabldocation. Eachprocesanodelis got a clock associateavith it, in orderto specifytime. The procesghat
requestshe semaphorgetsblocked atthelocationReqSemit canwait atthelocationaslong asits clock variable
x is lessthanthe timeOut\al assetby the userin the initialization routinein Figure30. Oncethe clock variablex
reacheghetimeoutvalue,thetimingOutchannels triggered,andthe controlreaches-igure32. Here,the process
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bptr:=0,
fptr:=-1,
sem:=1,
timeOutVal :=10

e

Figure30: Initialization of asemaphorevith TIMEOUT option)

TIMEOUT==1, x == timeOutVal timingOut! toutMe := me R
NO_ WAIT==1 noWait?
|
PRIREY
toRun:=me, p Sem SemTaken CriticalSec ReSpawn
x:=0 M ()
?
“\_/ semTake? -/ semGive!
toRun==me

Figure31: UserApplicationwith TIMEOUT option

i<=noofProcessés-1
timingOut? c fifoQ[i]:=((fifoQ[i] == toutMe)?-1:fifoQYi]),
i-=0 i++
tasksW--
i==noofProcesses

Figure32: Figurelllustrating TIMEOUT Mechanism
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A[] noofProcesses==

processl.ReqSem ——> processl.SemTaker(Verified for all processes)
process1l.ReqSem ——> processl.ReSpawn (Verified for all processes)
processl.StartProcess ——> processl.ReqSdNerified for all processes)

processl.SemTaken ——> processl.CriticalS@terified for all processes)

o g~ w D

processl.CriticalSec ——> processl.ReSpawa/eriﬁed for all processes)
7. processl.ReSpawn ——> processl.StartProceg¥erified for all processes)
8. AJ] (processl.CriticalSec imply sem==0) (Verified for all processes)
9. A[] (processl.SemTaken imply sem== (Verified for all processes)
10. E<> processl.ReqSem and process2.ReqSem and process3.ReqSem

11. A[] (sem == 0 and processl.ReqSem and processl.x < timeOutval
imply (fifoQ[0] == 1 or fifoQ[1] ==1)) (Verified for all processes)

12. A[] (processl.x > timeOutVal imply not process1.ReqSem)
(Verified for all processes)

Figure33: Verificationconditionsfor semaphorevith TIMEOUT option
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issuingthe timingOutis dequeuedrom the fifoQ, andthe fptr andtasksWare updated.All the othermodelsare
similarto the othersemaphorenodelsdiscussegbreviously:.

TheFigure33 specifieghe verificationmechanismsor the semaphoravith the TIMEOUT option. The conditions
aredesignedo passheverifier testfor satisfiability exceptthoseshavn in italics.

1. This conditionchecksto seethatthe numberof processes the systemis alwaysequalto 3. It makessure
thatthe systemparametersrenot modifiedby the model.

2. Thisconditioncheckso seethatif the procesasrequestedhe semaphoret will eventuallygetit. But due
to thetimeoutmechanisnthisis not possible Hence this conditionfails.

3. On all paths,if a condition hasreachedhe location ReqSemit eventually reacheghe location ReSpawn
The processcango eitherthroughthe critical section,or if its timeoutclock expires, it will go throughthe
timingOutchannel.

4. On all the paths,if a processhasreachedthe location StartPiocess it will eventually reachthe location
RegSem

5. Onall the paths,if a processhasreachedhe locationSemdaken it will eventuallyreachthe location Criti-
calSec

6. On all the paths,if a processhasreachedthe location CriticalSe¢ it will eventually reachthe location
ReSpawn

7. Onall thepaths,if aprocessasreachedhelocationReSpawnit will eventuallyreachthelocationStartPio-
cess

Theconditions3, 4, 5, 6, and7 checkfor theabsenc®f deadlocksn eachprocessnodel.
8. This conditionimpliesthat,if a proceshasenteredhecritical sectionthe semaphorés notavailable.
9. Thisconditionverifiesthat,if thesemaphorés takenby aprocessthenit is notavailableto any otherprocess.

10. Thisconditioncheckgo seethat,all theprocessesannotewaitingin thelocationReqSenfor thesemaphore,
asatleasioneof themshouldhave gotit.

11. For all the paths,if the semaphorés not available, andthe processlhasrequestedhe semaphoreandthe
valueof theclock variableis lessthanthetimeOutval in sucha casethe userprocesss presenin thefifoQ.

12. For all the paths,if the clock variable processl.xhasreacheda value that is greaterthan the timeOut\él
specifiedthe processasto leave the ReqSemThis conditionis verifiedfor all the processes.

5.1.3 Counting Semaphoe

A Counting Semaphor&eepstrack of the numberof times a semaphoras given. It is optimizedfor guarding
multiple instance®f aresourcelt impliesthatmultiple instance®f the samesemaphorexist atary pointof time.
This canbeachiezedin the currentcontext by modifying the semin Figure 13 declaratiorto containvaluesranging
from 0 to the numberof countingsemaphoreshat are available. Counting Semaphoresvith FIFO/Priority and
NO-WAIT/WAIT-FOR-EVER/Tmeoutoptionshave beenmodelledon similar linesasthe abore mechanisms.

Figure 34 shavs the userapplicationrequestinghe countingsemaphoreFigure 35 shaws the initialization model
for thecountingsemaphoreHere,
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StartProcess semReq! ReqSem SemTaken CriticalSec sem GiVeReSpawn
) ) ) )
pid:=me, 4 |/ |/ |/
— semTake?
toRun:=me toRun==me

Figure34: Userapplicationwhich utilizesthe Countingsemaphore

e Thefptr andthebptr areinitialized to 0 and-1 respeciiely.

e Thesemvariableis initialized to 2 indicatingthe numberof countingsemaphorethatareavailable.
Figure36 shavs the enqueingmodelfor the countingsemaphorelt is quite similar to the otherenqueingmodels.

o Wheneerasemaphorés allocatedthe semvariableis decrementedy 1, unlike the previous caseswhereit
wasreset.

Figure 37 shavs the dequeuingnodelfor the countingsemaphorelt is quite similar to the previous models,the
differencebeing,

e Wheneer asemaphorés given,andthereareno taskswaiting for the semaphorethe semis incrementedy
1.

e Wheneerasemaphorés given,andtherearetaskswaiting for it, the mosteligible taskis signalledto take it,
justasin the previousdequeuingnodels.

Figure 38 shaws the timed automataverification conditionsfor the countingsemaphorevith FIFO option. The
following paragraphoriefly describeghe timed automateconditionsshavn in Figure 38. The numberon the left
specifiesthe serialnumberof the timed automataconditionthatis shavn in Figure 38. The conditionsshavn in
italics aredesignedo fail the verifiertest. All the otherpropertiesaredesignedo satisfytheverifier test.

1. It checksto seethatthereareonly 4 processeshroughoutthe durationof the system. This make surethat
noneof the processemodify the systemparameters.

2. This conditionchecksfor stanation of the processe$or the semaphoreslt checksto seethat, on all paths,
if the processlhasreachedhelocationReqSemit will eventuallyreachthelocationSem@ken It stateghat
if processlhasrequestedhe semaphoreif will eventuallygetit. Similarly, it canbe shavn for all the other
processes thesystem.

3. On all the paths,if a processhasreachedthe location StartPiocess it will eventually reachthe location
RegSem

4. On all the paths,if a processhasreachedhe location Sem@ken it will eventuallyreachthe location Criti-
calSec

5. On all the paths,if a processhasreachedthe location CriticalSe¢ it will eventually reachthe location
ReSpawn

36



Startlnit

fptr:=0,
bptr:=-1,
sem:=2

Figure35: Initialization of a Countingsemaphore

semTake! ¢
sem>0,
tasksW==0
b sem:=sem-1
a semReq?
O C
sem==
tasksW:=tasksW+1,
fifoQ[fptr]:=pid
C C

fptr:=(fptr==noofProcesses - noofSemaphores - 1?0:fptr+1)

Figure36: Enqueingof taskswaiting for the Countingsemaphore

bptr:=(bptr==noofProcesses - noofSemaphores - 1?0:bptr+1),

DecidetoRun:=fifoQ[bptr] c
© €
tasksW>0
tasksW==0
sem:=sem+1 semGive? semTake!
tasksW:=tasksW-1,
fifoQ[bptr]:=0
a
-O-

Figure37: Dequeuingof tasks,Countingsemaphore
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1. A[] noofProcesses ==

2. processl.ReqSem ——> processl.SemTaken (Verified for all processes)
3. processl.StartProcess ——> processl.ReqSem (Verified for all processes)
4. processl.SemTaken ——> processl.CriticalSec (Verified for all processes)
5. processl.CriticalSec ——> process1l.ReSpawn (Verified for all processes)
6. processl.ReSpawn ——> processl.StartProcess(Verified for all processes)

7. Al](processl.SemTaken or processl.CriticalSec imply processl.takenSem==1)
(Verified for all processes)

8. A[](processl.takenSem + process2.takenSem + process3.takenSem + process4.takenSem

<= noofSemaphores)

Figure38: TCTL conditionsfor the countingsemaphore

6. Onall thepaths,f aprocesdasreachedhelocationReSpawnit will eventuallyreachthelocationStartPo-
cess

Theconditions2, 3, 4, 5, and6 checkfor theabsencef deadlocksn the system.They canbeextendedo all
the otherprocesses.

7. Onall the paths,if the processhasenteredhe critical section thatis, it is currentlyin thelocationSem@ken
or in CriticalSeg it impliesthatthevariabletakenSenis setto 1.

8. On all the paths,the numberof processesn the critical section,is always lessor equalto the numberof
semaphoreavailable.

5.2 MessageQueues

Messagajueueshave beendevelopedutilizing the semaphorenodels. A messag@ueueconsistsof a queueinto
which the messageareplaced. If the messag@ueueis full, ary tasktrying to write to the messageueuehasto
beblockedtill anext freelocationis availablein the queue.If the messageueueis empty ary tasktrying to read
themessage@ueusis blockedtill atleastnelocationin thequeusis filled up. To simulatemessaggueuesve need
threequeuespneto storethe messagegnequeueto storethe writer processethatareblocked, andonequeueto
storethereaderprocessethatareblocked.

Therequireddeclarationgor a messag@ueueareshovn in Figure39. The channelansgRegmsgGive msghke,

msgPut msgRegPutandmsglsPutareutilized to requestwrite, andreadthe messagesThe noofPocessess the
numberof processethatarecurrentlyactive in thesystem.msgQis thequeueo holdthemessagesnbptrandmfptr
aretherearandfront pointersof the messageueuemsgQ ThefifoQGis the FIFO queueto hold the processethat
areblocked,andwaitingto readthemessageom themessagegueue gbptrandgfptr aretherearandfront pointers
of thefifoQG. ThefifoQPis the FIFO queueto hold the processethatareblocked, waiting to write messagew the
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/Nnsert declarations of global clocks, variables, constants and channels.

urgent chan msgReq, msgGive, msgTake, msgPut, msglsPut;
urgent chan msgReqPut;

const noofProcesses 2;

const buffSize 2;

urgent chan msgQFreed, msgRdy;

int[0,1] msgQ[buffSize];

int fifoQG[noofProcesses];
int fifoQP[noofProcesses];

int gfptr, gbptr;
int mbptr, mfptr;
int pfptr, pbptr;

int tasksWg;
int tasksWp;

int toRunG;
int toRunP;

int pid;

const NO_WAIT_G 1;

/Isignals to request, give and take semaphores

/INumber of Processes

//Message Q Size

/lthe msgQ that holds the message

/IFIFO Queue to hold the waiting processes Getting Ms¢
/IFIFO Queue to hold the waiting processes Putting Msg

/[Front Pointer and Back Pointer of the FIFOQ
/[Front and Back Pointer of the msgQ
/IFront and back Pointers of the FIFOQP

/INumber of tasks waiting to get message
/INumber of tasks waiting to put message

/INext Process to Run
/INext Process to Run

/lindicates the Process Id

//Option to set the block/unblocking property

Figure39: UPRAAL Modelillustratingthedeclarationsiecessarjor a Messag&ueue
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Startlnit

©

gfptr:=0,
gbptr:=-1,

mbptr:=0,
mfptr:=0,

pfptr:=0,
bptr:=-1

Eg}l nit

Figure40: Initialization of a Messag&ueue

StartMsgPut PutMesg MsgPut MsglsPut
msgReqPut! msgPut?
R W o
pid:i=me, \_/ toRunP==me =/

toRunP:=me

Figure41l: UPRAAL Modelillustratingawriter taskin the Message&QueueModels

StartProcess RegMsg GotMsg
msgReq! msgTake?
® () )
. o 4
pid:=me, toRunG==me
toRunG:=me

Figure42: UPFAAL Modelillustratingareadertaskin the Messag&QueueModels
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messagegueue.pbptr andpfptr arethe rearandfront pointersof the fifoQP. The tasksWgndicatesthe numberof
threadghatarewaiting to getthe messageom the messagegueue.lt indicatesthe total numberof readertthreads
thatareblocked. The tasksWgndicatesthe numberof threadghatarewaiting to put the messageto the message
queuelt indicateghetotal numberof writer threadghatareblocked. toRunGcontainghe pid of thereademprocess
thatis dueto run next. toRunPcontaingthe pid of thewriter procesghatis dueto run next. TheNO-WAIT variable
canbeutilized to setthe NO-WAIT or WAIT-FOR-EVERoption.

Theinitialization modelfor a messageueueis shovn in Figure40. It initializesthe front andtherearpointersfor
all the queueaitilized, namelymsgQ fifoQG andfifoQP. The userprocesghatreadsa messagdérom the message
gueuds shavnin Figure42. Theuserprocesshatwritesamessag#o themessaggueuds shavn in Figure4l. The
processn Figure42initially makesarequesfor themessageia thechanneimsReqThecontrolis now transferred
to themodelin Figure44to thelocationDecide Now, if themessagegueues notempty

e Thecontrolis transferredo the locationUpdatembptr

e Themessagés readfrom themessaggueue andthecorrespondindpcationin themsgQis setfreeby setting
it to 0.

o Thembptris madeto pointto the next availablelocation.
e Theuserprocesss signaledvia msghke, andthe controlreturnsto theuserprocessn Figure42.

o WhenatthelocationDecidein Figure44,asthedatais read,aslotis setfreein themsgQ So,ary threadthat
is waiting to write to the sharedocationhasto be now signalled,sothatit canwrite to the new locationthat
wassetfree. Thisis donevia thechanneimsgQFeed

e Throughthe channeimsgQFeed thecontrolgetstransferredo thelocationDecidein Figure45. Now,

— If thetasksWps equalto 0, thatis thereareno blocked writer threadsthe controljustreturns.
— If tasksWps greaterthanO, thatmeanghereareblocked writer tasks.

x Oneamongthesesetof blocked threadshasto signalled.Thisis donevia the channeimsgPut

* Thenext threadto runis identifiedby the pbptr, andthe toRunPvariableis updatedo containthe
processd or pid of the next writer procesgo run.

* Themessagegueues now writtento by makinguseof the mfptr afterwhich, mfptritself is updated.
* Thenumberof writer tasksthatarewaiting, thatis tasksWps decrementedy 1.

Alternatively, if themessagegueues empty

— Controlis transferredo thelocationUpdateyfptr.
— Thereadermprocesss queuedn thefifoQG utilizing its pid, andthe gfptr is updated.

— ThetasksWgs incrementedy 1, to denotethatthereexistsareadeiprocesghatis blockedin thequeue
fifoQG.

Theuserprocesghatwritesamessagéo themessaggueuemsgQis shavnin Figure4l. It initially makesarequest

to placea messag@n the messagegueuevia the channeimsgReqgPutThe controlis now transferredo Figure43to
thelocationDecide Now,

o if any of theslotsin the messagegueuearefree,

— Controlis transferredo thelocationUpdatemfptr
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mfptr:=(mfptr==buffSize-1?0:mfptr+1)

Updatemfptr

s

msgPut!

msgReqPut?

msgRdy!

©
msgQ[mfptr]==

msgQ[mfptr]:=1

KC Decide

msgQ[mfptr]==1

tasksWp:=tasksWp+1,
fifoQP[pfptr]:=pid

\CS Updatepfptr

pfptr:=(pfptr==noofProcesses-1?0:pfptr+1)

Figure43: Enqueingmodelfor writer tasks

mbptr:=(mbptr==buffSize-1?0:mbptr+1) Updatembptr

-

msgTake!

©

msgQ[mbptr]==1

5

e

msgQFreed!
msgQ[mbptr]:=0
msgReq?
{C Decide

msgQ[mbptr]==0

tasksWg:=tasksWg+1,
fifoQG[gfptr]:=pid

©-

\CS Updategfptr

ofptr:=(gfptr==noofProcesses-1?0:gfptr+1)

Figure44: Enqueingmodelfor readeitasks
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msgPut!

tasksWp:=tasksWp-1,
msgQ[mfptr]:=1,
mfptr:=(mfptr==buffSize-1?0:mfptr+1),
fifoQP[pbptr]:=0

R msgQFreed? Decide tasksWp>0
@ ~©) @ SignalWriter

g pbptr:=(pbptr==noofProcesses-1?0:pbptr+1),
toRunP:=fifoQP[pbptr]

tasksWp==0

Figure45: Dequeuingmodelfor writer tasks

msgTake!

tasksWg:=tasksWg-1,

msgQ[mbptr]:=0,
mbptr:=(mbptr==buffSize-1?0:mbptr+1),
fifoQG[gbptr]:=0

C ) SignalReader

Decide
msgRdy? taskswg>0
© ©

gbptr:=(gbptr==noofProcesses-1?0:gbptr+1),
toRunG:=fifoQG[gbptr]

tasksWg==0

Figure46: Dequeuingnodelfor readertasks

=

S A T R

© ©

A[] not deadlock

E<> ((msgQ[0]==0 or msgQ[1]==0) and (fifoQP[0]==1 or fifoQP[1]==1))

E<> ((msgQ[0]==1 or msgQ[1]==1) and (fifoQG[0]==1 or fifoQG[1]==1))

A[l( (fifoQP[0]==1 or fifoQP[1]==1) imply (msgQ[0]==1 and msgQ[1]==1) )

A[] ((msgQ[0]==0 and msgQ[1]==0) imply (fifoQP[0]==0 and fifoQP[1]==0))

A[] ((msgQ[0]==1 or msgQ[1]==1) imply (fifoQG[0]==0 and fifoQG[1]==0))

A[] (fifoQG[0]==2 and fifoQG[1]==1 and msgQ[0]==1 and gbptr == 0 imply toRunG==2)

A[] (fifoQP[0]==4 and fifoQP[1]==5 and pbptr == 0 imply toRunP==4)

A[] (msgQ[0]==1 and msgQ[1]==1 and mbptr == 0 and MsgGet.Updategfptr imply msgQ[0]-

Figure47: Timed Automataverificationconditionsfor the Message&Queue
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— themessagés placedin the messagegueueandthe mfptris updated.

— At thesametime ary taskthatis waiting for theto readthe messagéasto be signalledvia msgRdy
— Whensignalledvia the channeimsgRdythe controlis transferredo Figure46.

— Utilizing the gbptr andthefifoQG, the next reademrocesss decided andsignalledvia msghke.

o if themessageueueis filled up, thewriter processs queuedup in thefifoQP, andthe pfptr is updated.

Figure47 shavs thetimed automataverificationconditionsthatarerelevantfor the MessageQueue.Thefollowing
paragraphdescribeghe timed automataconditionsshavn in Figure47. The numberon the left specifieghe serial
numberof the timed automataconditionthatis shavn in Figure47. All the conditionsare designedo passthe
verifier testfor satisfiability exceptthoseshavn in italics.

1. It checksfor absenceof deadlocks. The model hasto be free from deadlocksto make surethat it runs
uninterrupted.

2. This condition checksfor the casewhere,the messagejueuehasgot empty slots, but the writer processes
have gotqueuednto thefifoQP. This is anerrorcondition.

3. This conditionchecksfor the casewherethe messaggueuehasgot messagedyut thereademprocessebave
gotqueuedn thefifoQG.

4. Wheneer the fifoQP is got tasksthat arewaiting for the slotsin the messagejueue,it impliesthatmessage
queusis full.

5. Theabsenc®f messagem themessagegueueimpliesthat,ary taskthatwishesto write amessageanwrite
to thequeuewithoutgettingblockedin thefifoQP. So,for all thepathswheneerthemessaggueuds empty
thefifoQPis empty

6. Wheneer, a messagés presentin the messagejueue,the readerprocessesan readthe messagevithout
blockingin thefifoQG. So,wheneer thereexist ary messages themessaggueuethefifoQGis empty

7. If theprocessds queuedn thefifoQGJ[0], andthe processlin thefifoQG[1], andthemsgQ[0]is 1, thegbptr
is 0, thenext reademprocesgo run would be process2 This conditionmakessurethatthe dequeuingnodelat
thereaderendworksasintended.The conditioncanbe checled for othercombinationsaswell.

8. It is similarto the previous condition,but it is for writer processessoit checksthefifoQP. It makessurethat
the dequeuingnechanisnat the writer endworksasintended.

9. If the msgQis filled in the locationsO and 1, thenoncethe messages readat the location Updatefptr in
Figure44,themsgQ[0]is readfirst. This follows the FIFO propertyof the messaggueue.

All theabore mechanismaremadeavailableastemplatesothatthe usercanusethemto constructis own models
from thesetemplates.

5.3 Modelling a User Program in UPPAAL

The given real-time systemis mappedinto a finite statemachinewith the help of timed automatato verify its
correctnessandto detectthe presencef raceconditions.UPRAAL is anintegratedtool ervironmentfor modelling,
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validationandverification of real-timesystemamodelledasnetworks of timed automata.Hence,it facilitatesthe
developmeniof areal-timesystemin termsof its timed automatanetwork models.

Utilizing our UPRAAL templatesheusercanmodelhistasksasdescribedy the modellingof theexamplein Figure
48. Figure48 shawvs two threadsThread-AandThread-Beachwith two local variablesvar-A andvar-B, two shared
variablesBuf-A andBuf-B. It is a simplecodewherethe two threadscommunicatewith eachothervia the global
variablesBuf-AandBuf-A Thecodeutilizesa semaphor¢o build thecritical section.

Thefollowing stepsneedto betakeninitially:

o |dentify the shareddataitemsbetweerthe differentthreads.
¢ |dentify theinter processommunicatiormechanismshatareutilized by the threadfor communication.
o |dentify the synchronizatioomechanismsitilized.

e Basedon the type of communicatiormechanisrutilized, the usercanimport ary of our templatesnto his
modelto do themodellingof his task.

For exampleconsidelFigure48, it consistf two threadghread-Aandthread-B.Thetwo threadsharethecommon
variablesBuf-A and Buf-B. The critical sectionfor eachof the threadsis modelledutilizing a semaphore Each
threadtakesthe semaphordeforeenteringthe critical section,andreturnsit whenexiting it. In orderto modelthis
taskon UPRAAL onehasto initially modelthe semaphore®o build the critical section. But sincethe semaphores
arealreadymodelled,the usercanimport our templatesalongwith their declarationsandreusethem. Figures49
and50illustratehow theuserthreadsshavn in Figure48 canbe modelled.

Wheneeraprocessequestasemaphoréhe UPRPAAL modelutilizedwill besimilarto thatshavn in Figure20with
theregionin betweerthelocationsSem@kenandCriticalSecbeingthecritical section.ThelocationCriticalSeccan
bereplacedy theuserlevel codeof thecritical section.In Figure48,thread-Aandthread-Bcontaincritical sections
thatareprotectedby the semaphorsem This partis includedon the edgein betweerthe locationsSema@kenand
CriticalSecasshavn in Figures49 and50.

In this examplewe have concentratedn modellingthe critical section.But the modelis extendablan otherdirec-
tions. If thereexists codeotherthanthe critical section,in sucha case,it canbeinsertedon the edgesbeforethe
locationReqSenor afterthelocationReSpawn

5.4 RaceCondition Verification by utilizing UPPAAL

This sectiondescribesiow TCTL canbeutilizedto detectraceconditionsin the UPPAAL models.Figure48 shavs
an exampleof two threadscommunicatingvia a sharedlocation utilizing a binary semaphore.Thread-Awrites
into the variable Buf-A andthread-Bhasto readit beforethread-Awrites anothervalueinto the sharedvariable.
But the synchronizatiormechanisnutilized cannotguaranteghis, andit resultsin a racecondition. This could be
verified by utilizing the verificationtool UPFAAL. Oncethe modelis instrumentedwith the code,we canframe
timedautomataconditionsto detectthe occurrencef raceconditions.

In the exampleabove, we introducea sharedvariablewritten that is utilized in the code of the critical section.
Thread-Asetsthevariablewheneer it writesto Buf-A andThread-Bresetghe variablewheneer it readsthe Buf-
A. OnceThread-Asetsthevariable,andif it comesaroundto find thatthevariablewritten hasbeensetthenit implies
that, it is trying to write to the locationevenbeforeit is readby the otherthread.This indicatesthe occurrencef a
racecondition. This needgo be verified by utilizing the modelchecler engineof the UPPAAL. Oncethe designis
modelledasshavn in Figures49 and50the TCTL verificationformulacanbe modelledas
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Global Thread_A
int Buf_A, Buf_B; begin
BinarySemaphore int Var_A,;
Sem; while(1)
{
SemTake(Sem);
Buf_A =Var_A;
Var-A = Buf_B;

SemGive(Sem);

Thread_B
begin
int Var_B;
while(1)

{

SemTake(Sem);
Buf_B = Var_B;
Var_B = Buf_A;

SemGive(Sem);

Figure48: UserApplicationto bemodelledutilizing UPPAAL

NO_ WAIT==1 noWait?
semReq!
StartProcess p'd::nf’ ReqSem SemTaken CriticalSec ReSpawn
® toRun:=me W\ () _semGive! {)<
N “\/ Bufai=varpA, -/
semTake?
VarA:=BufB,
toRun==me written:=1

Figure49: UserApplicationthreadA modelledutilizing UPFAAL

NO WAIT==1 noWait?
semReq!
StartProcess p'd::nf’ ReqSem SemTaken CriticalSec ReSpawn
® toRun:=me W\ () __semGive! {)<
N “\/ BufB:=varB, -/
semTake?
VarB:=BufA,
toRun==me written:=0

Figure50: UserApplicationthreadB modelledutilizing UPFAAL
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E<> (processl.Semdken and written ==1).

Herewritten is utilized asthe instrumentatiorvariablewhich is setwheneer the valueis written to the Buf-A and
resetwheneer thevalueis read. This TCTL conditiontestsif thereis a pathwherethe Thread-Ahasobtainedthe
semaphoreandis aboutto write to thesharedocation. If thevariablewrittenis still setthatimpliesthattheprocess
is attemptingto write to the sharedocationevenbeforeit is read. Thisis aracecondition. Soif the formulashavn
aboveis satisfiedthenit impliesthe existenceof aracecondition.

6 A CaseStudy

This sectionpresentsa casestudyof a real-timeapplicationthatreadsa potentiometerlt illustratesthe modelling
of thesystemsn UPRAAL, andexplainsthe verificationof theraceconditionsin them.

Many embeddedensompplicationsaredependenbn externalernvironmentfor input. In mary embeddeapplica-
tions, we needto know the positionof the mechanicallevices. Many sensorsexploit a potentiometeto detectthe
positionof the moving part. As the sensommoves, the resistancef the potentiometechangeglinearly) which, in

turn, leadsto variablevoltageor current. A goodexampleis the analogjoystick. For eachaxis, a potentiometers

connectedo a capacitoranda mono-stablemulti-vibrator Baseduponthe resistancea pulseof variablewidth is

generatedthatdetermineshe positionof thejoystick .

Thepotentiometecanbeaccessettom theuserspaceoy utilizing adriver routine. A driver providesall thesystem
callsthatcanbeutilizedto openthedevice from theuserspaceandreadthe positionof thesensorshatareconnected
toit. Thissectionpresentshe casestudyof areal-applicationlt illustratesthe developmentof theapplicationinto a
network of finite stateautomatanodels.It thendescribesheraceconditionverificationin the modelso developed.

Theapplicationis a driver application that consistsof the routinesrequiredto reada joystick from the userspace.
Thejoystickis connectedo thegameport of the Creatve LabsSoundBlastel6PClcardona SA1100boardloaded
with VxWorksoperatingsystem.Theroutinesmodelledinclude

¢ A userapplication(Figure51) thatspavnsthe periodictasksthatopenthe potentiometefrom the userspace
andreadthevalues.
e A driverinstall (Figure52) routinethatinstallsthe driver, andallocategshe semaphorethatarerequired.

e An interruptserviceroutine(Figure53) thatis utilized to generatenterruptsto readthe positionof the poten-
tiometer

e The re-entrantread (Figure 54) routine thatis utilized to readthe value, by utilizing the interrupt service
routineandthetimer.

e A userroutine(Figure55) thatutilizesthedriver routineto readthejoy stick.

e Theintertaskcommunicatiormechanismgsemaphoresnessageueuesthatweremodelledearlierby uti-
lizing thetool UPFAAL areutilized to implementtheinterprocesscommunicationandareshavn in Figures
59,60,61,62,63,64,56,57,and58 respecitiely.

In orderto access hardwaredevice thatis attachedo the systemghefollowing stepshave to betaken.

e Thedriver codehasto bewritten,andcomplied.It containsall thefunctionslike open,close,read,write, and
controlroutines.

a7



count < noofProcesses
spawn!

iDrvinstall! ﬂjDriverlnstaIIed?Wa't

@ cSemCreate!f\

o/ o
StartProcess
count := 0, count>0,
times:=10, cSem==3
gX:=-1,
gvi=-1 count:=count+1

Figure51: UPFRAAL Modelillustratingthe UserLevel Application

iDrvinstall? b1SemCreate! b2SemCreate! jDriverlInstalled! End
@ () () () {)
’U ’U N

Driverlnstall Driverinstalled

Figure52: UPFAAL Modelfor thedriverinstallationroutine

gCountX<scale
gCountX:=gCountX+1

enableTimer?
RedValues

StartTimer Calculate

gCountX>0,
gCountY>0

le

gCountY:=gCountY+1,
gCountY<scale

- /

redValues!

Figure53: TheInterruptServiceroutine
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cUserSemReq! jReadVal!

=g StartProcess RegSem SemTaken DeviceOpened ReSpawn
?
Spawn: pidcSem:=me, cUserSemTake? pidb1Sem:=me,
toRuncSem:=me  toRuncSem==me toRunb1Sem:=me,
i<times|  j=j+1 delay:=0
jRed?
i==times cUserSemGive! delay<t_ol%unb15em==me

Figure55: Taskthatusesthedriver routineto readthe device

e Thedriver hasto beinstalledon the system.The operatingsystemcreatesanentryfor thedriverin thedriver
table,andupdatesertainotherdatastructures.

e Thedevice hasto beinstalled,andthedriversfor it have to bespecified. Theoperatingsystemnow insertsthe
device in thedevice table,andupdatedhe datastructures.

e To accesshedevice from the userspacejt hasto be openednitially by utilizing the opensystemcall. Once
openedthe systemcall returnsa file descriptorto the device thatis just opened.This file descriptorcanbe
utilizedin all subsequentystemcallsto accesghedevice.

6.1 UPPAAL Model of the Application
6.1.1 Userapplication spawningtasks

e Figureb5lillustratesthe userlevel applicationthat spavns threeusertasksthat openthe device, andtestthe
re-entranjRead routine.

e ThecSemCeate!signalsFigure56to initialize the semaphorethatareutilized by the device driver.
e ThejDrvinstall!l installsthedriver by invoking thedriver installationroutinein Figure52.
e TheblSemGezate!andb2SemGzate!initialize thebl andb2 semaphoreasshavn in Figures59 and62.

e Oncethedriveris installed thedriverinstallationroutine(Figure52) signalsthe currentroutinethatthedriver
hasbeeninstalledby utilizing the channefDriverinstalled?

e Oncethedriverisinstalled,thetasksthatreadthe device arespavnedby utilizing thechannekpawn! which,
invokesthe functionspavn asin Figure55to spavn the periodictasks.

e Thisroutinewaitsin thelocationwaitHere for all thetasksto give theircorrespondingUserSemsemaphores,
afterwhichit will terminate.
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countingSeminitializing

fptrcSem:=0,
cSemCreate? bptrcSem:=-1,

cSem:=3

countingSeminitialized

Figure56: Initialization of the countingsemaphoréo controlthe userapplication

cUserSemTake! ¢
C
cSem>0,
tasksWcSem==0
cSem:=cSem-1
. cUserSemReq?
StartEnqueing O C) IsSemAuvailable
cSem==0

tasksWcSem:=tasksWcSem+1,
fifocUserQ[fptrcSem]:=pidcSem
C C

fptrcSem:=(fptrcSem==noofProcesses - noofcSemaphores - 1?0:fptrcSem+1)

Figure57: Enqueingof tasksthatarewaiting for the countingsemaphore

bptrcSem:=(bptrcSem==noofProcesses - noofcSemaphores - 1?0:bptrcSem+1),
b toRuncSem:=fifocUserQfbptrcSem]

® ©
tasksWcSem>0

tasksWcSem==0

cSem:=cSem+1 cUserSemGive? cUserSemTake!

tasksWcSem:=tasksWcSem-1,
fifocUserQ[bptrcSem]:=0

a
O\/

Figure58: Dequeuingof tasksoncea countingsemaphorés available
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6.1.2 Driver installation routine

ThejDrvinstall routineinstallsthe driver asalreadymentioned.

Thecontrolreturnsto the userapplicationin Figure51 via jDriverinstalled?

6.1.3 Usertask that readsthe potentiometer

Thetaskis createdvia the spawn?channel.

Thetasknow requestshe semaphoreUserSenby utilizing thechannekcUserSemReqThe controlis trans-
ferredto Figure57. If the semaphorés available, the task can proceedforward. If the semaphores not
available,thetaskis queued.

Thetasktakesthe semaphoreia cUserSemdke? andproceeddo openthedevice.
Oncethedeviceis openedit is readby utilizing thejRead\al!, which transferghe controlto Figure54.

Thevaluethatis readfrom thejReadroutineis updatedn thegloballocations from wheretheuserapplication
canaccesst. ThejReadroutinesignalsthe currentroutineby utilizing jRed?

As the taskis periodic,it waitsin the currentlocationfor a specifictime. The waiting taskmodelsa process
thatis sleeping,and can be awakenedby utilizing a timer interrupt. Oncethe timer expires, the task can
proceedo readthe potentiometergain.

This processontinuedor a specifiedamountof time, afterwhich the taskexpiresby returningthe counting
semaphoreUserSem

6.1.4 Readfunction invoked by the kernel

This function is invoked by the userapplicationwhenit doesthe read(...) from the userspace. Control is
passedo thisroutinevia thejRead\él channel.

This functionutilizestwo semaphoresjamelybl, b2 to ensurere-entrang.

It requestghefirst semaphoréy utilizing the semRegbl1Semlf it is availablethe semaphorés taken, and
the controlproceedso thelocationSem@kenlto enterthe critical sectionthatis guardedby the semaphore
bl If the semaphorés not available,it proceeddo the location RentReadHerwhereit is waiting for the
semaphor®?2, sothatit canreadthe valuessetby thetaskthatis currentlypresenin the critical sectionthat
is guardedby the semaphor&l.

If thetaskenterghelocationSem@ken], it requestshesemaphor®2, andgetsblockedif it is notavailable.
Thesemaphorés specifiedwith the FIFO optionsothetasksgetqueuednto it in first-in-first-outfashion.

If thesemaphorés available,thetaskentersthecritical sectionof b2.

In thecritical sectionthatis guardedby bothb1 andb2, the taskenableghe timer by utilizing enableTmer!
which passeshe controlto thetimer moduleshavn in Figure53.

Oncethetimer setsthe values the controlreturnsto the jReadfunction by utilizing the channeked\alues
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fptrb1Sem:=0,
blSemCreate? | bptrb1Sem:=-1,

semblSem:=1

Figure59: Initialization of the b1 semaphoreitilized by thejReadfunction

semb1Sem==0,
NO_WAIT_b1Sem==1

noWaitb1Sem!

a
semTakeblSem! C

semblSem=F1,

tasksWb1Sem==0
sembl1Sem:$0

?
StartQueil O semReqblS C \ Decide
sembl1Sem==0,
NO_WAIT_b1Sem==0
tasksWb1Sem:=tasksWb1Sem+1,
c fifoQb1Sem[fptrb1Sem]:=pidb1Sem
C C

fptrb1Sem:=(fptrb1Sem==noofProcesses-1?0:fptrb1Sem+1)

Figure60: Enqueingof tasksthatarewaiting for the semaphoré1

bptrb1Sem:=(bptrb1Sem==noofProcesses-170:bptrb1Sem+1),
b toRunb1Sem:=fifoQblRem[bptrb1Sem]

© ~C

semTakeblSem!

semGivebl1Sem?
tasksWb1Sem:=tasksWb1Sem-1,
fifoQb1Sem[bptrb1Sem]:=0

a

o /

Figure61: Dequeuingof tasksoncea bl semaphorés available
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e The globalvaluesgX andgY are updatedso that arny taskthatis queuedfor the semaphoret the location
RentReadHercanaccesshemostrecentvalues.lt now givesaway the semaphoreb2 andthenbl

e Any taskthatis waiting for semaphoré?2 cantake it andupdateits local variablegX andjY with theglobal
values,andthengive away the semaphor®2.

e Eachtask,onceit updateghejX andjY, givesbackthesemaphorethatit hastaken. Later; it signalsthe User
Taskthatinvoked thejReadby utilizing jRed!

6.1.5 Timer andthe correspondinginterrupt Serice Routine

e Thetimeris enabledby thejReadfunctionby utilizing thechanneknableimer.

e Thetimeris supposedo call aninterruptserviceroutinefor every tick. It is simulatedn the samemodulein
thelocationCalculate

e In this location a certainnon-determinismis introducedby utilizing variablesgCountXandgCountY It is
donein orderto simulatethe valuesthataresetby the sensar

e Oncethevaluesareset,the jReadroutineis signaledby utilizing the channeked\alues andthe controlnow
transferdo thejReadfunction.

6.1.6 Inter-ProcessCommunication MechanismsuUtilized

ThreesemaphoregseeSection4 and Section5) namelycUserSembl and b2 are utilized. Eachsemaphordias
3 modulesassociatedvith it namely the initialization routine, the enqueingmodule,and the dequeuingmodule.
Theinitialization routinesfor the threesemaphoreareshovn in Figures56,59, and62 respecirely. Theenqueing
modulesareshavn in Figuress7,60,and63. Thedequeuingnodulesareshavn in Figures58,61,and64.

6.1.7 Raceconditionsin the modelledapplication

In the applicationmodelledabore, whentwo or more processeareexecutingthe code,thefirst procesanay take
the semaphorél, andeven beforeit takesthe semaphoré2, the secondprocesamay go aheadandtake it. Now,
thesecondoroceswill readthevaluesevenbeforethey aresetby the processn thecritical sectionguardedoy bl
Thisis atypical generakacecondition,andcanbe testedby thefollowing TCTL formulae.

E <> (jReadl.SemBken2and gX == -1)

This formulaeteststo seeif thereexistsa pathwherethe proceshasreachedhelocationSemaken2 but thevalue
of thegXis notyetset.

7 Examples

Thissectionllustratesanumberof exampleghathave beenmodelledtoillustratethevarioustypesof raceconditions
thatcanoccurwhentwo differentthreadscommunicatavith eachother Thecorrespondingerificationmechanisms
have alsobeenshawvn.
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fptrb2Sem:=0,
b2SemCreate? | pptrb2Sem:=-1,

semb2Sem:=1

Figure62: Initialization of the b2 semaphoreitilized by thejReadfunction

semb2Sem==0,
NO_WAIT_h2Sem==1

noWaitb2Sem!

a
semTakeb2Sem! C

semb2Sem=F1,

tasksWb2Sem==0
semb2Sem:$0

?
StartQueil O semReqb2S C \ Decide
semb2Sem==0,
NO_WAIT_b2Sem==0
tasksWb2Sem:=tasksWb2Sem+1,
c fifoQb2Sem|[fptrb2Sem]:=pidb2Sem
C C

fptrb2Sem:=(fptrb2Sem==noofProcesses-1?0:fptrb2Sem+1)

Figure63: Enqueingof tasksthatarewaiting for the semaphoré2

bptrb2Sem:=(bptrb2Sem==noofProcesses-170:bptrb2Sem+1),
b toRunb2Sem:=fifoQb2%em[bptrb2Sem]

© ~C

semTakeb2Sem!

semGiveb2Sem?
tasksWb2Sem:=tasksWb2Sem-1,
fifoQb2Sem[bptrb2Sem]:=0

a

o /

Figure64: Dequeuingof tasksoncea b2 semaphorés available
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7.1 Examplel

Figure 65 illustratesa situationin which two threadsshale handsby utilizing binary semaphoresand exchange
messages.The threadsutilize two binary semaphore#é and B that areinitially empty So eachof themgivesa
semaphorsignallingthe otherthreadto proceed.The currentthreadblockstill it getsthe semaphorehatis given
by athreadin the othergroup.lt is only aftertakingthe semaphoreanthethreadaccesshe shareddataitem.

Therearevariousraceconditionsthatcanoccurin the examplein Figure65. Let Thread-Agive the semaphoré,
andthenwait to take thesemaphord atline 4. Onceit getsthesemaphoré, it maygo aheadandupdatetheshared
locationBuf-A It maylater proceedo readthe valuefrom the sharedocationBuf-B even beforeThread-Bupdates
it. Thissituationis dueto thelack of synchronizatiorbetweenthe differentthreadgroups.

Thereis anothemotentialraceconditionwhich may occurdueto the lack of mutualexclusionmechanismamong
thethreadf eachgroup. It mayresultwhentwo threadsn groupA try to exchangemessagewith the samethread
in groupB. ConsiderthethreadsAl, A2, B1 andB2. Initially A1 andB1 eachgive the binary semaphor® andA
respeciiely. Oncethe semaphoreareavailable,thethreadsAl andB1 may proceedo take A andB semaphores
doinga Sem@ke atline 4. ThreadsAl andB1 areyetto executeline 5, at which point they may be swappedout.
Now, threadA2 of threadgroupthread-Amay get the time slice, andit may give a Semaphord3, and wait for
semaphore\ atline 4. ThreadA2 is now swappedout, threadB2 may getthe time slice to run. ThreadB2 may
now give the semaphord\, andswap out at line 4, allowing thethreadA2 to take it. ThreadB1 maynow resume,
andupdatethesharedocationatline 6. ThreadA1 maygo overto line 6, andaccesshe sharedocationto readthe
valuesetby B1, afterwhich, the threadA2 may go aheadandreadthe samelocation. Thus,threadAz2 is reading
avaluesetby thethreadB1 for thethreadAl. Thisis atypical caseof a raceconditionwherethe threadsarenot
synchronizegroperly

Figure66 shavs the UPFAAL modelof thethread-Aalongwith the codeinsertedinto the model. Figure67 shavs
the setof raceconditionsexpressedn timedautomataThefirst conditionin Figure67 checksall the possiblepaths
to seeif themodelis freefrom deadlocksFigure66 alsoshavs the codethatis insertedn themodel. Thevariables
chekA, chedB, forA, andforB areutilized to instrumentthe model. Whene&er Buf-B/Ais read,che&B/Ais reset.
Wheneer Buf-B/Ais written to, ched&B/Ais set. Soif thethread-AhasreachedhelocationSemaken andit finds
che&A is equalto 1, it impliesthatit is overwriting the sharedocationBuf-A evenbeforeit is read. The second
timedautomataconditionchecksfor this racecondition. It triesto find if thereexistsa path,whereinthread-Alhas
reachedhelocationSem@ken andchedA is still setto 1, thatimplies, the threadis over writing the buffer before
it is read. Thethird timed automataconditionverifiesthe occurrencef the raceconditionwhere,athreadreadsthe
valuethatis setfor anotherthread. At ary point of time, forA andforB containthe processdentity of the process
which hasto accesghe datafrom the buffer. Hence,this condition checksto seeif thereexists a pathin which
thread-Az2is trying to readthe buffer thatis setfor thread-Al

7.2 Example?2

In theexamplein Figure65, we have seenthatwe cannotpreventthethreadsn the samegroupfrom rushingin and
overwriting the existing messagéeforeit is taken. The currentexampleshavn in Figure68, utilizestwo different
semaphore® forceathreadin groupA to wait until athreadin groupB completests task.

It utilizes four binary semaphoregwo for eachthreadgroup, of which two areinitially full, andtwo areempty
Initially the semaphoreéreadyand Breadyare full, so the threadsthread-Alandthread-A2cantake themand
proceedto updatethe buffers Buf-A and Buf-B at line 3. Oncethe buffers are updated eachcan give the binary
semaphorédoneandBdonesignalingthe threadin the othergroupto readthe valuesetatline 3. The semaphores
AdoneandBdonearetaken at line 5 by thread-Bandthread-Arespectiely. Oncethe valueis readat line 6, the
threadscan give the semaphorat line 7, andallow ary otherthreadthatis waiting at line 2 to enterthe critical
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Binary Semaphore A=0, B =0;

int Buf_A, Buf_B;

Thread_A(...) Thread_B(...)

{
1 int Var_A; int Var_B;
2 while(1) while(1)

{ {
Var A= .. Var B=..;

3 SemGive (B); SemGive (A);
4 SemTake (A); SemTake (B);
5 Buf_A =Var_A; Buf_B = Var_B;
6 Var_A = Buf_B; Var_B = Buf_A;
7 } }

} }

Figure65: Examplel illustrating DataRaces
Buf_A:=Var_A,
Var_A:=Buf_B,
A A checkA:=1,
— pidA:=meA, —
Var_A:=rand . = - checkB:=0,  ypdated
e T~ semGiveB! _\ [ORUNAI=meA ~ toRunA——meA\/a forB := meA
A\ "\ semRegAl \/ semTakeA? =/
StartHere GiveSem SemGiven WaitforA SemTaken

Figure66: UPRAAL modelfor Thread-A Examplel

1. A[] not deadlock
2. E<>(Thread_Al.SemTaken and checkA == 1)

3. E<> (Thread_A2.SemTaken and forA == 1)

Figure67: UPRAAL verifiermodel Thread-A ,Examplel
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section.

This mechanisnpreventsthreadsn the samegroupfrom rushingin, andoverwriting the existing messag®eforeit

wasread.If athreadhasto reachline 3 to write to the sharedvariable,it musttake the semaphoratline 2, but that
semaphorés given by threadin the othergrouponly whenthe valuein the sharedouffer is readby it. Soathread
canwrite to the sharedbuffer only whenthe buffer hasbeenread.

Thecurrentexamplehowever doesnot preventthecasean whichthemessageneantfor onethreadis readby another
threadin the samethreadgroup. For example,if two threadsAl and A2 arewaiting at line 2 for the semaphore
Bready whenthethreadB1 givesthesemaphorary oneof themmaytake thesemaphoreSincethereis noordering
amongthethreadgo accesshe shareddataitemit is a generaracecondition.In VxWorksthis situationis avoided
by utilizing FIFO or priority optionswith thesemaphores.

Figure69 illustratesthe UPFAAL modelof the examplein Figure68. It utilizestwo variablesforA andforB to do
theinstrumentatiorsimilar to the examplein Figure69. Theraceconditionsareillustratedin Figure70.

7.3 Example3

In this exampleshawvn in Figure71, we utilize a mutual-eclusion semaphoréo protectthe sharedvariable. This
malkessurethataccesso Buf-AandBuf-Bis mutuallyexclusive. Beforeathreadcanexchangeamessagé follows a
handshakingrotocolto updatdts own buffer atline 5in Figure71. It thenperformsaseconchand-shakingrotocol
to receive amessagdrom a threadin the othergroup. The utilization of mutual-eclusionsemaphor@reventstwo
threadsin groupA from accessin@uf-A andBuf-B at the sametime. This protectionis not adequatdo prevent
generakaces.

Therearetwo differentidenticalhandshakingnechanismvolved in the processesThefirst handshakingnecha-
nismis to updatethe shareddataitem andthe seconchandshakingnechanisnis to readthe shareddataitem. Once
eachof thethreadshave updatedheir shareddataitems,andreachtheline 6, the binary semaphoreareempty and
the Mutual-exclusionsemaphorés full, just asthe casewherethe processesitially startedatline 1. Now, either
thetwo processesanproceedo completion,in which case thereis no racecondition,or, two new processesne
eachof thetwo threadgroupscangetstarted,n which case the sharedouffers are over written by the new threads
leadingto a generalraceor, athreadin the old groupmay communicatevith a threadin the new groupleadingto

anothemenerakacecondition. Theseraceconditionscanbealleviatedby protectingthewhole executionby mutual
exclusionsemaphoregtherthaneachindividual statement.

Figure 73 shavs the UPFAAL modelof the processandthe timed automataraceconditiondetectionmechanism
is shavn in Figure72. Thefirst conditionin Figure 72 checksfor deadlocks.The secondconditionchecksto see
if thereexistsa pathwherein Thread-Bis writing to a locationBuf-B even beforeThread-Ahasreadit. Thethird
conditioncheckdo seeif thereexistsa path,whereinThread-Ais writing to alocationBuf-A evenbeforeThread-B
hasreadit. Thisis possiblewhentherearemultiple threadsof the samesort, like the casewherethereexist A1, A2
belongingto threadgroupA andB1, B2 belongingto threadgroupB. If they werenotto be duplicatedhentherace
conditionwould not have occurred.

7.4 Example4

In theabore example athreadin thethreadgroupmayruin themessagevenbeforethe previousmessagexchange
completes. This can be preventedby expandingthe critical sectionto include the completemessage=xchange
sequencasin Figure74.

This exampleutilizesa mutualexclusionsemaphoreto make surethatthethreadsn thesamegroupdo notinterfere

58



Binary Semaphore Aready = 1, Bready = 1;
Binary Semaphore Adone = 0, Bdone = 0;

int Buf_A, Buf_B;
Thread_A(...) Thread_BY(...)
¢ {
int Var_A,; int Var B:
{ {
2 SemTake (Bready); SemTake (Aready):
3 Buf_A =Var_A; Buf B = Var B:
4 SemGive (Adone); SemGive (Baone);
5 SemTake (Bdone); SemTake (Adone);
6 Var_A = Buf_B; Var B =Buf A:
7 SemGive (Aready); SemGive (Breaay);
8
I }
) }
Figure68: Example2 illustrating DataRaces
pidBR:=meA,
toRunBR:=meA
StartProcesssemRquRI RegSem SemTaken CriticalSec ReSpawn
~O -O c -O
semTakeBR? semGiveAR!
toRunBR==meA
Buf_A:=Var_A Var_A:=Buf B
semReqBD! toRunBD==meA
() ()
semGiveAD! pidBD:=meA, semTakeBD?
toRunBD:=meA toReadB

Figure69: UPRAAL modelfor Thread-A Example2
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1. A[] not deadlock

2. E<> (Thread_A2.toReadB and forA == 1)

Figure70: UPRAAL verifier modelThread-A,Example2

with eachotherwhile in progress.But this doesnot preventgeneralraces.The thread-Almay write to the buffer
buf-A, andtake the semaphorgiven by thread-B1 andreadthe valuesetby it andexit the critical sectionguarded
by Aready Meanwhilethread-B1is still blocked at line 6. Now, the semaphoré\readyis available,sothread-A2
maytake it andoverwrite the buf-A Thisis agenerakacecondition. The UPPAAL modelfor the systemis shavn
in Figure75. Thetimedautomataconditionsto detectthe raceconditionsaresimilar to the abore examples.

7.5 Example5

Oneof the problemsin the previous exampleswasthat the buffer wasbeingoverwritten even beforeit wasread.
This canbe preventedby having multiple slotsin the buffer. The readerprocessblockstill it finds a slot with a
messagandthewriter procesdlocksitselftill it findsafreeslotin thebuffer. Thiscanbeimplementedy message
queueslf implementedhis would preventgeneraraces.

Thepseudacodeis shavn in Figure76. The UPPAAL modelis shavn in Figure77.

8 Conclusion

We have deviseda methodologyto mapthevariousinterprocessommunicatiormechanism# VxWorksto timed-

automatanodelsin theUPRAAL tool suite. Thecorrectnessf thesemodelswasverifiedusingtimedcomputational
treelogic. We have presented setof guidelinesto corvert ary real-timesystemto finite-stateconcurrentsystems
with atime domainusingthe UPRAAL inter-processommunicatiormechanisnmemplateghatwe have developed.
Timed ComputationallreeLogic wasutilized to specifyandverify the propertiesandconstraintof thesereal-time
systemmodels.We have alsogiven an exhaustie setof exampleswhich illustratethe variouspossibleracecondi-

tionsthatoccurin a setof communicatinghreads.The correspondindimed automataaceconditionverification

conditionswerealsoexplained.

Thefuturework consistsof automatinghis entireprocessright from modellingthe applicationto the specification
of timedautomataaceconditionverificationmechanismsCurrently our techniquehastargetedthe VxWorksreal-

time operatingsystemervironment. Futurework will be directedtowards makingthis more generic,to caterto

variousotherrealtime operatingsystemervironments.
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Binary Semaphore A=0, B =0;
Mutex Semaphore Mutex = 1,

int Buf_A, Buf_B;
Thread_A(...) Thread_B(...)
{ {
int Var_A; int Var_A;
while(1) while(1)
{ {
SemGive (B); SemGive (A);
SemTake (A); SemTake (B);
SemTake(Mutex); SemTake (Mutex);
Buf_A =Var_A, Buf_B = Var_B,;
SemGive (Mutex); SemGive (Mutex);
SemGive (B); SemGive (A);
SemTake (A); SemTake (B);
SemTake (Mutex); SemTake (Mutex);
Var_A = Buf_B; Var_B = Buf_A;
SemGive (Mutex); SemGive (Mutex);
} }
} }

Figure71: Example3 illustratinggeneraRaces

1. A[] not deadlock
2. E<> (Thread_A1l.Check and checkA == 1)

3. E<>(Thread_B.SemTaken and checkB == 1)

Figure72: UPRAAL verifier modelThread-A,Example3
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Mutex Semaphore Aready = 1, Bready = 1;
Binary Semaphore Adone = 0, Bdone = 0;

int Buf_A, Buf_B;

Thread_A(...) Thread_B(...)

{ {

int Var_A; int Var_B;
1 while(1) while(1)
{ {

2 SemTake (Aready); é.(.e.mTake (Bready);
3 Buf_A =Var_A; Buf B =Var B;
4 SemGive (Adone); SemGive (Baone);
5 SemTake (Bdone); SemTake (Adone);
6 Var_A = Buf_B; Var B = Buf A;
7 SemGive (Aready); SemGive (Bready);
8
9 } }

} }

Figure74: Example4
pidAR:=meA,
toRunAR:=meA

StartProcesssemReq ARI ReqSem SemTaken CriticalSec ReSpawn

S LN & . M

@ 7 emTakeAR? % semGiveAR!

toRuUnAR==meA

Buf_A:=Var_A, checkA:=1

Var_A:=Buf B

.

semReqBD! toRunBD==meA
-0 O
i ]
semGiveAD! pidBD:=meA, semTakeBD?

toRunBD:=meA

Figure75: UPRAAL modelfor Thread-A Example4
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Semaphore Aready = 1, Bready = 1;

int Buf_A, Buf B;
Thread_A(...) Thread_BY(...)
{ {
int Var_A, int Var B:
{ {
2 T e
3 SemTake (Amutex); _ SemTake (Bmutex);
4 PUT(Var_A, Buf_A); PUT(Var_B, Buf_B):
6 SemGive (Amutex); SemGive (Bmutex):
}
}
J }
Figure76: Example5, freefrom races
pidAM:=meA,
toRunAM:=meA
StartProcess ReqSem SemTaken CriticalSec ReSpawn
semRegAM! e
semTakeAM? semGiveAM!
toRunAM==meA
msgReqPutA! pidA:=me'A, Var_A:=Buf B

Check
Buf_A:=Var_A
L) TR

toRunP. =:me/Au A pidB:=meA,
toRunGB:=meA

msgPutA? msgReqB! msgTakeB?
g greq @ g C
toRunGB==meA

Figure77: UPPAAL modelfor Thread-A,Example5
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