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1. Introduction TC "1.
Introduction" \f C \l "1" 
Two long-standing and unchallenged premises among software professionals state: 

1. the earlier in the life cycle that faults are found, the less expensive it is to correct them, and

2. most of the faults in the software can be traced back to the requirements.

The original chart demonstrating the first statement appears in Barry Boehm’s book Software Economics [1]. That chart has been well-used /abused in technical literature.  In the last few years, technical presentations have included variations of that chart, updated for a specific company or application. Robyn Lutz supported the second statement, showing that at least within the NASA environment, most errors were made in the requirements documentation. 

Due to the broad acceptance of these statements, much work in software quality has addressed methods to analyze and correct software system requirements.  As an example, the Software Assurance Technology Center (SATC) at NASA’s Goddard Space Flight Center (GSFC) developed the Automated Requirements Measurement (ARM) tool to analyze software requirement documents.  This tool provides metrics pertaining to requirements’ correctness, completeness, testability, traceability, and several other weaknesses.  It is available on the SATC website at http://satc.gsfc.nasa.gov at no cost.

But if requirements were difficult to express correctly in the first place, will those difficulties carry over into design and code? It makes sense to study the relationship of requirements errors to errors in later stages of software development. 

The premise is simple: can errors in software requirements indicate where troublesome places will be in the software code? If the premise is true, then software engineers and software quality staff can focus energy on these places. This project of the Software Assurance Technology Center (SATC) at the Goddard Space Flight Center (GSFC) has attempted to correlate software requirements errors with errors found in software code.  

2. Approach TC "2.
Approach" \f C \l "1" 
The planned approach is relatively simple, at least in concept. The strategy is to apply the ARM tool to requirements to discover poor or incorrect statements. Defect data may be provided through a defect data tracking system (DDTS). Using other data resources along with these, we can organize the data to represent the same components for a project.  The next step is to conduct various correlation analyses on relationships between requirements statements that at one time were erroneous with erroneous code and requirements statements always correct with erroneous code.  If the data cannot support relationships from individual statements to code components, then the relationships may need to be determined at a higher level such as CSCIs. The objective of this research effort, however, is to determine whether any correlations can be found between poor requirements discovered by the ARM tool and software faults discovered later in the lifecycle during testing. 

3. Data Requirements TC "3.
Data Requirements" \f C \l "1" 
 The nature of the data needed to conduct this research is both specific and sizeable but, for the most part, appears to be routinely gathered by the majority of GSFC’s development projects.  Gaining access to the data as well as surmounting non-standard data formats, however, have proven to be two significant issues – both of which will be discussed later. 

To use the ARM tool, a requirement specification needs to exist in electronic format as either .txt or MS Word format. Additionally, specification statements need to be identified by hierarchical numbers in order to take advantage of all the tool’s analytical features. (Note: Most documents evaluated by SATC have conformed to the NASA Documentation Standard, NASA-STD-2100.)  

ARM examines the size of the document relative to lines of text, numbered paragraphs, number of specification statements, and number of unique specification subjects. It searches the statements to count the number of weak, optional and incomplete phrases.  Weaknesses may include terms that are generally ambiguous, such as “adequate”, “as appropriate”, “timely”, “easy to” and many others.  Incomplete phrases include expressions such as TBD, TBS, TBE, and TBR.  Optional phrases contain words like “can”, “may” and “optionally” and give the developer latitude in deciding what to develop.  While these statements may be corrected at some time during development, we believe that they indicate places where development faults are likely to occur. 

Failure data that specified the component in which the fault resides are needed.  Unfortunately, this may or may not be stored in the defect data tracking systems (DDTS) or even be part of the test records.  To associate the faults to requirements, we need traceability matrices and/or verification test matrices.  Configuration control reports are useful for identifying baseline items that change.

4. Data Acquisition and Analysis Obstacles TC "4.
Data Acquisition and Analysis Obstacles" \f C \l "1" 
NASA builds systems both large and small.  Several of the systems developed at GSFC fall into the “large” category and often take several years to develop.  The total volume of data for any one project can be unwieldy.  Projects with extended development times lack consistency and standardization of data elements and formats.  The problem expands even further when trying to compare multiple projects.  Even the DDTS – the commercial tool used by several projects – may use differing, project-based terminology in identifying where a fault was found, how and where it was located, and its resolution.

Often the data is either inaccessible or not in usable format.  Older projects tend to archive their data in pdf format, which is not feasible for automated searching, analysis or calculation.  Much of the data is locked on a password-protected web site and generally limited to specified project team members or designated contractors.  While a project may be willing to share the data, server, site and data access issues are frequent roadblocks.  In those cases where data is made available, we have needed the time and clarification of knowledgeable project personnel to give meaning to voluminous data sets.  Finally, complete sets of data for a specific Build/ Release may not even exist.  

While we have located several projects that are generally willing to share their data, the biggest problem remains a generalized defensiveness over the underlying meanings of the data – this despite our guarantees of programmatic anonymity.  Frequently, this leads, to restrictions regarding what we may examine.  To date, we have received relatively unencumbered data access from four projects.  

5. Project Data Summaries TC "5.
Project Data Summaries" \f C \l "1" 
Four projects have made data available to us. Two, referred to as Projects A and B, are major subsystems of an operational information processing system.  The others, Projects C and D, are flight instrumentation packages.  As Figure 1 shows, we have obtained a complete set of data from only three of the four projects.   Columns 2 – 7 are the results of an ARM analysis of the projects’ specifications.  The document provided as Project D's requirement document was in reality a detailed design specification, consisting primarily of state and flow diagrams.  However, Project D’s requirements were reconstructed from its traceability matrix and analyzed using ARM.

[image: image1.png]SATC

ice Technology Center



Figure 1. Summary of analysis of project requirements TC "Figure 1. Summary of analysis of project requirements" \f D \l "1" 
About 30% of Project A's specifications contain weak phrases, only 1% have incomplete statements and 28% of the statements are compound or complex statements including multiple requirements.  All three of the documents are structured with specifications being stated at hierarchical depths to the 5th and 6th level.  Project A has 27% of its specification at it lowest level.

20% of project B's specifications contain weak phrases, 6% are incomplete, 17% are compound statements and 17% are also stated at its lowest level of structure.

21% of Project C's specifications contain weak phrases, no incomplete statements, 31% of its statements are compound specifications and 32% of its specifications are at the document's 5th level of depth.

11% of Project D's specifications contain weak phrases, less than 1% are incomplete, 28% of its statements are compound specifications and slightly more than 1% of its specifications are at the document's 5th level of depth.

The failure reports and change requests provided by Projects A and C included 8 possible sources of the failure or need for change.  As shown they are: Requirements, Design, Code, Test, Documentation, Enhancement, Other and None (no source was indicated on the completed form).

The last nine columns of the chart depict defect data provided by the projects.  The data provided was inconsistent in that Project A provided System Failure Reports (SFR), Project B did not provide detailed reports, and Project C provided Software Change Requests (SCRs). Project D’s Software Problem Reports (SPRs) were provided as one large unformatted text document.  A program was written specifically to parse the SPRs contained in this file and identify the source identified within each SPR.

Although none of Project A's SFRs cited requirements as the source of the problem, 3 did identify specific requirements in the discussion of the problem. None of the identified requirements were found to be weak, incomplete or compound by ARM.

As shown, 12 of Project C's SCRs cited "Requirements" as a source.  However, none of the reports identified a specific requirement by identification number.  This made it impossible to determine if one of Project C's weak specifications was the underlying problem that necessitated the SCR.

We have not been able to trace specific requirements faults to particular SFRs, SCRs or SPRs.

6. Correlation Analysis TC "6.
Correlation Analysis" \f C \l "1" 
As stated above, none of the specifications identified as weak, or incomplete, could be directly tied to a specific Software Failure Report or Software Change Request. However an analysis of the data set has identified the correlation shown in Figure 2.
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Figure 2. Correlation Results TC "Figure 2. Correlation Results" \f D \l "1" 
It is worth noting that the number of weak specifications has a higher correlation with the number of SFPs, SPRs, or SCRs than the total number of specifications contained in the requirements document.

The weak specifications to total specifications ratio also has a high correlation with the number of discrepancies. This correlation was also found to be true for specifications that addressed a particular subject within a requirements document.  Figure 3 shows the distribution of specification subjects for Project D.
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Figure 3. Project D Specification Subjects. TC "Figure 3. Project D Specification Subjects." \f D \l "1" 
7. Recommendations and Summary TC "7.
Recommendations and Summary" \f C \l "1" 
Much of this research effort primarily has involved the search for appropriate data.  Once located, efforts shifted to the means of interpreting the data.  We recognize that the limited amount of data needs to be supplemented by data collection from multiple projects.  To improve the possibility of performing meaningful correlation analyses between requirements faults and code faults, we also hope to determine whether many faults attributed to design are in reality requirements faults. 

It would be highly useful if projects consistently followed documentation standards.  The Agency does have NASA-STD-2100, and we recommend that projects use this standard unless or until NASA replaces it with another.  The DDTS is an effective defect tracking tool; however, it appears to have been implemented in different ways by multiple projects.  Even within a given project, the same activity may have several variations on naming conventions.  Pull-down menus for each data field would help to prevent such inconsistencies during data entry, and this could be configured on a per project basis.  

Looking toward future research efforts, the creation of sanitized, centralized repositories for data from completed projects would be of great value.
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References" \f C \l "1" 
[1]
Boehm, Barry, Software Engineering Economics, Prentice-Hall, 1981.

[2]
Lutz, Robyn, "Analyzing Software Requirements Errors in Safety-Critical, Embedded Systems," Proceedings of the IEEE International Symposium on Requirements Engineering. IEEE Computer Society Press, Jan, 1993
� EMBED Excel.Sheet.8  ���





� EMBED Excel.Sheet.8  ���





� EMBED Excel.Sheet.8  ���








PAGE  
7

[image: image4.wmf]Summary Of Project's Data

ARM Analysis Of Specifications

Source of Failure/Change Request

PROJECT

Total Specifications

Weak Specifications

Incomplete

Compound

Max Depth

Specs at Lowest Level

Total Problems/ Change 

Requests

Requirements

Design

Code

Test

Documentation

Enhancement

Other

None

A

849

256

10

241

5

226

3066

0

183

2013

9

22

0

267

572

B

226

47

13

39

5

38

1132

Detail Data Not available

 

C

356

75

0

100

6

117

323

12

34

91

3

5

69

102

7

D

308

33

1

96

5

4

121

16

12

14

6

2

0

15

56

[image: image5.wmf]Subject of 

Requirement

Reqmts

Weak

Weak to 

Reqmts ratio

ECRs

Subject "A"

45

7

15.56%

10

Subject "B"

12

2

16.67%

18

Subject "C"

13

0

0.00%

0

Subject "D"

8

0

0.00%

5

Subject "E"

3

0

0.00%

6

Subject "F"

12

2

16.67%

5

Subject "G"

14

1

7.14%

10

Subject "H"

24

2

8.33%

9

Subject "I"

33

6

18.18%

20

Subject "J"

16

3

18.75%

15

Subject "K"

31

7

22.58%

7

Subject "L"

2

0

0.00%

0

Subject "M"

10

0

0.00%

3

Subject "N"

10

0

0.00%

1

Subject "O"

55

6

10.91%

4

Correlation with ECRs

0.26

0.46

0.70

[image: image6.wmf]Summary Of Project's Data

ARM Analysis Of Specifications

PROJECT

Total Specifications

Weak Specifications

Incomplete

Compound

Weak to Reqmts ratio

Total SFRs, SPRs, or SCRs

A

849

256

10

241

31.33%

3066

B

226

47

13

39

26.55%

1132

C

356

75

0

100

21.07%

323

D

308

33

1

96

11.04%

121

Correlation with Total SFRs, SPRs, SCRs

0.88

0.93

0.68

0.79

0.85

_1125920087.xls
Sheet1

		Subject of Requirement		Reqmts		Weak		Weak to Reqmts ratio		ECRs

		Subject "A"		45		7		15.56%		10

		Subject "B"		12		2		16.67%		18

		Subject "C"		13		0		0.00%		0

		Subject "D"		8		0		0.00%		5

		Subject "E"		3		0		0.00%		6

		Subject "F"		12		2		16.67%		5

		Subject "G"		14		1		7.14%		10

		Subject "H"		24		2		8.33%		9

		Subject "I"		33		6		18.18%		20

		Subject "J"		16		3		18.75%		15

		Subject "K"		31		7		22.58%		7

		Subject "L"		2		0		0.00%		0

		Subject "M"		10		0		0.00%		3

		Subject "N"		10		0		0.00%		1

		Subject "O"		55		6		10.91%		4

		Correlation with ECRs

				0.26		0.46		0.70





Sheet2

		





Sheet3

		






_1125920999.xls
Sheet1

		Summary Of Project's Data

				ARM Analysis Of Specifications														Source of Failure/Change Request

		PROJECT		Total Specifications		Weak Specifications		Incomplete		Compound		Max Depth		Specs at Lowest Level		Total Problems/ Change Requests		Requirements		Design		Code		Test		Documentation		Enhancement		Other		None

		A		849		256		10		241		5		226		3066		0		183		2013		9		22		0		267		572

		B		226		47		13		39		5		38		1132		Detail Data Not available

		C		356		75		0		100		6		117		323		12		34		91		3		5		69		102		7

		D		308		33		1		96		5		4		121		16		12		14		6		2		0		15		56





Sheet2

		





Sheet3

		






_1125919676.xls
Sheet1

		Summary Of Project's Data

				ARM Analysis Of Specifications

		PROJECT		Total Specifications		Weak Specifications		Incomplete		Compound		Weak to Reqmts ratio		Total SFRs, SPRs, or SCRs

		A		849		256		10		241		31.33%		3066

		B		226		47		13		39		26.55%		1132

		C		356		75		0		100		21.07%		323

		D		308		33		1		96		11.04%		121

				Correlation with Total SFRs, SPRs, SCRs

				0.88		0.93		0.68		0.79		0.85





Sheet2

		





Sheet3

		






